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Chapter 1: Welcome

Sentinel Visualizer helps analysts discover, visualize, and understand relationships hidden within
large and complex datasets. By combining link analysis, social network analysis, timelines,
geospatial mapping, and advanced search capabilities, organizations can transform large
datasets into actionable intelligence. This guide explains how to import data, build visualizations,
perform analysis, and share results.

Overview

Our commercial-off-the-shelf (COTS) platform provides advanced analysis and visualization
capabilities built on a standard, secure, non-proprietary database management system.

Feature

Benefit

Full Featured Link
Analysis

Use link analysis to visually and intuitively find patterns, meanings, and
trends that are difficult to discover in traditional rows and columns.

Advanced
Visualizations

View complex data relationships in formats that allow rapid
information discovery. With 2D and 3D network diagrams, timelines,
and Geospatial mapping tools, enjoy visual displays of complex data.

Flexible, Purpose-
Designed Database

Import, store, and manage large amounts of data that describe objects
and connections in an open standard Microsoft SQL Server database.

Multiuser Design

By storing data in a consistent format in a scalable multiuser database,
organizations can break down data silos and share data.

Advanced Analytics

Our proprietary Entity Metrics tools distill complex networks into
manageable, ranked information with Social Network Analysis,
Temporal Views, and user-tunable algorithms.

Collaboration and
Sharing

Enable group and mission collaboration among team members to
share and edit data and analysis.

Secure Data

Control your data security with Microsoft SQL Server databases locally,
on premises behind your firewall, and in the cloud.

Open Architecture

Uses Microsoft SQL Server and standard technologies to simplify
integration, scalability, interoperability, and long-term data ownership.
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Sentinel Visualizer at a Glance

Sentinel Visualizer combines data management, link analysis, timeline analysis, and geospatial

visualization in a single platform.

Home Page
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Open databases, access recent work, and
navigate to major features.

Timeline
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Analyze events and activities over time.

Visualizer

Explore entities and relationships with interactive
network diagrams.

Geospatial Maps
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Display entities on maps.

Who Should Read This Guide

New Users

Start with Chapters 3 and 4 to learn the user interface and basic navigation.

Analysts

Focus on Chapters 5 through 20, which cover searching, visualization, timelines, mapping, and

analysis.

Data Managers

Review Chapters 21 through 23 to learn database creation, data import, and configuration.

System Administrators

Review Chapters 21-23 and Enterprise documentation.
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Upgrading from an Earlier Version?
Existing users should go to Chapter 2 for a summary of Version 11 improvements, including:

e Enhanced imports

e Faster Visualizer performance

e Improved searches

e OpenStreetMap and Azure Maps support

Typical Workflow

Most users follow these steps:

1. Create or open a database.

Import data.

Search for entities and relationships.
Visualize the results.

Apply analytics and Entity Metrics.
Explore timeline and geospatial views.
Generate reports and share findings.

NoupkwnN

Quick Start

Before importing your own data, start with the included FraudSample database. The sample
database demonstrates searching, link analysis, timelines, geospatial mapping, reports, and
social network analysis features.

1. Install the software.
2. Open the FraudSample database.
3. From the home page or Visualizer menu, click All Data to Visualizer.
4. Explore the Visualizer and become familiar with the diagram:
a. See the entities and the relationships that connect them.
b. Click on individual entities to see their connections.
i Right click, View to see the entity’s details.
c. Zoom in and out with the Ctrl and mouse wheel, Ctrl+Up/Ctrl+Down, or the Zoom
menu.
d. Transform to rotate, flip, and stretch/compress the diagram.
e. Apply a new layout under the menu Layout -> Incremental -> Tiled Networks or
Ctrl+T. Repeat Ctrl+T to see a new layout.
i.  Choose other Layouts to display the network.
f.  Use the panels on the right
i Entities to change settings such as labels
ii. Relationship to change line styles and labels.
iii. Navigator to drag a window to see portions of the diagram.
5. Click the Timeline tab.
Click the Map tab.
7. Save the diagram.

o
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Using this Guide
Getting Started

Chapter 2: New Features— New features added with this version.

Chapter 3: Getting Started — A quick introduction to installation, starting the program and
opening the sample database.

Chapter 4: Home Page and Menu — Home page layout and features.

Working with Data

Chapter 5: Entities — Entity data details, and how to view, add, edit, and delete them.
Chapter 6: Entity Search — Basic and advanced entity searching.

Chapter 7: Relationships — See how relationships connect entity data for powerful
visualization and analysis capabilities.

Chapter 8: Relationship Search — Basic and advanced Relationship searching.

Chapter 9: Selecting Dates and Editing Rich Text — Shared resources across entities and
relationships to select dates and edit notes and documents.

Chapter 10: Dataset Builder — Query and send the output to a variety of formats.

Reporting and Visualization

Chapter 11: Reports — See how to select, preview, print, and export reports.

Chapter 12: Visualizer— Powerful visualization and analysis capabilities, options, and how to
print, export, and save your work.

Chapter 13: Visualizer Layouts, Transform and Zoom — Apply automatic layouts to your
entities and relationships diagram, perform transformations, and zoom in and out.
Chapter 14: Visualizer Tool Panels — Use the Tool Panels on the right side of the Visualizer
diagram to control entity and relationship displays, perform filters and show gradients, find
networks and cliques, add items and shapes, navigate, etc.

Chapter 15: Entity Metrics with Social Network Analysis (SNA) — How Social Network
Analysis and other techniques provide automated real-time analysis.

Chapter 16: Timeline and Time Range Filter — View temporal data using the Timeline.
Chapter 17: Geospatial Mapping Tools — Geospatial tools to show entities on a map.
Chapter 18: Three-Dimensional Viewer — Use the 3D viewer to visually navigate through
complex networks in three dimensions.

Advanced Analysis

Chapter 19: Additional Searches — Combine multiple saved searches, multiple saved
diagrams, and perform web searches.

Chapter 20: Query Builder — Use the Query Builder for more advanced questions than the
Dataset Builder.

Database Management

Chapter 21: Creating and Opening Databases — Create and open databases.

Chapter 22: Importing Data — Import external data into your database.

Chapter 23: Configuring Your Database — Add your own data types and lookup values,
configure and maintain your database.

Chapter 24: Compare, Merge and Clone Entities -- Compare entity data, merge several
entities into one, and duplicate entities.

Page 6
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Appendices

e Appendix 1: Features Added in Prior Versions — Enhancements introduced in version 10.
e Appendix 2: Command Line Options — Launching the program from a command line.

Whether you are evaluating existing data, importing new information, or performing advanced
network analysis, Sentinel Visualizer provides integrated tools to support the complete analytic
workflow. The next chapter highlights the enhancements introduced in Version 11.
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Chapter 2: New Features

Sentinel Visualizer Version 11 makes it faster and easier to import, analyze, visualize, search, and
manage large datasets. Major enhancements include powerful new data import capabilities,
faster Visualizer performance and navigation, expanded search options, and significant database
performance improvements.

Version 11 Enhancements Summary

e Improvements when running version 11 for the first time on your database.
e Performance Improvements.
e Import Enhancements.
o Select only the source columns you need and arrange their order.
o Create calculated columns using formulas and values from multiple columns, eliminating
the need to modify your source data.
Import Excel named ranges and tables, in addition to worksheets and cell ranges.
Use a Unique ID to identify relationships and improve duplicate detection.
Import SQL Server tables from schemas other than dbo.
Detect more data errors before and during imports with improved validation.
e Visualizer Enhancements.
o Use separate data refinement for filtering and restricting new items.
Entity names are replaced by custom labels in output lists and Excel exports.
New layouts only reposition visible entities, leaving filtered (invisible) ones unchanged.
New keyboard shortcuts quickly change layouts, zoom, stretch, and compress diagrams.
Get Links -> Between Selected can hide unlinked entities and apply a new layout to the
results.
o Merge multiple saved Visualizer diagrams and list their entities and relationships.
o Online maps use OpenStreetMap or Azure Maps.
e Entity Search Enhancements.
o Simple Entity search adds Exact, Starts With and Contains, plus multiple name search.
o Improved and reorganized Advanced Entity search with four tabs with a grid to find
multiple entity names, find multiple metadata values, and Last Changed range.
e Search results with more columns including each entity’s relationship counts.
e Entity View and Edit Enhancements
e Documents
o Search text in PDF files.
o Add or delete multiple documents at one time.
o Entity and Relationship Documents added to View menu.
e Exports
o Exports to Excel with support for international characters and regional date formats.
o Control whether Reader users have Timeline and Geospatial features in diagrams.
e New Command Line options for automated imports and restoring checkpoints.

O
O
O
O

O
O
O
O
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Startup and Initial Use

Initial Startup

The first time version 11 runs:

If the product key was provided in the setup program, the program is automatically
activated if there’s an internet connection.

While the sample database is being created the first time, a progress meter shows the
steps and opens the database once it is created.

If Group Policy prevents writing to the shared Public Documents folder, the My
Documents folder is used.

When a database is opened for the first time, the Most Recently Used (MRU) list that
appears on the home page is pre-populated with entities that have the most
relationships.

Database Updates

The first time an existing database is opened with Version 11, the database is backed up and
upgraded while retaining its previous settings.

DateTime columns are updated to higher precision DateTime2.
Binary columns are updated.

Additional database indexes improve search and query performance.
Updated metaphone storage.

Cached values for database, entity, and relationship counts.

Open Database

[Browse...] button replaced [Add to List].

£ Open Database

Server name Database Last Opened

My Databases Fraudsample 8/13/2026 6:24 PM

My Databases Medicare 8/13/2026 5:43 PM

My Databases Telephone_Call_Records 8/11/2026 11:14 AM

My Databases ABMC 7/15/2026 2:30 PM

Record: | 4 || 4 of 4 | | Pkl

Cpen Database | Browse. § Removefrom List -

Open Database Dialog

Restore Database from Backup

Version 11 can restore a database directly from a backup file.
When no database is open, select File > Restore from Backup to
restore the database to your local SQL Server without using SQL
Server Management Studio (SSMS).

Eile|

B Open Reader File

') Open Datab
E! Open Database

- 4 Restore from Backup...

&
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Performance Improvements

Version 11 improves performance throughout Sentinel Visualizer, with particularly noticeable
benefits on large databases and complex Visualizer diagrams:

e Quicker loading of databases, especially previously opened databases, including search lists
showing counts by lookup value.

e Visualizer offers faster incremental layouts, network metric calculations, dataset filtering,
and online map loading.

e Optimized entity thumbnails reduce image-processing overhead and improve performance.

e Optimized searches for linked entities and relationships by type.

e Faster entity name and metaphone searches.

e Faster searches for entity and relationship counts of documents, metadata, and notes.

e Quicker saving of entity and relationship edits.

Import Enhancements

Import Columns

Select Just the Columns You Need

The new Select Columns feature lets you choose just the columns to import and their order. This
simplifies the Import form by displaying only the source columns you need.

7 Select Columns O x
Available Columns Selected Columns
1D First Name
Company 5 Last Name -~
E-mail Address Full Name || [First Name] +" " +[Last Name]
Job Title 55 | Country/Region
Business Phone State/Province
Home Phone City
Maobile Phone e Zip Code || [ZIP/Postal Code]
Fax Number
Address << v
ZIP/Postal Code
Web Page
Notes
Attachments

Calculated Column .
Column Name

Formula
| =

oK Cancel

Add Calculated Columns

Calculated columns let you transform and combine source data without modifying the original
data. Create formulas that reference source columns and other calculated columns. A
calculated-column’s formula can:

e Reference column names.

e Reference other calculated columns.

e Support any expression and function the source data allows.
e Bereferenced later in the WHERE clause.
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Calculated Column i'_ i \ ﬁ
Column Name .

Full Name x

Formula

1
[FirstName] +" " + [LastName] H

Create a Calculated Column by Referencing Columns and Using Formulas

Excel Import Enhancements

Import Named Ranges and Tables in Excel Spreadsheets

When an Excel spreadsheet is selected for import, you can choose from its worksheets, named
ranges, and tables. You can still specify an explicit cell range, but selecting a named range or
table eliminates the need to define one manually. This is especially helpful when importing files
generated by systems that export data as predefined Excel tables or named ranges.

E’ Import Excel Spreadshest

Source

PAsentinel\visitors.xlsx

Sheet Range
VisitorLog w
VisitorLog

Details

VisitorSheetRange
Range:Datasheet3

Table:Tablel3 [Details5026:AB85]
Table:Table3 [DetailsSQ6:AB22]
Table:Tablel [DetailsSCG:NG5]

Sheet dropdown includes worksheet names, named ranges, and tables

When import settings are saved, the named range or table automatically adjusts to its current
location and size the next time the spreadsheet is imported.

Define Relationships with a Unique ID

When importing relationships, Sentinel Visualizer needs to determine whether it is new or
already exists. Version 11 adds support for a Unique ID column and provides three ways to
define whether a relationship is unique:

e Entity From, Entity To, Relationship Type, Start Date, End Date, and Value.

e Relationship Type and Unique ID
e Entity From, Entity To, Relationship Type, Start Date, End Date, Value and Unique ID.
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Import Settings X

Generg/ Matching [ Replace l

The Unique ID field differentiates entities with the same name.
Choose the combination of Entity fields to determine an Enfity's uniqueness:
@® Entity Type and Name (Unigue ID is ignored)

O Entity Type and Unique ID (name is from the first time the Unique ID is imported)

To save ignored Entity names for the Unigue 1D, choose a Metadata field to store them:

(not specified) ~

O Entity Type, Name and Unigue ID (combination of all three fields define each entity)

Choose the combination of Relationship fields to determine a Relationships uniqueness:
(® Entity From, Entity To, Relationship Type, Start Date, End Date, and Value.
(O Relationship Type and Unigue ID

O Entity From, Entity To, Relationship Type, Start Date, End Date, Value and Unique ID.

OK | | Cancel

Import Wizard Layout Option

New option to display your entity and relationship boxes horizontally or vertically.

B Import Wizard - a x

Import Options
O 1Entity

@ 2 Entities
) 3Entities

Import 2 Entities from columns and the Relationship between them.

) Open a Saved Import
O New Entity Type Entity Type
Club Email Address

Relationship 1

Entity From: Entity 1
Entity To: Entity 2
Relationship Type
Location of Raid

Layout
® Morizontal
O vertical Leave Type blank to assign by column name.

oK Cancel

Horizontal Option for Entity Boxes
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bl impart Wizard - a x

Import Options
O 1Entity
® 2 Entitias

Import 2 Entities from columns and the Relationship between them.

(O 3 Entities
Entity 1
) Open a Saved Import
) New Entity Type

Club Relationship 1

Entity From: Entity 1
Entity To: Entity 2
Relationship Type

[Location of Raid

Entity Type
Email Address
Layout
) 1imn
,;} :::;::Tm Leave Type blank to assign by column name.
Reset OK Cancel

Vertical Option for Entity Boxes

Improved Validation Before and During Data Import

Data Preview

e Blank rows are excluded.

e Relative image paths resolve correctly.
e Date columns show their time portion.
e Brief field text is shown.

Validate the Entire Data Source Before Importing

Before importing begins, Sentinel Visualizer validates the entire source and reports up to 100
errors at once, letting you correct multiple problems in a single pass. For large datasets, the
validation process can be canceled.

Previously, only the first 500 rows were validated and processing stopped at the first error.
Errors later in the source could therefore cause the full import to fail.

Other Import Enhancements

Add Topic to Existing Entities and Relationships

Topics are used to tag related entities and relationships. They are also used with Advanced
Security Features to control the data users can see. All imported new entities and relationships
are assigned the specified topic.

If an import encounters an existing entity or relationship, it isn't added again. However, if the
specified Topic isn't already assigned to it, version 11 adds the Topic. This lets an import assign
additional Topics to existing data, rather than assigning the Topic only to newly created entities
and relationships.

Page 14
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Improved Date Parsing

You can specify a custom date format, such as YYYYMMDD. If the value cannot be converted
using that format, your Windows date format is applied. If neither format produces a valid date,
the error is logged.

Import Form Enhancements

WHERE clause is kept when source data changes.

Multiple rows in a box can be deleted by pressing the delete key.

Improved placement of the Import and Query Builder user interface boxes.
When saving the import specifications, the SVIX’s folder location is remembered.

Additional Enhancements

e Improved handling of source data that is locked, unavailable, or corrupt.

e Import of text files converted to UTF-8 format for improved support of international data.
o Text files with periods in their name or in READONLY folders can be imported.

e SQL Server tables in addition to the dbo schema can be selected for import.

e Improved performance with only the selected columns retrieved.

Visualizer Enhancements

Version 11 makes Visualizer diagrams faster and easier to navigate, rearrange, filter, and
analyze.

Separate Data Refinement for Filter and New Items

Data Refinement lets you use the dataset builder to filter and select entities and relationships
on your diagram and limit the new items added with Get Links.

Previously, the same criteria were used for both. Version 11 lets you define separate criteria for
filtering/selecting items on the diagram versus limiting new items added with Get Links.

For instance, you may want to add only linked phones rather than all linked entities. Each Data
Refinement section has a [...] button for specifying the criteria and a checkbox to enable it.

Entity Relationship
Data Refinement L =) Data Refinement 5
— -
Filter Entities Filter Relationships
Select Select
Restrict New Entities Restrict New Links

Custom Label Replaces Entity Name in Output

By default, the entity label is its name. You can customize the label individually or create it from
the entity's Type, Status, Start and End dates, Metadata, metrics, and other values. The custom
label now appears in the output Lists and Excel output instead of the original name.

Chapter 2: New Features Page 15



New Layout Only on Visible Entities

If there are hidden (invisible) entities on the diagram, choosing a new Layout only rearranges
the visible entities to optimal locations. Previously, the hidden entities were also moved.

Quickly Modify the Diagram
Select all Entities; Zoom, Stretch and Compress Your Diagram

Simplify and quickly view your diagram in different ways with a single click:

220 @ O]

- -

Entities Transform 200t
% Acdd Ctrl+E = BringtoFront iI Fit toPage Crrl+0
EE.{ Fird Ctrl+F SendtoBack G‘l Zoom In Ctri+Up
BB view Rotate Right 90° (E) zoomout  Ctri+Down
AY Replace Rotate Left 90° 10%

Fit to Page with Ctrl+0,

Rotate 1807
Zoom in and Out with Ctrl+Up and

% Compare

= AGORQDI

% hMerge Rotate Any Angle Ctrl+Down
[M selegal Ctri+a Flip Wertical
Select all Entities with Ctrl+A Flip Horizontal
-
[I1 Resize
€ Stretch  Cirl+l
-i:l- Compress  Ctri+2

Stretch toFit

Stretch and Compress with
Ctrl+1 and Ctrl+2

Stretch/Compress versus Zoom

Stretch and Compress change the spacing between entities without changing the size of entity
images or label text. Zoom changes the scale of the entire diagram.

Stretch is useful when long entity names need more room, while Compress brings widely spaced
entities closer together.

Zoom In and Out

The Zoom In and Out menu items let you adjust the zoom level of your diagram. Rather than
specifying a specific zoom level, use Ctrl+Up to Zoom In and Ctrl+Down to Zoom Out. Zoom with
Ctrl plus mouse scroll wheel up and down remains.

For more details, visit Chapter 13: Visualizer Layouts, Transform and Zoom on page 135.
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Run a New Tiled Network Layout

Easily rearrange the location of your entities and relationships with Ctrl+T. Selecting this
multiple times can quickly show different layouts that may improve your network visually.

i..
L =
Layout
b """ :
L2 | Incremental L) Tiled Metworks  Ctr+T
O Circular C :l' One MNetwork
O Elliptical b
[] Rectangular 3

Apply a New Tiled Network Layout with Ctrl+T

Use Undo (Ctrl+Z) to go back to the previous layout.

Merge and List Multiple Diagrams

e [
From "Open Saved Visualizer" on the Home page or LI
Visualizer menu, select multiple saved diagrams hMerge Wiew Lists
and use Merge to combine them into one.

% Center Cammaon Entities
The new “View Lists” button shows the entities and

relationships in the selected diagrams. % Do Mot Move Common Entities

Get Links, Between Selected Options

Get Links -> Between Selected retrieves entities and After entities are retrieved

relationships to connect the selected entities. After the entities Hide Unlinked
are retrlgved, Version 11 can hlde. u.nllnked. (.ent|t|es and perform Layout
automatically rearrange the remaining entities for a more

visually appealing layout.

For more details, visit Between Selected on page 121.
Online Maps with OpenStreetMap and Azure Maps

The online maps now use OpenStreetMap and Azure Maps instead of Bing maps.

Offline Maps ey
Offline Maps are optional. To use an offline map, select Map Offline _
. Options
under Options.
. . . W styles
Additional Visualizer Enhancements
e Opening the Visualizer loads more quickly without flashing. "\ PSS
e [f the labels on Relationship lines are customized with counts, & Maps
sums, start/end dates, and/or metadata, when the Timeline is
filtered, the labels are adjusted to the filtered relationships. ._‘}U'” hap Offline
BS  smalllcons
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Search Enhancements

New Simple Entity Search Options

Three new search options: Exact, Starts With, Contains.

r

ER Entity Search

( 4, Advanced...

Exact
Starts With

Contains

Recent Entities

Entity Name Unique ID

Normal
Extended
Search Multiple Values
Find multiple values by separating with semicolons.
Mary;Brian v ( I, Search =

Search for Entity Names Mary or Brian

Improved Unicode and Numeric Searches

Improved Unicode searches, so international words in any script (Chinese, Arabic, etc.) match
correctly. Large numeric ranges are also handled more precisely.

Improved and Reorganized Advanced Entity Search

Advanced Entity Search is redesigned to make complex searches easier to build. Search criteria
are organized into four tabs, with new options for multiple names, metadata values, lookup lists,
and date ranges.

e Search for a list of entity names in a grid.

Metadata type search for multiple values.

If a Metadata type has lookup values defined, a new selection form is available.
e Find most recently modified entities.

Name and Type Tab

The Name and Type tab supports multiple entity names that can be copied and pasted from
another source like a spreadsheet. Options let you search for Exact, Starts With or Contains.

Page 18
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Name and Type T General T etadata/Lookups T Created,/Modifled l
Name Entity Type [1,265)
1 Abu Mussab [ Airline Flight (21) =
2 Mohammed Bank Account (40)
3 Mohamed Business (9)
a | china Company (25)
5 Kazakhstan Email Address (4)
6 Saudi Arabia Event (8)
. Libera Fax Number (5)
fohani Governmental Organization (30)
8 | Afghanistan High School (1)
9 Sierra Leone diamond fields IED Attack (4)
10 || Bavaria, Germany Location (248)
11 | Bly Training Camp Middle Schoal (2)
12 | Woodland Park Resort Military Action (7)
13 § 555-1212 Mon-Governmental Organization (14)
14 | 703-356-4700 Person (577)
» Publication (2}
Religious Group (10)
Ship (3)
Terrorist Organization (76)
TR Terrorist Plot (61)
atch Type Terrorist Supporting Organization (2)
) Exact O Starts With ® Contains University (14) .
< >
Name and Type Tab
General Tab
General Tab has many values, ranges, distance, and count searches:
MName and Typy/ General [ Metadata/Lookups [ Created,/hodified l
Entity ID(s) ‘ | Distance from Location
Image (not specified) Distance
Unique ID [not specified) Units KM v
Brief (not specified) Latitud
atitude
Doc. Name ‘ Doc. Content I:l
Longitude
Notes ‘ |
Filter = <= Count o s
Start date (not specified) | 10/20/1974 12:00:00 AM 1/8/2012 11:00:56 PM Links | 0| ‘ 83|
End date {not specified) | 12/29/1992 10:33:12 AM 10/15/2019 12:00:00 AM Relationship | 0| ‘ 38|
Latitude (not specified) -90 90 Metadats | 0| ‘ 46|
D t
Longitude  |(not specified) 122 179]| | Document | o | 21|
Note
Value (not specified) 79 123.456 | 0| ‘ 5|
. Topic 0 2
Weight (not specified) 1 100 P | | ‘ |
1:‘ Retrieve Ranges
< >

General Tab

Entity ID and Unique ID support finding multiple values separated by semicolons.

Unique ID supports using the percent character % for wildcard searches like starts with ABC
(ABC%), contains ABC (%ABC%), and ends with ABC (%ABC).

Chapter 2: New Features

Page 19



Metadata/Lookup Tab

Search Metadata and Lookup Values for Classification, Dissemination, Entity Status and Topics.
Multiple metadata values are separated by semicolons including wildcard searches.

Name and Type I Generg]/ Metadata/Lookups I Created,/Modified I

Metadata Type Entity Type Value Condition
Country ~| | University ~ |US; Canada | .. AND ~
Gender ~| | Person ~ |Ma|e |
(not specified) ~
Classification (1,265) Dissemination (1,265)
Confidential (4) NOCONTRACT (16)
For Official Use Only (3) PROPIN (1,248)
Secret (16) UASCO (1)

Top Secret (767)
Unclassified (475)

Entity Status (1,265) Topics {1,265)
Alive (281) Child Slavery (11)
Deceased (84) Default (461)
Incarcerated (261) 1ED (4)
None (568) ImportedFromV2 (787)
Unknown (71) NarcoticsCase (2)
< >

Metadata/Lookup Tab

If the Metadata Type has a lookup list, a new selection form lets you pick one or more of them:

Select One or More Values b4

Country

[] Australia
Canada
[ China

[] Ecuador
L] Egypt

[] England
[J Mexico
[] Taiwan

oK Cancel

Select Multiple Values for a Metadata Type with a Lookup List
Created/Modified Tab

An entity or relationship always has a Created Date, but if it wasn’t modified later, the Modified
Date is blank. A new Last Changed search finds recently changed records. It uses the Created
Date when the Modified Date is blank.

Page 20

Chapter 2: New Features



O By Column Filter

Created Date

Modified Date (not specified)

Name and Type [ General [ Metadata/Lookups”

created/Modified |

>=

<= User

(not specified)

(not specified)

@® Created and Modified Combined

Last Changed

-~ |{not specified)

&' Retrieve Ranges

Created/Modified Tab with Last Changed Search

For more details, visit Advanced Entity Search on page 55.

Search by Entity and Relationship Type

Easily select entities and relationships based on their type. Previously, this was available under

Dataset Builder. For details, visit Search by Entity and Relationship Types on page 86.

Search

e d

E:‘é Dataset Builder
w d . : .
:.:9 Entity and Relationship Type

:.:9 Advanced Dataset Builder

Search Results

The Search and Query Builder results show lists of entities and relationships with improvements:

Brief text is shown.

e Time is omitted for date-only values (midnight).

Entity Latitude and Longitude are shown with greater precision.
e Numeric values are right-aligned for easier comparison.

Taller rows and word wrapping display more information.

Data grids consistently use Calibri font.
Copy rows from any data grid with Ctrl+C and paste them into Excel with column headers.

For entities, additional columns are shown for each entity:

e Relationships: Total number of relationships with other entities.

e Relationships From: Number of relationships FROM this entity to other entities.

e Relationships To: Number of relationships TO this entity from other entities.
e Lines: Number of connected entities, regardless of the number of relationships with each

entity.
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Relationships

187

157

34

Relations From

1387

157

32

Relations To

Lines

124

33

Entities and relationships now show the number of associated Documents, Metadata, Notes,

and Topics:
Documents Metadata MNotes Topics

0 12 1 1

2 3 0 1

7 g 4 1

Entity View and Edit

Load Relationships on Demand
When viewing an entity with 1000+ relationships, a prompt confirms loading the —
Relationship tab since that takes time. A Refresh button is available to load it later. u

Entity Type Icons

The built-in entity type icons, defined in the Entity Type lookups, are updated to higher
resolution graphics when the database is updated to version 11.

The entity type editor now lets you save the current icon to disk.

‘j Entity Type
Name Icon
‘Person ‘ &

-

Weight

50

~| [ Location
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Document Enhancements

Each entity and relationship can have multiple documents assigned to it.

e Sentinel Visualizer now extracts text from attached PDF files so their contents can be
searched. When an existing database is upgraded to version 11, searchable text is extracted
from previously saved PDF documents so their contents can be searched.

e When editing an entity or relationship, multiple documents | Mew
can be added or deleted at one time. Previously, they could
only be added or deleted individually.

e Document lists use the file-type icon from the associated
Windows application, so icons may differ between
computers.

All Entities and Relationships
Entities Crly
Linked Entities

. Unlinked Entities
Documents Added to View Menu

. . . . Entity Documents
New Entity Documents and Relationship Documents options on

the View menu display all documents associated with entities
or relationships, along with the corresponding entity or
relationship

Relationship Documents

=) EEEE]

Reports

Export Enhancements

Export to Excel

1. Savesfiles as .xlIsx by default with improved international character support.
2. Exports data to a formatted Excel table with automatically sized columns.
3. Date/time columns use your Windows regional formats.

Export to Reader

Share interactive Visualizer diagrams with people who don't own Sentinel Visualizer by
exporting them for the free Sentinel Visualizer Reader.

If your diagram includes timeline and geospatial data, the Reader export includes four new
options that control which features are available to Reader users: Timeline tab, Map tab, Map
Offline tab, and Google Earth button.

Show
Timeline Tab Map Offline Tab
Map Tab Google Earth Button

New Export to Reader Options

For more details, visit Export to Reader on page 132.
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Other Enhancements
A variety of other enhancements were implemented.
Reports
Improved metadata formatting in Entity and Relationship Reports.

About Box

e New button to launch the Microsoft System Information utility. System Info
e New button to generate an application information log file.
Application Info

Error Handling

Improved error handling for database creation and verifying SQL Server Express is installed.
Error logs are easier to read with more details. Execution logs can be generated for tracing.

New Command Line Options for Automated Imports

The command line lets you run the program without using the user interface. After specifying
the database, two new command line options are available for importing data:

e /checkpoint — Restore this checkpoint name to the database.

e /importfile — Specifies the import specification file to run the data import and closes the
program upon completion.

For more details, see Appendix 2: Command Line Options on page 301.

Past Enhancements

For enhancements introduced in prior versions, visit Appendix 1: Features Added in Prior
Versions on page 281.
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Chapter 3: Getting Started

Sentinel Visualizer is a Windows-based application. Launch it, open a database, and analyze your
data. The main form provides access to all the features of the application. The application uses
the multiple document interface (MDI) model, which means you can have multiple windows open
within the application at the same time. You can even support multiple monitors.

Install Sentinel Visualizer

Download the setup program based on your operating system, then run it:

Sentinel Visualizer - InstallShield Wizard

Instal|Bhield

Cancel

Click [Next >] to see the license page.
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Sentinel Visualizer - InstallShield Wizard *

License Agreement
Pleass read the fc

FM5 Software License dgreement for Sentinel Visualizer

PLEASE READ THE FMS SOFTWARE LICENSE AGREEMENT. Ol MUST AGREE TO
BE BOUMD BY THE TERMS OF THIS AGREEMEMT BEFORE vOU CaM INSTALL OR
USE THE SOFTWARE.

IFv0U DO NOT ACCEPT THE TERMS OF THE LICENSE AGREEMENT FOR THIS OR
AN FMS SOFTWARE PRODUCT. wOU MAY NOT INSTALL OR USE THE SOFTwWARE.
OU SHOULD PROMPTLY RETURN AN FMS SOFTWARE PRODUCT FOR “WHICH
vOU ARE UNWILLING OR UNABLE TO AGREE TO THE TERMS OF THE FMS
SOFTWARE LICENSE AGREEMEMNT FOR & REFUND OF THE PURCHASE PRICE.

OWNERSHIP OF THE SOFTWARE

The enclozed software program ["SOFTWwWARE") and the accompanying written matenals are
owned by FMS. Inc. or its suppliers and are protected by United States copyright laves, by
laws of other nations, and by international treaties. You must treat the SOFTWARE like any

P o T T - T i

Iristall Shield [ <pack “ Yes [ o ‘

er your information.

Marme:

Inastanl) Shield I < Back “ Hest > J l Cancel ‘

Enter your information. Include your Product Key. If you don’t have one, the trial version is
installed. Then click [Next>]
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Sentinel Visualizer - InstallShield Wizard *

Choose Destination Location

etup will zer in the following Folder.

air . . Toinstall to a different fols
fo

Browse...

| [wen)

Choose Installation Folder

InstallShiield [ < Back H

Use the default folder or choose your own, then click [Next >] to see the confirmation screen.
Click [Next>] again to start installing the files. When completed, this screen appears:

Sentinel Visualizer - InstallShield Wizard

Setup Wizard Complete

Setup Program

InistallShield [ < Back H Finish ] Cancel

Installation Completed

Optionally launch the program and add a desktop shortcut. Click [Finish] to close the installer. A
Readme file is opened with introductory and latest information.
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Optional Installations

In addition to installing Sentinel Visualizer, the webpage for downloading its setup file includes
downloads for other optional programs.

e Microsoft SQL Server Express if you want local databases. This is not necessary if all your
databases are on SQL Server hosted by another machine or the cloud.

e Online maps are part of the Visualizer to see entities with latitude and longitude on a
map. If you have Google Earth, you can export data to it and use it.

e Excel needs to be installed to open the exported Excel files.

e Adobe Acrobat or other PDF viewer is necessary to open the PDF file you create.

Install Microsoft SQL Server Express

The program supports local databases with Microsoft SQL Server Express, the free version of
SQL Server. If you are only using shared databases hosted by another machine and don’t want
the sample database, you do not need to install SQL Server Express and can skip this step.

Visit this page to download and install SQL Server Express:

https://SentinelVisualizer.com/SQLServer/Express 2019/

Install Google Earth

Install it from https://google.com/earth/about/versions/

Start the Program

Launch the program from the program’s desktop shortcut if it was added during installation, or
enter Sentinel Visualizer in the Windows search box, then run the program:

- () sentinel visualizer

Best match

Sentinel Visualizer
App

For Windows 10, it’s also available on the Start Menu, under Sentinel Visualizer:

. Sentinel Visualizer
Mew

| . Documentation

Readme

Sentinel Visualizer
Mew

Web Site

Windows 10 Start Menu
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Activation

The setup program includes entering your email address and product key. When you run the
program for the first time with an internet connection, the program is activated.

If the activation fails, a screen appears for you to enter your information:

Email address

Product Key (Leave blank for trial)

[] Offline Activation

Activation Form for Trial or Licensed Copy

There are two ways to activate the software:

e Trial: Activate a trial by entering the email address registered for the trial.
e License: With a license serial number, enter it in the Product Key field.

If you don’t have an internet connection, check the [Offline Activation] box and follow the
instructions on the subsequent screens.

Click [ > ] to continue and see the confirmation screen.

First Time Welcome Screen

The first time you run the program, the Welcome screen appears:

o2 wWelcome X

Sentinel %

Visualizer

Open a Sentinel Visualizer database

Create a new Sentinel Visualizer database

0 | Sentinel Visualizer Copyright (c) FMS, Inc. All Rights Reserved. ‘ J |
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Open an existing database or create a new one.

Open the Sample Database

If you installed SQL Server Express, a sample database is installed on your PC. Click “Open a

database” (or later from the File menu, Open Database):

L Open Database X
Server name Database Last Opened
Record: |4 | 4 o o0 b M
—
L ="
I N
Dpen Database  Browse.. Removefrom List

Since no databases were opened yet, the Most Recently Used (MRU) list is empty. Click the [Add

Database] button to select a database server and database.

If installed, it defaults to the My Databases server:

* Open 50L Server Database X
5QL Server
My Databases “
Open a SQL Server Database
My Databases is a collection of databases stored on your computer and includes the
FraudSample database. Click the [ > ] button to see the sample database in the list:
* Open SQL Server Database x

Databases

Database Name

FraudSample

FraudSample

oK

Select the FraudSample database and click [OK].
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What to Do Next

The Home Page has the most used functions and lists of your recently accessed entities and
relationships. The Home Page remains open even when you open other windows.

Use the menus to explore the sample database, look at the data, run the Visualizer, and see how
the various features work. Details about the Home Page and Menu are in the next chapter.

When you are ready to create your own database, import data, customize the lookups and
metadata, and run your own queries, read:

e Chapter 22: Importing Data on page 235.
e Chapter 23: Configuring Your Database on page 257.

Editions

There are several editions of Sentinel Visualizer. The About screen under Help from the main
menu shows your edition. All editions use data stored in industry standard Microsoft SQL Server
databases that can be hosted on a variety of platforms with your organization’s security
requirements.

Single User Edition

The Single User edition offers all the program’s features and is designed for a user to run it on
their computer without the need to be connected to a network or the Internet (unless one
needs features like online maps and web searching).

SQL Server Express is free and can host multiple local databases, subject to SQL Server Express
limits. This edition cannot connect to multiuser SQL Server databases on your network or cloud.

Multiuser Edition

The Multiuser edition supports connecting to databases hosted by Microsoft SQL Server on
premises or in the cloud by platforms like Azure or AWS. It allows multiple users to view and
modify the shared databases simultaneously.

Enterprise Edition

The Enterprise edition includes additional features to manage the database and individual user
permissions for view, edit, delete, imports, checkpoints, exports, etc.

Advanced Security Features (ASF) manage groups and user access to specific topics and data.
History is maintained to track data modifications, who made them, and when. ASF offers
comprehensive and immutable history of all data changes, ensuring complete accountability and
data integrity at the database level. System administrator documentation for this edition is
provided separately.

Reader Edition

The Reader edition is a free version for people to view (not edit) the link charts created from a
licensed edition. With the Reader, an unlicensed user can open the Reader SVX file you give
them to see your link chart of entities and their connections, drill-down to the details of entities
and relationships, and more.

For more details, visit: https://sentinelvisualizer.com/LinkAnalysis/reader/
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Chapter 4: Home Page and Menu

The Home Page is the starting point for all the options to view and analyze your database. The
Most Recently Used (MRU) list displays the recently opened and selected entities and
relationships with a toolbar to perform actions on them. A panel of common commands is on the
left, and a status bar identifying the open database appears at the bottom. The top application
menu, which is available from any form, is described.

Home Page Overview

After opening a database, the Home Page appears:

% File visualizer Search AddData ‘iew Tools Window Help -85 X
Aisualizer iRecemt data access
B33 tew visualizer Name Last Viewed ~
B3E il Datato visualizer SIEntity,
=
E; Open Sawed isualizer George S. Patton, Jr. (Person) f’—« 9/29/2026 11:55 AM
T{: Multiple visualizer Analysis ’
[P Jo"n7Y Lee Patton (Person) 3/29/2026 1154 AM
¥
search ﬂ‘
w Dataset Buildar US Military Academy (West Point) (University) 9/29/2026 11:54 AM
Ea Entity Search ‘3'&%
Virginia Military Institute (University) i 9/29/2026 11:53 AM
:J- Relationship Search _;H 5
Carlitine Mo SeEahes Millard F. Harmon (Person) 9/28/2026 10:54 AM
Add Data I
Maurice Rose (Person) “ 9/17/2026 1:27 PM
g Irnport Wizard “
E Entity Add James R Andersen (Person) ?I 9/12/2026 9:21 PM
::!J Relationship Add -
I william J Crumm (Person) 'il 9/12/2026 9:21 PM
View
. . L
E All Entities and Relationships Manila American Cemetery (Cemetary) ['l 9/12/2026 9:21 PM
D Reparts
ELF
_ Aisne-Marne American Cemetery (Cemetary) ['1 9/12/2026 9:21 PM
Database
[
3\ Manage Database Luxembourg American Cemetery (Cemetary) Eﬂ £/14/2026 2:51 PM .
én Open Database Record: |4 | 4 1of 24 | b |[Bl
S
@ MNew Database - :F '3 E !.
2, - B
Wisualize Seleded Selected +1 Degrea  View Entity  EntitytoFxesl  iew felationhip |
FHome © 4bx

Home Page with MRU List showing Entity Images

Most Recently Used (MRU) Entities and Relationships

When you open a database for the first time, the entities with the most relationships are listed.

When you select an entity or relationship to add to the Visualizer or view its details, it is added
to the MRU list (up to 50). The list shows the entity/relationship name, images of the entity or
its type, and when it was last used. This makes it easy to perform actions from the Toolbar on

your most frequently accessed items.
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MRU Toolbar

The Toolbar below the MRU list provides options on the MRU list. You can filter the list by typing
a few letters or select one or more MRU items then send them to the Visualizer, view details,
and export them to Excel.

. B . 8 #

“izualize Seleded Selected +1 Degree “Aiew Entity  Entity to Excel

Home Page Toolbar

Left Panel

The left panel has common commands divided into sections like the top menu: Visualize, Search,
Add Data, View, Database.

Form Tabs

The tabs at the bottom display a tab for each open form.

fHHome © EEntity Search £ @‘u’isualizer @ | bd Dataset Builder ©

Quickly see a list of all open forms to click on the one you want or close it. You can always return
to the Home tab.

Status Bar

The Status Bar is at the bottom of the window. On the left, the number of entities and
relationships in the database are shown.

Entities: 430 | Relationships: 239

Number of Entities and Relationships in the current database
On the right, your Sentinel Visualizer user, edition, SQL server, and database names are shown:

User &dmin Edition: Premium @ Server: My Databases Database: FraudSample
Status Bar: Right side with your user and database information

Most Recently Used (MRU) Entities and Relationships
Images on Most Recently Used (MRU) Entities and Relationships

A picture is displayed for each entity using its picture or its entity type icon. Relationships show
the images of both entities in the relationship. This makes it easier to identify the entities and
relationships.
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George 5. Patton, Ir. (Person)

Johnny Lee Patton (Person)

Us Military Academy (West Point) (University)

Virginia Military Institute {University)

Millard F. Harmon (Person)

MRU Entity List with some Images

For Relationships, the pictures of the FROM and TO entities are displayed.

Relationship

George S. Patton, Ir. (Person) Buried at Luxembourg American Cemeter... E

Kenneth M Walker (Person) Buried at Manila American Cemetery (Cem...

&
&.
George 5. Patton, Ir. (Person) Attended US Military Academy (West Poi.. Ew

MRU Relationship List with Entity Images

Select one or more entities and relationships to perform tasks on them from the toolbar.

Toolbar
The toolbar at the bottom lets you perform actions on your selected MRU items.
- “isualize Seleded Selected +1 Degree “Aiew Entity  Entity to Excel
Home Page Toolbar
Text Filter
The search box makes it easy to type a few letters and filter the .
MRU records. pEerson ! &
Visualize Selected Button
Select items from the MRU list by clicking on one or use the [Ctrl] and
mouse click to select multiple items or [Shift] Click to select items from Ig .
the current one to that one. \isualize Seleded
[Visualize Selected] sends the selected item(s) to the Visualizer which
displays the link chart of entities and relationships.
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& SentVi - [Visualizer]

B File Visualizer Search AddData View Tools Window Help

ODOB K B, £. ¥ =x @ @,

Clear New Open Save Entities Get Links  Collapse Layout Transform Zoom

Diagram |Timeline ' Map

Mary

One Entity Sent to the Visualizer Diagram

If more than one entity is selected, the dropdown offers an option to include the relationships
among them.

If you just click the button [Visualize Selected],

each of the selected entities is displayed without

any relationship lines between them. If you
choose [Add Direct Links Among Selected], their
relationships lines are shown.

-

“Wisualize Seleded

Ig Add Direct Links Among Seleded

If you don’t choose [Add Direct Links Among Selected], you can always add the relationships
later in the Visualizer under Get Links, Only Direct Links.

Selected + 1 Degree Button

[Selected + 1 Degree] lets you send the selected items to the
Visualizer and add their relationships to other entities (one S—

degree links).

There are four options:

e [All] adds all linked entities plus links among the linked

entities.

e [Only Direct Links] only adds the linked entities without

links among them.

| m . |

Selected +1 Degres

IEI All

IEI Only Direct Links

I;I Only FROM Entity

I;I Only TO Entity

e [Only FROM Entity] only adds entities with relationships FROM the selected entities.
e [Only TO Entity] only adds the entities with relationships TO the selected entities.

For more details and examples, visit Get Links on page 118.

View Entity

Open the View Entity form for each selected entity to display its details including properties
such as name, entity type, status, value, weight, unique ID, start date, end date, latitude,
longitude, image, and a rich text brief describing the entity. There can be an unlimited number
of linked and embedded documents, metadata types and values, user notes, relationships to
other entities, and topics. For more details, visit View Entity Information on page 40.

Entity to Excel

Send a list of the selected entities to an Excel spreadsheet.
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Application Menu

The Application Menu at the top is available from any part of the program. It has everything on the home page’s
left panel, plus less frequently used items:

File Visualizer Search d Data

i

= r e d ' :
£3/ Open Database Ig New Visualizer L) Dataset Buil der g Import Wizard
2 switchu i % i ionshi > |
N witch User Ig All Data to Visualizer m Entity and Relationship Type ot Mew Import
Close Database F, Open Saved Visualizer E_:é Advanced Dataset Builder % Entity Add
% New Database 2 Multiple Visualizer Analysis ?6\ Entity Search k:‘ Relationship add
g, Exit I*J Layout Options :-‘ Relationship Search
X & Comhbine Multiple Searches

_\'\‘ 7 Query Builder

@ web seardh

W= Tools Window Help
|| Al Entities and Relationships 3\ IManage Database = Arrange Al 0 Help File F1
T [ Activate

Entities Only . Database Maintenance » || === NMinimize All
_ = U Check for Update

Linked Entities % EDm pare Entities . ElDSE A E ﬂeb Site
| Unlinked Entities % Merge Entities f  Home 5 sbout

D

Entity Documerts u Reset Default Settings
i Relationzhip Documents
D Reports

The Menu is organized into 8 sections.
File
Open Database Open another database. Visit Open a Database on page 230 for details.
Switch User Change the username for the current database. Visit Switch User on page 231 for details.
Close Database Close the currently opened database.
New Database Create a new database in the local or shared SQL Server. Visit Create a New Database on
page 228 for details.
Exit Quit the program.
Visualizer

New Visualizer Create a new, blank Visualizer. Visit Chapter 12: Visualizer on page 99 for details.
All Data to Send all entities and relationships to a new Visualizer using the default layout type and
Visualizer options.
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Open Saved
Visualizer

Select a previously saved Visualizer diagram and open it.

Multiple
Visualizer Analysis

Analyze multiple saved Visualizer diagrams to combine all or just common data among
them. Visit Multiple Visualizer Analysis on page 211 for details.

Layout Options

Visualizer layout options. Visit Layout Options on page 146 for details.

Search

Dataset Builder

Open dataset builder to select entities and relationships by their characteristics. Visit
Chapter 10: Dataset Builder on page 85 for details.

Entity and
Relationship Type

Simplified search for entities and relationships based on the combination of their type.
Visit Search by Entity and Relationship Types on page 86 for details.

Advanced Dataset
Builder

Open the Advanced Dataset Builder to select data based on a Wizard to specify filters by
entity, relationship, and how they are linked to each other. Results can be viewed in lists
or sent to the Visualizer. Visit Advanced Dataset Builder on page 87 for details.

Entity Search Find entities by selecting them from an MRU list, a simple name search, or advanced
options for all entity columns including metadata, documents, and notes. Visit Chapter 6:
Entity Search on page 51 for details.

Relationship Find relationships by selecting them from an MRU list, a simple entity search, or

Search advanced options for all relationship columns including metadata, documents, and

notes. Visit Chapter 8: Relationship Search on page 71 for details.

Combine Multiple
Searches

Combine multiple saved searches for all, common, or most common entities and
relationships. Visit Combine Multiple Searches on page 209 for details.

Query Builder

Visually query the database for entity and relationship criteria. Visit Chapter 20: Query
Builder on page 217 for details.

Web Search

Search entity info across web search engines. Visit Web Search on page 214 for details.

Add Data

Import Wizard

Launch the Import Wizard to start the import form with common entity and relationship
layouts. Visit Chapter 22: Importing Data on page 235 for details.

New Import Open a blank Import form.

Entity Add Add one entity. Visit Add New Entity on page 47 for details.

Relationship Add | Add one relationship. Visit Add a New Relationship on page 64 for details.
View

All Entities and
Relationships

List of all entities and relationships in the database.

Entities Only

List of all entities in the database.

Linked Entities

List of all entities linked to other entities (has relationships).

Unlinked Entities

List of all entities without links to other entities (has no relationships).

Documents List of all documents added to Entities or Relationships.
Reports Select among the available reports. Visit Chapter 11: Reports on page 95 for details.
Tools

Manage Database

Manage your database lookup values, users, checkpoints, and import/export lookup
values with other databases. Visit Manage Database Form on page 257 for details.

Database
Maintenance

Visit Change User Password on page 232 and Make and Restore Checkpoints on page
232 for details.

Compare Entities

Compare two or more entities to see their differences. Visit Compare Entities on page
275 for details.

Merge Entities

Combine two or more entities into one by selecting property values from the entities.
Visit Merge on page 276 for details.
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Reset Default Your adjustments are saved. For instance, you can sort and resize grid columns. For

Settings forms, such as Visualizer panels, your selections when you close the form are saved for
the next time you open it. This menu item resets all of these to their default values.

Window

Arrange All Resize every open form to see all of them. Reset by maximizing one of them.

Minimize All Shrink all open Windows to small, minimized windows at the bottom:
(e [@ )@ = [SRre.[@o |E=§ - (@ = =]

Close All Close all open forms except the Home Page.

Home Go to the Home Page.

Help

Help File Link to website with this user manual.

Activate Enter the product key to convert a trial to retail version or another edition.

Check for Updates | Check whether a newer build is available than the currently installed build.

Web Site Visit the product website.

About Details of the current build of the program.

Left Panel Options

Visualizer

m New Visualizer

m &)l Data to Visualizer
E} Open Saved Visualizer

:{: Multiple Visualizer &nalysis

Search

w Dataset Buildar
Ea Entity Search

:- Relationship Search

'.f?\ Combine Multiple Searches

Add Data
g Import Wizard

% Entity Add

:5 Relationship Add

View

EI All Entities and Rel ationships

Reports

Database

R Manage Database
5} Open Database

m MNew Database

| Left panel options are the most common items from

the top menu.
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Chapter 5: Entities

The core of the knowledgebase is the entity. Entities are things: people, places, events,
organizations, or anything else you want to represent within the diagram. Entities can also
participate in relationships, and contain a wealth of information including characteristic data,
linked documents, and aliases.

Introduction to Entities

A wide variety of information can be saved for each entity. These values are shown in the entity
viewer, search results, reports, and other areas. Advanced routines search the values.

Entity Properties

Many values can be set for each entity:

Entity Name: The name for the entity and the default value that appears on entity lists
and when it’s displayed on the Visualizer. The name is usually unique for each entity
type but can also be duplicated if uniqueness is based on the unique ID value.

Entity Type: Each entity has a type such as person, place, or organization. Many entity
types are included that you can customize.

Lookup Values: for Classification, Status and Dissemination values that can be
customized in their lookup lists.

Start and End Dates: Start and end dates are available for entities (and relationships), to
visualize and analyze the temporal nature of your data. For instance, for a person, it may
be the start and end dates of employment, or birth and death dates. Used by the
temporal timeline.

Weight: An integer between 1 to 100 to rank the importance of each entity

Value: A value associated with the entity.

Unique ID: An optional ID value (string) that could be helpful to identify it from its
source or a unique value such as a serial number.

Latitude and Longitude: Geospatial location for the entity to appear on the map.

Image: Each entity can have its own picture on the Visualizer and lists. Without a
picture, the entity uses the images for its entity type.

Brief: A rich text summary about the entity.

Tabs for Unlimited Related Data

The bottom of the entity form has tabs for more data. There’s only one Brief, but the other tabs
support an unlimited number of items.

I_/|;| Brief \- Documents IH IMetadata [_49 Motes I Relationships [[ﬁ Topics \

Entity Tabs
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Documents

Link or upload an unlimited number of documents to an entity. These documents can be text
files, Word documents, PDFs, Excel spreadsheets, videos, or any other file type recognized by
the Windows operating system. The entity search can find text in certain file types (e.g. Word,
Excel, PDF, text, etc.) if your file is uploaded to the database and SQL Server is configured for
searching inside documents.

Metadata

Entities support metadata that can be used to further define the entity. For example, a person
might have metadata fields for first and last names, social security number, hair color, etc.

Notes
Add unlimited notes to an entity with automatic tracking of who added or edited a note.

Relationships

See the list of relationships that the entity is a part of either as the primary or related entity.
Select an entity and open it to see its details.

Topics

Topics allow you to categorize entities. You can create any number of topics and assign any
number of topics to an entity or relationship.

View Entity Information

The most common entity-related task is using the View Entity form to see a complete list of
information available for the entity. You can get to the View Entity form several ways:

e From the Entity Search form, double-click on any entity in the Search Results.
e From the Visualizer, double-click on any entity in the display.
e Onvarious other forms in the system, click the [View Entity] button.

ES Thomas
s
7
Edit Save

w . B (9 9

Wisualize | Report  GoogleEarth  Yeb Search

B B =

Compare  Merge Clone

Delete

Name

Thomas

Type
Person

Status
Active

Value

Classification

Dissemination

Weight (1-100)  Unique ID

Start date

End date

Latitude

Longitude

50 = |1 ‘

P \

Image

(=8 o =

Created

Modified

(][] [a][E]

Properties

L 1

Brigf [
Metadata Type
Eye Color

Gender

Alias Name

Record: [J4 |14

Documerts” &) Metadata (.Jj Notes I}- Relationships “3 Topics ‘

Metadata Value Notes
Brown

Male

Tommy

yor & [ |bi] <

S

Bl[e]~][a]

Entity View and Edit Form
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When you open the View Entity form, you can see that it is organized into several key areas that
help categorize the information.

Entity Toolbar

The View Entity form’s toolbar has the following buttons:

s o, B [ 9 = % B 0

Edit Wisualizer Report  Google Earth  Web Search  Compare Merge Clone  Delete

e Edit switches from view (read-only) mode to edit mode.

e Save your changes and return to view mode.

e Visualizer opens a new Visualizer form with the current entity on the diagram. There are
options to add it alone or with its connected entities.

e Report previews a report for the current entity’s data.

e Google Earth launches Google Earth with the current entity’s geospatial location.

e Web Search opens the Web Search form using the entity name as the search string to
find it on multiple search engines.

e Compare opens the Entity Compare Tool to find similarities and differences between
this entity and others you select.

e Merge opens the Entity Merge tool to merge this entity with other entities you select
into one.

e Clone opens the Entity Clone tool to create a copy of this entity.

e Delete the entity. You are prompted to confirm. Deletions cannot be undone.

General Entity Fields

Below the toolbar, is the basic entity information such as name, type, start and end dates,
status, value, location, and image. Entity fields are the same regardless of entity type.

How Records are Accessed

When you request data, the server verifies the permissions of your user account, then retrieves
the data. The connection between your computer and the database is then closed. You are
looking at a local copy of the data as it existed on the database when the request was made.
This means that no locking occurs. This non-locking design, typical in client/server systems,
ensures a high degree of scalability and provides optimal performance, even with many users.

Editing Entity Data

The Edit button switches to edit mode. When you click the edit button, the data is .

refreshed to include any updates since the form was opened to avoid editing old data. r 4
The Entity fields with dropdown have the acceptable lookup values. For more details Edit
on adding new Entity Types, Statuses, etc., see Overview of Editing Lookup Tables on page 258.

Make your changes and click Save to keep them. Cancel your changes by clicking the [x] on the
tab to close the form.

Relationship Changes are Immediately Saved

Note that from the Entity form, when you add, edit or delete Relationships, those changes are
immediate and do not require pressing the Save button to save changes to the Entity.
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Entity Fields

Name: Enter the entity name. Since entities may represent many things such as people, places,
organizations, etc., enter a name that most accurately and succinctly identifies the entity. For
example, for people, use the person’s full name. This field is required.

Type: Select the type of the entity from the drop-down list. The list of types is configured by
your administrator. This field is required.

Start date: Enter the start date for the entity if it is known and applicable. Start date may mean
different things based on the entity type. For example, a person’s start date could be their birth
date, whereas the start date for a telephone number could be its start date.

End date: Enter the end date for the entity if it is known and applicable, using the same
guidelines as for the Start Date field.

Latitude and Longitude: If the entity | @ Latitude/Longitude X
has location data associated with it/ This application stores latitude and longitude as decimal degrees.
you can enter that by pressing the ,
. . Latitudes north of the equator

[...] button next to the fields. This are expressed as positive 4

. . . numbers between 0 and 90, 4
displays the Latitude/Longitude o | | B R e S
form. T R ?ﬁ““ﬂ oo |

Latitudes south of the equator s ‘ I 27

Use this form to enter the location RE PRI 1 RCUMI e, 4
information in decimal degrees. This
form also has a DMS conversion Longitudes west of the Longitudehs eas; of the

ope . . . . . G ich Meridi &ml w2 G ich Merids
utility if your location information is crecend s negative. TR o ceacsed as positive
in degrees-minutes-seconds format D Letnes0 D 60160 il saslbeleliizs
If you wa nt to enter East/South Enter Latitude and Longitude in Decimal Format
numbers in the DMS conversion Latitude Longitude

. . [ [

section, use negative numbers. 0 | o
|mage: The image isa picture to Convert Degrees Minutes Seconds to Decimal
visually identify the entity such as a If your coordinate data is in degrees, minutes and seconds format, use this
person’s face. A thumbnail of this panel to convert it to the decimal degrees format for this application.
appeafrs on‘the Vl‘su‘allzer' diagram aees | it sewnr
for this entity. This is optional. Latitude | || || | west

Image ,_j | H ﬁ Longitude l ‘ ‘ ‘ ‘ ‘ North

Convert to decimal degrees

Click the Choose [...] button to open
a dialog box to select the picture file. [ ox ] i

The image is imported into the
database. The trash can button removes the image from the entity.

Classification: Classification level is useful to filter entities based on who can see this
information. By default, the highest classification level is selected.

Dissemination: Dissemination type (e.g. public vs. internal) can be useful to filter the entities
and limit the information that is distributed.

Status: Select the status for the entity from the drop-down list. If the status field list displays
values applicable to specific entity types, choose an appropriate value. This field is required.

Unique ID: The Unique ID is an identifier (string) for the entity, typically used for entities
imported from other systems.

Page 42

Chapter 5: Entities



Value: If the entity represents a numerical value, enter it in the Value field. For example, if an
entity is a Bank Account, the Value could be the current balance.

Weight: The weight field allows you to assign a weighting factor between 1 and 100 to an entity
to define its importance. The default value for this field is 50. In general, weight is used to
perform analysis with the Visualizer feature. This field is required.

System Fields

These fields are managed internally and are not modifiable by the user:

Entity ID: The unique number that identifies the entity within the database.
Created by: The user who created the entity.

Created date: The date and time the entity was created.

Modified by: The user who last changed the entity’s data.

Modified date: This date and time the entity was last modified.

Entity Tabs

The tabs on the Entity form contain additional information about the entity.

i Brief [ Documents [‘a Ifetadata [‘;9 Motes [ Relationships [[ﬁ Topics

Brief: A text area where general textual information can be stored. Brief is generally
used to incorporate text information that is “official” or “approved” for the entity.
Documents: A list of documents that have been embedded or linked to the entity. From
this tab, open the documents using the program associated with the document type.
Metadata: Metadata items further describe the entity. Metadata types and lookup
values can be defined for your mission.

Notes: A list of all text notes attached to the entity. This is different from the Brief area,
because it allows any number of notes to be stored independently.

Relationships: A list of relationships with other entities.

Topics: A list of categories to which the entities belong. Topics make it easy to build
structures around disparate entities. For example, you might have a Topic called
“Financial Institutions” and another called “Terrorist Organizations.” Entities can belong
to multiple topics, but each entity must belong to at least one topic. Topics are used in
the Enterprise version to restrict who has access to this information.

Editing Data in Tabs

In Edit mode, with the exception of the Brief tab which you _ : .
can just fill out directly, the other tabs may have multiple L @

values and a set of buttons to manage them.

Add a new item.
Edit, Delete, Open and Export the current item.

Brief Tab

A rich text summary of your entity. It can be used to store “officia

|II

information about the entity

separate from ad-hoc or non-official data that are stored in Notes.
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[l Brief I Docurnents [F‘ Metadata Iﬁy Motes I Relationships IE Topics

W s P8 % 2@ 9 & Thoma - |8 - AW ﬂ'/:
BB I U gk

£8 =
=

% X

Enter your information and use the toolbar buttons to change fonts and other formatting
options. Complete information about using the Text Editor is in Rich Text Editor on page 77.

Documents Tab

An unlimited number of documents can be added to each entity. Documents can be any type of
file that your computer recognizes. For example, PDF files, Word documents, images, videos,
etc. Documents may be stored in the database or reference to a file on your PC or network. If
you choose the latter, make sure all your users can get to those files.

& Brief ' Documents I'a Metadata [g Motes I = Relationshigs IEl Topics l
lcon | Embedded Description Path
8 O Thomas and Friends https://www.thomasandfriends.com/en-us/

Thomas and Friends go to multiple stores.
8 O People.xls C:\Program Files (x86)\FMS\Sentinel Visualizer 9\Imp

People that were victimized.

Record: [ ][ 4 Jor 2 [F[pI] «

The Documents tab provides a list of documents for the entity in a grid. Use the scrollbars or the
[Up] and [Down] keys to move through the list or click on a column header to sort.

Select any document record and click the Open icon to open the document. Windows
automatically launches the program associated with its file type. For example, an Excel
spreadsheet opens in Microsoft Excel. If you do not have a program on your computer that is
compatible with the document’s file type, you cannot open the document.

You can also add, edit, delete and export documents. For more details about working with
documents, visit Working with Documents on page 81.

Metadata Tab
|;| Brief [ | Documents, 'a Metacdata [g Miotes [ Relationships [ﬂ Topics 1
Metadata Type | Metadata Value Notes
Eye Color Brown
Gender Male
Alias Name Tommy

Jof 4 [p B < >

Metadata is typically used to add types of information that are specific to your data and analysis
needs. There are default sets of Metadata types such as Address, City, State, Phone Number,
etc. You can create additional metadata fields as needed.

The Metadata grid is a scrollable list of all metadata records for the entity. Click on any column
header to sort on it.
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You can add, edit, and delete metadata records. Depending on how you have defined metadata
types, some may only allow selecting values from a predefined list.

Notes Tab

The Notes tab lets you store multiple rich text notes for the entity. Unlike Brief, Notes allow you
to keep multiple notes such as work-in-progress notes.

Brief [ Docurnents [Q Metadat/;}ﬁ Notes I}- Relationships Im Topics ]

Title Created Date Created By
Locations 2 30 a -

The locations where the giftcards were used.

Stores - Returned 8/28/2020 1:01:59 PM  Admin
The stores were the stolen products returned to.

Record: [[4 |4 1of 2 | p || bl <

&|B][~]ells

@

You can add, edit, delete, open, and export the notes. The Notes form displays full information:

| Title and Detail | >

Title

|Marketing Presentation Notes

Detail
il | e ¥ B % G399 O -l - A W @
@ | B I U ax E

"Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor +
incididunt ut labore et dolore magna aligua. Ut enim ad minim veniam, quis nostrud
exerncitation ullamco laboris nisi ut aliquip ex ea commodo consequat.

B = eli= = ol x x

Duis aute irure dolor in reprehenderit in voluptate velit esse cillum dolore eu fugiat nulla

panatur. Excepteur sint occaecat cupidatat non proident, sunt in culpa qui officia
deserunt mollit anim id est laborum."

0K Cancel

Additional information about notes is in Chapter 9: Selecting Dates and Editing Rich Text.
Relationships Tab

See all the relationships that the entity participates in.
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] erief [ | Documents [’a Metadata [4? Moates Relationships [ ] Topics l

Entity 1 Name Relationship Type Entity 2 Name Start Date End Date

éThomas Enters Store 5114 8/26/2010 11:56:00 AM  8/26,/2010 12:56:00 PM
Thomas Makes Return 4638 9/8/2010 4:11:00 PM 9/8/2010 5:11:00 PM
Thomas Makes Return 4436 7/10/2010 11:12:00 AM  7/10/2010 12:12:00 PM
Thomas Enters Store 4125 7/14/201011:23:00 AM  7/14/2010 12:23:00 PM
Thomas Makes Return 3876 6/24/2010 3:31:00 PM 6/24/2010 4:31:00 PM
-P:IE::Jr:I: 4| 4 154 Of 187 FD i 7] H& T S Timnimmensmm ones

| |Q|| @

To view more detailed information about a relationship, double-click on the relationship record
or select it and click the Open icon.

Complete information about Relationships is included in Chapter 7: Relationships on page 61.

Topics Tab

The Topics area of the View Entity form contains a list of categories that the entity belongs to.
Topics make it easy to organize information into areas that are specific to your data and analysis
needs. Entities can belong to multiple topics, but each entity must belong to at least one topic.

[ Brief [ Documemnts ['a Wetadata [g Motes [ Relationzhip [[] Topics l
Topic Name
Default
Record: |4 | 4 10f 1 | b |
Q|| T

Cancel or Save Changes

Cancel

Cancel all changes made since you opened the record by closing the Edit Entity form. Close the
form by clicking the [x] on its tab or upper right corner. A prompt asks if you want to save your
changes. Click [Yes] to save your changes, [No] to discard your changes. [Cancel] returns to
editing with your changes intact without saving it to your database.

Save
Click the [Save] button on the toolbar to save your changes to the database. H
Multiuser Conflicts Save

Multiuser data entry conflicts are minimized where possible, but there may be situations where
someone else changed the data before you saved. When you click the Save button, a prompt
asks if you want to overwrite their work or lose your changes:
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The data you are editing was modified by another user since
you retrieved it. Press "OK' to overwrite the other user's
changes, or "Cancel’ to not overwrite the changes.

Cancel

Multiuser Conflict

To save your updates and overwrite the other user's changes, click the [OK] button. To not save
your changes, click [Cancel]. Your data remains on the screen for you to resolve the conflict.
Open another view of the entity to see the latest data and who modified it. Such conflicts may

require communicating with other people if you are trying to modify the same data.

If someone else deleted the Entity while you were editing it, it is not possible to recover it

because all the related relationships and other data were already deleted.

Documents, Metadata, Notes and Topics

Each entity (and relationship) can have an unlimited number of documents, metadata and

notes. Each is a separate row and treated independently.

e Add: Everyone can simultaneously add documents, metadata, notes, and topics without

conflicts. The new data is always saved.

e My edits: If you modify an item that someone else also modified, you overwrite their data.
e Others edit: If you did not modify an item that someone else modified, you do not overwrite

their changes.

e Others delete: If you modified an item that someone else deleted, your item is added as if it

were new.

Add New Entity

A powerful and flexible database manages entity information. Use the Import feature to import

entities from an external source or manually add individual entities to the database.

Entity Add Wizard

Since the database acts as your central repository of entity information, you want to be sure

that the data it contains is accurate and does not contain duplicates.

Launch the New Entity wizard, select [Entity Add] from the Home Page or Add Data menu:

Home Page Left Panel Menu Toolbar
Add Data 2 Add Data
g [rport Wizard g Import Wizard
Entity Acdd

% g Mew lmport

:)-5 Relationship Acdd
gi’ Ertity &cd

Relationship Add

o felationshi
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When the New Entity wizard appears, select an Entity Type and enter the entity name.

B Add Mew Entity

Entity Type and Name

Entity type

Persaon

Entity name

- O x

[+] Check for existing entities

Specify the new Entity Type and Name

If the Entity Type does not exist, update the list of Entity Types under Manage Database. For

more details, visit Overview of Editing Lookup Tables on page

Check for Existing Entities Option

258.

By default, it checks for existing entities with similar type and name. You can turn this option off
if you know the entity being added is new, or even if another entity has the same name, they

are not the same entity.

Click the [OK] button to continue. If the check for existing entities is selected and duplicate

entities are found, a screen appears for you to review them. D
the new entity or view/edit the existing one:

ecide whether you want to add

ES Add New Entity

Existing Entities

[Jimages

Entity Name

® Table

(O Card

[JGroup area

Entity Type

omas ——peron aave

Record: |4 | 4 1of 1 @ [kl <
() Edit existing
® Add new
< OK

Entity Status

Cancel

If the entity already exists, select the row, and choose the "Edit existing" option. If the entity is
not in the list, select the "Add new" option. Click the [OK] button to open the Edit Entity form.
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Delete Entity Records

Delete the current entity by clicking the Delete button on the toolbar. i
You can also use the Entity Search form to select multiple entities then click the u]]
[Delete] button on the toolbar below it. Delete Entity

All Entity Data is Permanently Deleted

When you delete an entity, all data for that entity, including its notes and documents, is
permanently removed from the database. There is no way to recover a deleted entity record,
except to revert to a previous backup or checkpoint.

If the entity participates in one or more relationships, all those relationships are deleted but the
corresponding entities related to it are not touched.
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Chapter 6: Entity Search

Since your database contains a lot of entity data, being able to find entities quickly and
accurately is important. There are many powerful search tools to find entities.

Searching for Entities

There are several places in the program to find entities. Entity Search and the Advanced Dataset
Builder retrieve lists of entities. In the Visualizer, search to add and filter entities.

Home Page Left Panel Menu Toolbar Visualizer Toolbar
Search 2 Search %
S f T
'td Dataset Builder '::é Dataset Builder Entities
EE Entity Search P Add Ctrl+E
E_é Entity and Relationship Type
:7-\ Relationship Search Find CHr+F I
w Advanced Dataset Builder B view
Repl
?6\ Entity Search M Replace
%a Cormpare
., N
- Relationship Search
A % Merge
X \ Comhbine hultiple Searches [ seledall  cCiri+a

l_“{.f Query Builder

0| Weh Search
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Entity Search Form

Entity Search displays the recently selected entities to easily pick them without searching.

& SentVi - [Entity Search]
E] File Visualizer Search AddData View Tools Window Help
Il VI | Search -~ ( 4, Advanced...
Recent Entities
Entity Name Entity Type Image Unique ID Start Date
i -
Brian Person
Thomas Person
Mark Person
Kelly Person
6573 Transaction 234
Store - 169 Store 10
Record: | |4 o 100 7 [ p pll<
Select entites and click a button:
e
a % . ¥ . WM. B8 3. I
\
ualize Al Visualize Selected Selected +1 Degee  ViewEntity  AlltoExcel Reports Delete

After doing a search, the list is updated with your results, and the navigation bar displays the
number of matches found.

Bottom Toolbar

Select one or more entities by using Shift or Ctrl mouse click, then select an action to perform:

a W, o o®m . om B8 @ B @

Wisualize &l Wisualize Seleded Selected +1 Degres Wiew Entity All to Excel Reports  Delete

The toolbar is like the Home Page Toolbar described on page 34, plus these buttons:

e Visualize All: A new Visualizer is created with all the entities in the list.

e All to Excel: Export the entities to an Excel file with details on each entity. A dropdown
lets you export just the selected entities.
o Delete: Delete the selected entities.

Two Search Modes
There are several search features for quick and in-depth searching.
Basic Search

Enter a word or phrase to find entities with that name, alias, and existence in a brief, note, or
metadata value.
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Advanced Search

Search for specific text, blank or not blank, and numeric ranges for many fields beyond name.
You can even search for text in an embedded document associated with entities.

Basic Entity Search
Search Multiple Fields at Once

The Entity Search lets you enter a value (or multiple values separated by semicolons) to find
entities with those values across multiple fields:

e Entity Name e Brief

e EntityID e Document file name and description
e Entity Unique ID (not file contents)

e Metadata Values e Notes title and text

Entity Search

Thomas v , Search - 'L Advanced...
Basic Entity Search
Mary;Brian ~ ( |, Search =

Search Multiple Values by Separating them with Semicolons

Enter your search phrase and click the [Search] button. The Search button offers 5 options:

Search Modes ( | search -
Fine-tune the accuracy of your search from the search button drop Exact ]
down. Entities can be searched by Name, ID and Unique ID using:
Starts With

e Exact match. Contains

e  Starts With.

e Contains for a partial match. Mormal

. Extended

Phonetic Search

Names may be ambiguous when entities have alternate name spellings, imported data has
typos, and the use of aliases. Translating from other languages also causes inconsistencies.

Metaphone search includes phonetic variations of entity names and aliases. Choose Normal and
Extended to perform phonetic searches and additional values.

Normal
Normal mode considers phonetic variations and metadata fields:

e Entity Name, ID, and Unique ID with Exact match, Start With, and Contains
e Exact and partial matches of your search phrase in Metadata values such as Alias.
e Phonetic matches with Entity Name and Metadata values.

Extended

Extended mode is the most thorough by adding:
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e Any match in the Brief field.
e Any match in Entity Document name, path and description (not contents).
e Any match in Entity Note records.

Search Results

After clicking the [Search] button, the system queries the database. The time depends on the
size of the entity data and speed of the server. The results appear in the grid. Information in this
area includes entity name, type, status, and other entity fields.

(o2 )

70%

0%

60%

60%

Record:

[

-

ER Entity Search
|y V‘ | Search ( 4, Advanced...
Results: 5 matches found | Mode: Normal Search
Accuracy Found In Entity Name Entity Type

Name Contains Larry Person

Name Contains Mary Person

Metadata Contains ~ Brian Person

Metadata Contains = Thomas Person

dor s [p |[pl] <

Select entites and click a button:

Image

Unigue ID

o

Selected +1 Degres

e 2.

Visualize &l

o

Visualize Seleded

Wiew Entity

;BRI

All to Excel Reports  Delets

Accuracy

The grid has an [Accuracy] column expressed as a percentage to indicate how close an entity
matches. A higher Accuracy value indicates higher match accuracy.

Accuracy Description
100% Exact match with Entity Name or ID field
95% Exact match with Unique ID

90% Entity name Starts With

85% Unique ID Starts With

80% Exact match with metadata value

70% Contained in Entity Name

65% Contained in Unique ID

60% Contained in metadata value

50% Phonetic match of Entity Name

40% Phonetic match of metadata value

30% Contained in Brief

20% Found in Entity Note

10% Found in Documents
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The [Found In] column shows where the match was found. For example, if the match was found
in Entity Name, it may be more relevant than in Notes.

Sorting

Sort the results by any field by clicking on the column’s header area. The first click sorts the data
in ascending order. Click the same column header again to sort in descending order.

Advanced Entity Search

To search for additional fields, click the [Advanced...] button. Advanced { , Advanced...
search is also in the Advanced Dataset Builder and the Visualizer’s entity

data refinement. You can save your search to use in any of them, plus the Multiple Search
Analysis.

There are four tabs at the top for Name and Type, General, Metadata/Lookups and
Created/Modified. Enter your criteria, then click the [>] button at the bottom to execute it.

Name and Type Tab

Enter one or more entity names to find or paste a list in the Name grid.

Name and Type I General [ Metadata/Lookups I Created,/Modified l
Name Entity Type [4,796)
1 555-1005 [] Person (838}
3 555-1058
4 555-1095
5 555-1759
4] 555-1821
7 555-1877
8 555-1950
g 555-1987
10 || 555-2734
11 555-3803
12 555-4053
13 555-4054
14 | 555-4446
15 555-5802
»
Match Type
® Exact O Starts With O Contains
:

Name and Type Tab to Search for Entity Name and Type

Choose the match type options: Exact, Starts With, or Contains.
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General Tab

Mame and Typy/ General I IMetadata/Lookups I Created/Modified \
Entity ID{s) | Distance from Location
Image (not specified) e Distance
Unigue 1D (not specified) w Units KM v
Brief t ified v
rie (not specified) Latitude
Doc. Name | Doc. Content I:I
Longitude
Notes | |
Filter >= <= Count = <=
Start date (not specified) ~ Links | | | ‘
End date (not specified) ~ Relationship | | | ‘
Latitude (not specified) ~ Metadata | | | ‘
Document
Longitude (not specified) ~ | | | ‘
| | |
Value (not specified) ~
. Topic
Weight (not specified) ~ P | | | ‘
&' Retrieve Ranges
< > ‘

General Tab to Specify Values, Ranges, Distance, and Counts
Multiple Values
Entity ID and Unique ID support finding multiple values separated by semicolons.
Wildcard Searches

Unique ID supports using the percent character % for wildcard searches like starts with 50
(50%), contains 50 (%50%), and ends with 50 (%50).

Dropdown Options

There are dropdown options for some of the fields:

Brief |(not specified) ~
(not specified)
Blank
Not Blank
Contains

Document Name and Content Text Search

The Doc. Name filter is for the document’s path, description, and notes fields. The document is
found if the search term exists in any of those fields.

Doc. Name notes_txt | Doc. Content |analyzer

An entity can have multiple documents associated with it. The documents can be linked or
embedded in the database. If the document is embedded (rather than linked), its text contents
can be searched if the file format is supported.

The Doc. Content phrase is searched in the embedded documents. Entities with one matching
document pass the filter (does not have to be all its documents). The documents containing the
search phrase are on the Entity Documents tab of the results.
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Entities” Entity Documents
Entity Documents Tab appears if Content Search finds Documents with Search Phrase

For more details on installing and configuring Document Content Search, visit Chapter 23:
Configuring Your Database on page 257.

Notes Search

A note has a title and detail. Entering a search term finds notes where it exists in either field.

Filter Date or Numeric Ranges Filter

Date and number fields can be searched for Blank or Start date

(not specified)
Not Blank, or Ranges.

(not specified)

If Range is selected, its two text boxes are enabled for Blank
you to enter its low and/or high values. Not Blank
Entering the low value without a high value is a search Range

for all values greater than or equal to the low value.
Similarly, just entering the high value is a search for all values less than or equal to it. Entering
both gets the entities with a value between the two.

e You can search the entity’s Start Date, End Date, Created Date, Modified Date, Last
Changed Date, Latitude, Longitude, Value and Weight fields.

e The count fields are for the entities with that number of Relationships to other entities,
Metadata values, Documents, Notes, and Topics.

Retrieve Ranges

Click the Retrieve Ranges button to fill the criteria with the minimum
and maximum values of your data for each field. This is very helpful for
understanding your data even if you do not run the search.

! Retrieve Ranges

Distance Search

Select entities based on their distance from . 2> Tow.so‘rl "‘,}
a location. fauo) Fredericics G O Gre
Baltime
Distance from Location olumbia
) TR *Rockville
Distance 10 Leesburg . ‘ .
Washington ;
Units Miles e Arlinaton® @ ANNapoiIs
Latitude 38.91648 springtield:™ A 1ok andria
Longitude -77.22663 Woodbridae
g ‘@9 Camb

N

Entity Distance Search
y Hartwood paromac

River

Specify the distance in miles or kilometers, and the center point based on the latitude and
longitude. All the entities with latitude and longitude in the circle are selected.

Chapter 6: Entity Search Page 57



Metadata and Lookups Search

On the Metadata/Lookups tab, you can select entities with a specific Metadata Type and value,
and other lookup values such as who created or last modified the entity, Classification,
Dissemination, Status, and Topics.

Mame and Type [ Gener;l/ Ietadata/Lookups [ Created/Modified l

Metadata Type Entity Type Value Condition
Country ~| |Person ~ | |Canada;US E
Gender ~| | (not specified) v
(not specified) ~

Classification (234) Dissemination (233)
-(233) -(233)

Classified (1) Everyone (1)

Entity Status (233) Topics (23a)
Active (230) Default (233)

Alive (1) luke (1)

None (3)

Metadata/Lookup Tab

Metadata Selections

An entity may have an unlimited number of metadata values. After selecting a Metadata Type,
optionally specify an Entity Type and value(s).

For example, if your database has people associated with specific countries:

e Metadata Type: Choose Country.
e Entity Type: Choose Person.
e Value: Enter the countries.

If more than one row (Metadata Type) is specified, choose the Condition AND or OR. With AND,
only entities with all the specified metadata values are included. With OR, any entity with one of
the search criteria is included. Up to 3 Metadata Type searches can be applied.

Limit by Entity Type

Specifying the Entity Type is helpful if you are only interested in searching for the metadata type
and value for a specific entity type. For example, if Alias is used for many different entity types,
you may only be interested in a person’s alias. It’s not necessary to specify the entity type if the
metadata type or value is only used by one entity type.

Multiple Metadata Values

Specify multiple values by separating them with semicolons.
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If the metadata type has a lookup, click the [...] to open a selection dialog to choose one or more
of them.

Value Select One or More Values e

Canada;U5 Country
[J Australia
Canada
[ China

[] Ecuador
L] Egypt

[ England
[] Mexico
[] Taiwan

OK Cancel

Metadata Wildcard Search

Wildcard searches support finding values that start with a letter(s), contain letters, and/or end
with letters. The percent sign (%) is the wildcard character which symbolizes any characters. For
instance, enter:

A% for all values that start with the letter “A”.

US% for all values that start with “US”.

%a% for all values that contain the letter A (the search is case insensitive).
%N for all values ending with the letter N.

Multiple values are separated by semicolons.
All Entities with a Metadata Type

To select all the entities with the Metadata Type regardless of its value, leave the Value blank.

Marme and Type ]- Gener}s;/ Metadata/Lookups [ Created/Modified ]

Metadata Type Entity Type Value
Alias Name ~ | | [not specified) ~
(not specified) w

Find Entities with a Metadata Type of Alias Name
Lookup Searches

Select the lookup values you want for the Classification, Dissemination, Entity Status and Topic
lists. By default, all are selected.
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Created/Modified Date Searches

Each entity has the time and person who created and last modified it.

Name and Type I General [ Metadata/Lookups”  Created/Modified T

. 5= =

O By Column Filter < User
Created Date (not specified)
Modified Date (not specified) (not specified)

@ Created and Modified Combined

Last Changed - ~  {not specified) | v

@ Retrieve Ranges

Created/Modified Tab
The Created and Modified values can be searched separately with the By Column option.

Note that if an entity was never modified after it was created, the Modified Date remains blank,
so searching Modified Date for a specific date returns nothing.

To get the most recently updated entities (based on the Modified Date or Created Date if there’s
no Modified Date), use the Created and Modified Combined option to set the criteria for Last
Changed.
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Chapter 7: Relationships

While entities are the foundation of your database, relationships between them are what make
the data valuable. A wide variety of relationship types allow you to define how entities are
connected to each other. Entities and relationships form a network which supports sophisticated
analysis and tracking.

Relationship Concepts

Relationships are links between entities: A phone calls another, a person owns a phone,
someone belongs to an organization or attends a school, etc. Relationships are represented as
lines between entities:

[
Py

Buried at 'w
Honolulu .
Mermorial Buried at > "‘::!
Luxemhbourg
ot American
Millard F. Ged Geoge S Cemetery
Attende :
Harmon Patton, Ir. Attended
Attended
4
F
¥
Us Military Virginia Military
Academy (West Institute
Point)

Example of Entities and Relationships

Relationships can also contain a wealth of information, including start and end dates,
documents, metadata, etc.:

e Relationship Types: Each relationship has a type that defines it. You can add and edit
the list of relationship types. Some built-in types are Sibling of, Member of, Called, etc.

e Start and End Date: A relationship can have start and end date/time. This allows both
the user and the system to analyze the temporal (time-based) nature of a network.

e Value: Value can be an amount such as the transaction amount for money transfer,
minutes for a phone call, etc.

e Credibility and Reliability: The integrity of the information may be critical. There are
two factors: Credibility of Information and Reliability of Source. When combined, they
offer a solid basis to judge the data’s believability.
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e Documents: Link or embed an unlimited number of documents to a relationship. These
documents can be word-documents, webpages, images, videos, or any other file type
supported by your PC. The text contents of the documents can be searched if the file
format is supported and the file is embedded.

o Metadata: Relationships support metadata to further define the relationship. For
example, metadata may include the information source.

e Notes: Multiple text notes can be added to each relationship with the person who
entered and time. In a collaborative environment, this lets multiple analysts enter their
thoughts and ideas over time.

e Topics: You can create a list of Topics for your database. Topics are general categories
that allow you to organize information into areas that map to your data. It can also be
used in the Enterprise edition to restrict who is allowed to see the information.

Relationships and Directionality

All relationships have direction. One entity points to another entity. This is apparent when you
look at the standard relationship types such as:

e Father of
e Provided funds to
e Placed acall to

For accurate analysis, the concept of directionality is important. When you enter relationships,
be sure to identify the "to" and the "from" correctly.

Relationship Inverse

It is also important to know that you do not need to enter the inverse of a relationship. If you
add the relationship record “Fred is the father of Mary,” you do not need to enter the inverse of
that relationship (Mary is the child of Fred).

Searching for Relationships

Being able to find relationships is critical. Relationship searching is not as complex as entity
searching, since relationships are between entities that are already identified in the system. As
with entities, you can search for relationships across all their values.

View Relationship Information

The View Relationship form shows a complete list of information available for the relationship.
You can open the View Relationship form through a variety of functions:

e From the Relationship Search form, double-click on a relationship in the Search Results.
e From the Visualizer, double-click on any relationship in the display.
e Onvarious other forms in the system, click the [View Relationship] or [View] button.

When you open the View Relationship form, you can see that it is organized into several key
areas that help categorize information about the relationship.
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— == =
rd w A

Edit  Save  Misualize  Report  Delete

Entity 1 Entity Type Entity ID Start date Credibility of information 1D

[Thomas |[person |[rso ][ || |6r28720103:31:00pm - |6-Truth cannot 2329

Relationship Type End date Reliablity of source Created

|Makes Return | =1 || [6/24/2010 4:31:00PM - | | (Reliability can [admin

Entity 2 Classification Dissemination 10/13/2011 3:46 PM
|3375 ||Transacrinn | |1698 | Nane Coedlf

Value Weight (1-100) uuID Admin

210.72 50 D |bofadub556f54cdaazbsaa7d43f4sf75 3/31/2020 2:24 PM

[ Brief [ Documents [Eﬂ Metadata [ 4 MNotes [ﬂ Topics 1
Thomas is a blue steam engine and has a number 1 painted on his side. All of the locomotives in The Railway Series were based on prototypical
engines; Thomas has origins in a cast metal 0-6-0 Tank locomotive made by Stewart Reidpath (Essar, or 5-R) in 1946. This locomotive was not based
on the LBSCR London, Brighton and South Coast Railway E2 as once believed and portrayed by Hornby, but appears to be based on an LMS Fowler
0-6-0T (Jinty). Thomas first appeared in 1946 in the 2nd book in the series, Thomas the Tank Engine, and was the focus of the 4 short stories
contained within. Thomas's best friends are Percy and Toby.

| v

The general information in the top section describes the relationship, including the two entities
and their relationship type, start and end dates, value, etc.

Relationship Tabs
The tabs in the bottom section provide additional information and are similar to the entity tabs.

e Brief tab: A text area where general textual information can be stored. Brief is generally
used to incorporate text information that is “official” or “approved” for the relationship.

e Documents tab: Documents that are embedded in the database or linked on disk. Open
the documents using the program associated with the document type.

e Metadata tab: Metadata items that describe the relationship.

e Notes tab: Text notes attached to the relationship. This is different from the Brief area
because it allows multiple notes.

e Topics tab: The categories the relationship belongs to. Topics provide structure around
sets of relationships. For example, you might have a Topic called “Financial Institutions”
and another called “Group A.” A relationship can belong to multiple topics, and each
relationship must belong to at least one topic. Topics are used in the Enterprise version
to restrict who has access to this information.

Using the Toolbar

The View Relationship form toolbar has the following buttons:

w =

7/ - S I

Edit Save  MWisualize  Report  Delete

e Edit: Switch from view (read-only) mode to edit mode. You must have Edit permissions
to edit the relationship.

e Save: In edit mode, save your changes to the data and return to the previous form.

e Visualize: Open Relationship in Visualizer.

o Report: Open Relationship in a Printable Report.

o Delete: Delete the Relationship.
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Add a New Relationship

To add a new relationship, click [Relationship Add] from the Home Page panel or menu.

Home Page Left Panel Menu Toolbar
Add Data &dd Data

% Ertity dd _
gi' Entity Add

::- Relationship Add
¥
>J Relationship Add

+= Add Relationship — O et

Select entities and new relationship type

Entity 1
Name Type
Thomas | |Person |
]
Entity 2
Name Type
|I\|"1ar\,r | |Person |

Relationship type
|Lin|-ced to |

Check for existing relationships

oK Cancel

Select the Entities for the Relationship

Select the two entities of the relationship. Use the [...] buttons to launch the Entity Picker:

Entity 1
Name Type

Thomas ‘ ‘Person ‘ El

This form is like the Entity Search form. Find the entity you are looking for. When the Search
Results appear, either double-click on the desired entity, or select it and click [OK]. To cancel
without selecting an entity, click the [Cancel] button.

Use this button to swap the two entities.
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Select the Relationship Type

After selecting the two entities that form the relationship, use the [...] button next to the
Relationship Type field to specify the type.

Relationship type
Linked to

Check for existing relationships

After making your choices, click the [OK] button to continue.

Relationship Types *

=l Other {165)
Linked to (165)
= Transactions (443}
Enters Store (81}

Makes Return (259)

Purchase (103)

(] Include all types oK Cancel

Overriding the Check for Similar Relationships
There may be cases where you want to skip looking for similar Relationships, for example:

e Adding a relationship to a database that has thousands or millions of existing
relationships which may yield an unmanageably high list of similar records.

e Your relationship database is very large, and you must manually enter many
relationships. If this is the case, the search for existing similar relationships may be
unnecessary and time consuming.

In cases like these, you can skip the search by un-checking the [Check for similar relationships]
option. However, you should realize that skipping this step may result in duplicate relationship
records, which may yield inaccurate results and analysis.

The next page displays any existing similar relationships and gives you the option to either edit
one of the existing relationships or add a new one.
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» Add Relatienship - ] X

Existing relationships

All the relationships of this type between the two entities.

Entity 1 Entity 2
Thomas 13876
Entity 1 Name Relationship Type Entity 2 Name Start Date
Makes Return 3876 6/24/2010 3:31:0
Thomas Enters Store 3876 6/24/2010 3:31:0
Record: |4 | 4 10f 2 | p |[pl| < >

(O Edit existing
@ Add new

< OK Cancel

Select the appropriate option and click [OK] to open the Relationship form

After the relationship is created, the relationship form is the same as editing it.

Edit Relationship Form

The Edit Relationship form is similar to the View Relationship form, but it is used to enter
information for new relationships or to change information for existing relationships.

The Edit Relationship form differs from the View Relationship form in the following ways:

e All buttons for editing and deleting information are enabled.

e You can select or type values in various fields.

e Several fields have additional features that allow you to select or change values.
e The [Save] button on the toolbar is enabled.
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(o a ==

> Thomas-3876
M
Edit Save ‘Wisualize Report | Delete
Entity 1 Entity Type Entity ID Start date Credibility of information 1D
Thomas| |[person |[tsso | [..]] |6/24/20103:31:00 M - |6-Truth cann - 2329
Relationship Type End date Reliablity of source Created
‘Makes Return 5 || |6/24/2010 4:31:00 PM  ~  |F (Reliability ~ lAdmin
Entity 2 Classification Dissemination 10/13/2011 3:46 PM
‘3376 HTransact'ion | |1698 | None o v ol
Value Weight (1-100) uuID Admin
210.72 50 : |bDfadDbSS6f54cdaazb9337d43f43f?5 18/31/2020 2:24 PM
Brief [ Documents IB Netadata [_ﬂ Notes [E Topics ]

Ho e @ B & G2 B 9 o vedana -10v_}_\_‘!}'ﬂ‘)
. B B s U EEE X X .
Thomas is a blue steam engine and has a number 1 painted on his side. All of the locomotives in The Railway Series were based on prototypical
engines; Thomas has origins in a cast metal 0-6-0 Tank locomotive made by Stewart Reidpath (Essar, or S-R) in 1946, This locomotive was not
based on the LBSCR London, Brighton and South Coast Railway E2 as once believed and portrayed by Hornby, but appears to be based on an LMS
Fowler 0-6-0T (Jinty). Thomas first appeared in 1946 in the 2nd book in the series, Thomas the Tank Engine, and was the focus of the 4 short

EEQ

stories contained within. Thomas's best friends are Percy and Toby.

Edit a Relationship

Editing General Relationship Fields

The upper portion of the Relationship form includes General Relationship fields.

Entity 1 and Entity 2

This shows the entity name and unique ID for the first and second entity. You can use the [...]
button to open the View Entity form for that entity.

Enfity 1 Enfity Type Enfity ID

m Person 1560
Entity 1

Entity 2

3876 Transaction 1698
Entity 2

Use the swap button to switch Entity 1 to 2 and vice versa.

Relationship Type

Select the type of the relationship by clicking the [...] button.

Relationship Type

Makes Return

This opens the Select Relationship Type form showing the list of relationship types and their
relationship counts. Check the [Include all types] box to add relationship types that are not used
by any relationship. Select the appropriate relationship type and click the [OK] button.
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Value

The value field is an optional number you can assign to the relationship. Value
This value can be used to filter relationships. On the Visualizer diagram, 210.72
relationships can be colored or sized based on value. It can also be
summed and displayed on the relationship line between the two entities. It is also used in

squelching and gradients multiplied by the relationship type weight and/or relationship weight.

Weight

The weight field is a required value between 1 and 100 to add a custom Weight (1-100)
weight factor to a relationship. The default value is 50. A Relationship Type 50 -
also has a Weight. The Relationship’s Weight can be used to emphasize or -
deemphasize a relationship relative to others of the same relationship type. It can be used for
filtering relationships. On the Visualizer diagram, relationships can be colored or sized based on
weight and combined with value.

Start and End Dates

Enter the start and end dates for the relationship if it is known and applicable. This can be used
for filtering. On the Visualizer diagram, it is used by the Time Range filter and appears on the
Timeline tab.

Credibility of Information and Reliability of Source

Select the Credibility of Information and Reliability of Source from the list. These fields are
required.

Credibility of information Reliablity of source

& - Truth cannot be judged ~ | |F [Reliability cannot be judged ~

1- Confirmed by other sources A [Completely reliable)

2 - Probably true B (Usually reliable)

3 - Possibly true C (Fairly reliable)

4 - Doubtful D (Mot usually reliable)

5- Improbable E (Unreliable)

6 - Truth cannot be judged F (Reliability cannot be judged)

Classification and Dissemination

Classification level tracks the sensitivity of the data to limit who can see it. Dissemination tracks
who the data can be sent to. The values are defined in their lookup lists and are required.

Classification Dissemination

Mone - Mone -

Unique ID

The Unique ID is an optional unique identifier for the relationship, typically used when imported
from other systems.

Unigue ID
7f3ed3ae726a47fdbed3delbabffeeh?

System Fields

These fields are automatically generated by the system and cannot be modified:
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e |D: This number uniquely identifies the relationship within the ID
database. |2329 ‘
e Created by: This field contains the name of the user who

initially created the relationship. Created
e Created date: This field contains the date and time the |Admi” ‘
relationship was initially created. |10113f2011 3:46 PM ‘
e Modified by: This field contains the name of the user who last
changed the relationship. Modified
e Modified date: This field contains the date and time the |Admi” ‘
relationship was last modified. |s,fa1,fznztr 2:24 PM ‘

Relationship Tabs

The tabs are similar to the tabs for Entities and are viewed, edited, and deleted in the same way.
For more details, visit Editing Data in Tabs on page 43.

Save or Cancel Changes

After changing your relationship information, there are two choices:

Save
Click the [Save] button on the toolbar to save your changes to the database. H
Discard Save
Cancel all changes made since you opened the record by closing the Relationship
form. Close the form by clicking the [x] on its tab or upper right corner.
Delete Relationship Records
You can delete the current relationship by clicking the Delete item on —
the Relationship toolbar. u]]
From the Relationship Search form, you can find and select multiple Delete Relationship

relationships to delete. You are prompted to confirm the deletion.

It is important to know that when you delete a relationship record, all data for that relationship,
including its notes and documents, is permanently removed from the database. You cannot
recover a deleted relationship except to revert to a previous checkpoint or backup.
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Chapter 8: Relationship Search

Powerful search tools allow you to find relationships based on their entities, relationship type,
metadata, documents, notes, and many other criteria.

Search Relationships

There are several places to find relationships. Direct relationship searches are available from the

Home Page or Menu:

Home Page Left Panel

Search

w Dataset Buil der

Entity Search
:>-‘ Relationship Search

Menu Toolbar

Search

E_‘é Dataset Builder
e d . . .
t‘ﬁ Entity and Relationship Type

E_‘ﬁ*‘ Advanced Dataset Builder

?6\ Entity Search

:"‘ Relationship Search
]

F

X & Combine Multiple Searches

i ~ Query Builder

@ wehsearch

Relationship Searches are also combined with Entity searches in the Entity and Relationship
Type Search and Advanced Dataset Builder. In the Visualizer, Relationship searches can filter
Relationships in the link chart and specify what new relationships can be added.
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Relationship Search

The Relationship Search form appears listing the recently opened relationships to select and
perform actions on them:

IS SentVi - [Relationship Search]
2 File wisualizer Search AddData wiew Tools Window Help
- =
Recent Relationships
Entity 1 Name Relationship Type Entity 2 Name Entity 1Type Entity Type 2 Start Date End Date Value Weight
Thomas (Person) Makes Return 5231 (Transaction) 7/21/2023 3:36:00 PM 7/21/2023 4:36:00 PM
Mark {Person) Makes Return 8835 (Transaction) Person Transaction 7/17/2023 4:42:00 PM 7/17/2023 5:2:00 PM 4%9.5
Brian (Person) Purchase 185 (Transaction) Person Transaction 7/26/2023 2:18:00 PM 7/26/2023 3:18:00 PM 499.7 50
Mary {Person) Makes Return 6573 (Transaction) Person Transaction 8/23/2023 2:41:00 PM 8/23/2023 3:41:00 PM 419.9 50
Kelly (Person) Makes Return Store - 169 (Store) Person Store 7/14/2023 1:43:00 PM 7/14/2023 2:43:00 PM 50
Recors: (I TJor s IR <
Select relationships and click a button:
=
o 2 L) > & . L]
Visualize Al Visualize Seledted  View Relstionshp  AlltoExel | Reports  Delete .

Search Results

To search for all relationships associated with an entity, click the [...] button to select one or type
in the entity ID. Any Relationships with it as Entity 1 or 2 are listed in the results. For more
search options, click the [Advanced] button.

The search returns all the relationships matching your criteria. A variety of options are available
on the search results grid.

2~ Relationship Search Results =2
Relationship Search Results
125 Entities, 185 Relationships
m Relations
Entity 1 Name Relationship Type Entity 2 Name Entity 1 Type Entity Type 2 Start Date ~
-
Thomas (Person) Enters Store 3876 (Transaction) Person Transaction 6/24/2023 3:31:00 PM
Thomas (Person) Makes Return 9735 (Transaction) Person Transaction 6/28/2023 1:34:00 PM
Thomas (Person) Makes Return 8999 (Transaction) Person Transaction 7/5/2023 11:25:00 AM
Thomas (Person) Makes Return 4436 (Transaction) Person Transaction 7/10/2023 11:12:00 AM
Thomas (Person) Makes Return 7723 (Transaction) Person Transaction 7/10/2023 5:08:00 PM
Thomas (Person) Makes Return 2058 (Transaction) Person Transaction 7/11/2023 12:31:00 PM
Thomas (Person) Makes Return 9757 (Transaction) Person Transaction 7/15/2023 11:41:00 AM
Thomas (Person) Makes Return 9757 (Transaction) Person Transaction 9/3/2023 1:47:00 PM
Thomas (Person) Enters Store 9757 (Transaction) Person Transaction 9/3/2023 1:47:00 PM
Thomas (Person) Enters Store 6967 (Transaction) Person Transaction 7/18/2023 4:08:00 PM
Thomas (Person) Makes Return 2398 (Transaction) Person Transaction 7/18/2023 5:18:00 PM
Thomas (Person) Enters Store 3614 (Transaction) Person Transaction 7/21/2023 11:08:00 AM
Thomas (Person) Makes Return 3537 (Transaction) Person Transaction 7/21/2023 12:08:00 PM
Thomas (Person) Makes Return 9256 (Transaction) Person Transaction 7/21/2023 1:43:00 PM
Thomas (Person) Makes Return 5231 (Transaction) Person Transaction 7/21/2023 3:36:00 PM -
Recard: |4 |4 dor 185 [p |[pl] < >
> L}
w3 : o
Wisualize &l Visualize Seleded Selected +1 Degree Wiew Entity  Wiew Relationship Al to Excel Reports  AlltoXML  Delete
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Sorting

Sort by clicking on the column’s header. The first click sorts in ascending order. Click again to
sort in descending order.

Toolbar

Choose one or more relationships by clicking with the Shift or Ctrl key. Similar to Entity Search,
the toolbar below the search results offers many options.

552 13 > < JET |

wWisualize 2l Wisualize Seleded  Wiew Relationship Al to Excel Reports  Delete

=%

The toolbar is like the Home Page Toolbar described on page 34, plus these buttons:

e Visualize All: All Relationships with their entities are displayed in a new Visualizer.

e All to Excel: Exports the list of selected relationships and its details to an Excel file. A
dropdown lets you create the spreadsheet with just the selected rows.

o Delete: Delete the selected relationships. All data for the relationships, including their
notes and documents, is permanently removed from the database. They can only be
recovered by reverting to a previous database checkpoint or backup.

Advanced Relationship Search

To search for relationships beyond its entities, click the Advanced ,

button. The Advanced Relationship Search has three tabs for General, Y Advanced...
Metadata/Lookups, and Created/Modified criteria.
General Tab
. Relationship Search ([ ]
B M Q
Open  Save  Reset
General [ Metadata/Lookups [ Created/Modified ]
Entity ID Relationship Type (951)

Entity Either Entity vl | . l:l =-communication (44)
i ~[Placed phone call to (44)
= other (174)

Relationship ID(s) | “Has/owns (9)
¢ [Linked to (165)
Unigue ID (not specified) v ={4sacial (9)
i ~[Member of (9)
Brief not specified v :
( a ) =1 Transactions (724)
Doc. Name | Doc. Content |:| [AEnters Store (158)
Notes | |
Filter = <=

Start date (not specified) ~

End date (not specified) ~

Value (not specified)

Weight (not specified) ~

Count
Metadata
Document
Note

Topic

{1
I

General Tab to Specify Entities, Values, Ranges, Relationship Types and Counts
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A wide range of criteria can be entered to select the specific relationships you want. Search for
specific text values, Blank and Not Blank status, text in embedded documents, and ranges of
numeric and date values.

Entity Search

A drop down provides several search options. You can specify one entity for just entity 1, just
entity 2 (the related entity), or both entities of a relationship. If you choose Both Entities, specify
Entity 1 and 2.

Entity ID

ENttY | Either Entity v

Entity 1
Entity 2
Both Entities

Document Name and Content Text Search

Like searching Entity Documents, the Doc. Name value searches the path, description, and notes
fields for Relationship Documents.

Doc. Name Doc. Content |

A relationship can have multiple documents associated with it. The documents can be linked or
embedded in the database. If the document is embedded (rather than linked), its text contents
can be searched if the file format is supported.

The Doc. Content term is searched in the embedded documents. Relationships with one
matching document pass the filter (does not have to be in all its documents). The list of
documents containing the search phrase is on the Relationship Documents tab of the results.

For more details on installing and configuring Document Content Search, visit Chapter 23:
Configuring Your Database on page 257.

Notes Search
A note has a title and detail. Entering a search term finds notes where it exists in either field.
Retrieve Ranges

Just like entity search, you can click the [Retrieve Ranges] button to fill the criteria with the
minimum and maximum values of your data. You can use this feature to see what’s in your
database without even running the search.
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Metadata and Lookups Tab

On the Metadata/ Lookups tab, select values related to a relationship’s metadata, created and
modified person, classification, dissemination, credibility, and topic values.

% Relationship Search EI@
= =
Open Sawve  Reset
Gener;l/ MetadatafLookups [ Created/Modified l

Metadata Type Relationship Type Value Condition
Country ~ | [not specified) LA |Austra|ia:Canada:US | ... |OR ~
Alias Name ~ | [not specified) ~ . | |

{not specified) ~

Classification (612) Dissemination [612)

~(611) ~(611)

Guess (1) Police (1)

Credibility (612) Reliability (612)
1- Confirmed by other sources (1) A (Completely reliable) (1)

6 - Truth cannot be judged (611) F (Reliability cannot be judged) (611)

Topics (612)

Default (610} ~

luke (2) v

< >

Metadata and Lookups Tab

Searching metadata for relationships is similar to entity search. Specify the Metadata Type, an
optional Relationship Type, and value. You can search up to 3 metadata values combined with
AND or OR to find the relationships.

If no Value is specified, all Relationships with that metadata type (regardless of value) are
selected. You can also perform wildcard searches on the value field.

For more details, visit Metadata and Lookups Search on page 58.

For more details on the last tab, visit Created/Modified Date Searches on page 60.
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Chapter 9: Selecting Dates and Editing Rich Text

The database stores many types of data for entity and relationship records. This includes dates in
non-standard formats, Briefs, Notes, and Documents. This chapter explains how you can use
these features to enrich your knowledge of entities and the relationships that connect them.

Select Dates and Times

The Start date and End date fields have a helper to input date and time information. To change a
date/time, click the drop-down button next to the field and the Date and Time form appears.

Start date

@16/2026 4:27:31 PM =

4 4 August 2026 [ ] EM 4
5 M T W T F
1200 1:00 2:00 3:00
400  5:00 00 T:00

800 900 10:00 11:00

w
-
=
-
j—y
-
ra
[}
-
S
—y
un

Minutes
16|17 18 19 20 21 22
00 05 10 HE
23 24 25 26 27 28 29 50 25 a0 a5

30 3 Al 45 50 55

Rich Text Editor

Several areas support rich text. Rich text lets you format text and paragraphs with images. Rich
text is supported in:

e Entity and relationship Brief fields

e Entity and relationship Notes

e Entity and relationship Saved Filters
e \Visualizer Diagrams

Rich Text Editor Toolbar

For example, when editing an entity record, the Brief tab shows text data with toolbar buttons
to format it. The following toolbar buttons are available:

‘| R b @ 9 | Verdana -1z - AW W

= /B

% B 7 Uax E

[y - pom M
== iz i | L)) X X

Rich Text Toolbar Options
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Enter text as you would in any word processing program. Use the toolbar buttons to select
fonts, colors, attributes, alignment, and bullets.

First Row

e Open: Open arich text or Word document to import its contents.

e Save: Save your information to file.

e  Print: Print the text.

o Spell Check: Check for spelling mistakes.

e Find & Replace: Find a word or phrase and replace it with another.

e Cut, Copy, and Paste: Windows clipboard commands to cut, copy, or paste.
o Undo: Reverse previous change.

e Redo: Take previous undo and apply it back.

e  Font Selector: Select a font from your system to apply to the selected text.
e Character Size: Select from all available point sizes for the selected font.

e Text Color: Set the text color from the standard Windows Color Selection dialog.
e Highlight Text: Set the background color to highlight text.

e Erase Color: Clear the text and highlight colors.

Second Row

e Image: Upload a graphic file.

e Hyperlink: Insert a hyperlink.

e Bold, ltalic, Underline, Strikethrough: Text format for the selected text.

e Align Left, Center, Right Justify: Set the alignment for the selected paragraphs.
Bullets, Numbering: Add bullet points or numbering to the selected paragraphs.
Increase/Decrease Indent: Increase or decrease the paragraph indentation.
Symbol: Insert a special character.

Xz (Subscript): Type small text below the line of text.

e X%(Superscript): Type small text above the line of text.

Notes

Notes are a useful way to attach textual information that you type directly into the program or
copy and paste from other sources. Notes are particularly useful for capturing thoughts over
time and collaborating with others. The user name of the note creator and time are
automatically saved. Notes are available in the following areas:

e View / Edit Entity form
e View / Edit Relationship form
e Various Entity and Relationship reports

View Notes

The Notes tab provides a list of all Notes available for an entity or relationship. The Notes grid
area shows a scrollable list of all Notes for the record. Use the scrollbars or the [Up] and [Down]
arrows to scroll through the list or click on any column header to sort by that field.
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Brief I | Documents la Metadat/-;ﬁ Motes [?’ Relationships l Topics I

Title Created Date

The locations where the giftcards were used.

Merge Information 8/31/2020 1:56:41 PM
Entity Merged From
1D: 1860ThomasiD: 1928Tommieon Monday, August 31, 2020 1:56 PM

Stores - Returned 8/28/2020 1:01:59 PM
The stores were the stolen products returned to.

Record: |4 | 4 10f 2 [ p |l | €

SR *||O|7]|| T

You can also select any Note and click the Open Folder button to see full information.

Title and Detail O 4

Title

Merge Information

Detail
Entity Merged From =

ID: 1860 Thomas
ID: 1928 Tommie

on Monday, August 31, 2026 1l:56 FM

OK Cancel

Note that the [Add], [Edit], and [Delete] buttons are only available in Edit mode, not View mode.
Add and Edit Notes

When you create or edit an entity or relationship, you can add new Notes and edit existing
Notes. To add a new Note, click the green [+] button in the Notes grid. To edit an existing Note,
select it in the Notes grid and click the [Edit] button. After a moment, the Note form appears.

Chapter 9: Selecting Dates and Editing Rich Text Page 79



Title and Detail O *

Title

|Marketing Presentation Motes

Detail
b - '39 H & 3 @ | 9 O | anal 10 - _ei ahy &“'/ .
BB I Uag EEZB|IEEEIEEIQ| XX,

"Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor ~
incididunt ut labore et dolore magna aligua. Ut enim ad minim veniam, quis nostrud
exencitation ullamco laboris nisi ut aliquip ex ea commodo consequat.

Duis aute irure dolor in reprehenderit in voluptate velit esse cillum dolore eu fugiat nulla )
pariatur. Excepteur sint occaecat cupidatat non proident, sunt in culpa qui officia
desenunt mollit anim id est laborum "

OK Cancel

Specify a title for the Note by typing it into the Title field. Choose a title that makes it easy to
understand what the Note contains when it appears in a list of many notes.

In the Notes section, type in the actual text you want to store or use the Windows Paste feature
to paste text from another source. When finished, click the [Save] button.

Export Notes

Export any Note record to a file. Select the Note and click the [Export] button.

7 Export >

Export to

C:\Users\angie\Documents\Note_Thomas_1002.rtf

Export to file type
(® Rich text (compatible with Microsoft Word)

(O Plain text {no formatting)

To specify the file, click the [...] button and use the dialog to locate the path and name.

You can also choose the format for the exported file:

Rich Text (compatible with Microsoft Word): Saves the note in Rich Text Format (RTF),
which preserves note formatting, font selections, colors, etc. RTF documents can be
opened with various Windows programs, such as Microsoft Write, WordPad, and Word.

The RTF format is also recognized by a wide array of other word-processing programs,
such as WordPerfect.

Page 80

Chapter 9: Selecting Dates and Editing Rich Text



e Plain Text (no formatting): Saves the note in a text format (TXT). This option removes all
formatting from the note, including font selections. Plain text documents can be opened
with text editors such as Microsoft Notepad.

Print Note

To print a Note, select the Note in the list and click the [Report] button.

=l B =i EE

The system displays the Report Viewer with a report for the Note:

|j Entity Note Report EI@
[ | & export | S\ Gh [100% e E BB 11 1l> fi]

Entity Note Report

Thomas (Person)
Entity Merged From

ID: 1860 Thomas
ID: 1928 Tommie

on Monday, ARugust 31, 2020 1:56 EM

For more details about using the Report Viewer, visit Report Viewer on page 96.

Search Notes | search -
When you use the Entity Search form, choose the Extended Search Exact o
mode to find text in the Notes.
Starts With
For more details, visit Chapter 6: Entity Search. Contains
Maorral
Working with Documents Extended

Documents are similar to Notes in that they allow you to enrich entity and relationship
information. However, unlike Notes, Documents are actual files created by other programs that
are embedded in or linked to an entity or relationship record. For example, you can collect PDFs,
Word documents, spreadsheets, images, audio files, videos, etc. that relate to an entity or
relationship and store them as Documents.

Documents are available in the following areas:

e View / Edit Entity form.
e View / Edit Relationship form.
e View Various Entity and Relationship reports.

Linked vs. Embedded Documents

Documents are either pointing to your files on disk or imported into the database as a
permanent saved copy.
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Linked

A link or path to the original document is saved. The contents of the document are not
imported. If the original document is moved, deleted, or renamed, it can no longer be found.
However, if the document is updated, it is always pointing to the latest version.

Embedded

The file is copied into the database. This is a permanent addition to your database. Even if the
original document is modified, deleted, or renamed, your copy remains in the database.

The text contents of a saved document can be searched if their file type supports such searches.

View Documents

The Documents tab provides a list of all Documents available for an entity or relationship. The
Documents grid area shows a scrollable list of all Documents. Use the scrollbars or the [Up] and
[Down] arrows to scroll through the list or click on any column header to sort by that field.

[ Brief | Documents [a Metadata [5? Motes [ - Relationships [ [ Topics l

Icon | Embedded @ Description Path

B O People.xls C:\Program Files (x86)\FMS\Sentinel Visualize
People that were victimized.

& Thomas.png C:\Program Files (x86)\FMSs\Sentinel Visualize
Current Photo of Thomas.

W] Sentinel_Visualizer 8 User Guide.docx C:\Users\angie\Sentinel_Visualizer 8 User G
Guide to locate Thomas

B ™ Thomas and Friends https://www.thomasandfriends.com/en-us/
Thomas and Friends go to multiple stores.

Record: [[4 174 1of a [p ] <
=

The following fields help you identify important information about Documents:

e Icon: The Windows icon for the application associated with the file type.

e Embedded: If the field has a checkmark, the Document contents are stored in the
database. If the field does not have a checkmark, it is only a link (path) to the document.

e Description: A user-supplied short description of the file.

e  Path: Original path of the document. If the Document is embedded, this is path of the
source document or where it existed when it was originally added to the database. This
path may no longer be valid if the file was renamed, moved, or deleted from its original
location. If the item is a Linked Document, this path represents the location that the
program points to when you open the file.

e Sjze: If the document is embedded, this is the size of the document in KB. Size is not
applicable for Linked documents, so Linked documents always show a blank size value.

Open Documents

To open a document, select it in the list and click the [Open] button.

|, P

v ||, m

The Document is opened using the Windows application associated with its file extension.
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Strategies for Working with Document Types

If your computer does not have an application associated with a Document’s file extension,
Windows cannot open it. For example, assume that Mary adds a Document named info.bin. She
has a program called SuperWidget, which is the application for .bin files. When Mary opens the
document, Windows launches the SuperWidget program to view it.

If SuperWidget is not installed on your computer, when you try to open the info.bin document,
a message says the associated application does not exist.

For this reason, consider storing documents in two ways:

e Store the original document in its original format. This contains all the information in the
document.
e Store another copy of the document in a more universally available format.

For example, Mary could have stored her original info.bin file and then used the SuperWidget
application to make a copy of the data in a format such as Microsoft Word or as a PDF file. This
would ensure that the original document could be accessed by users with or without the
SuperWidget application.

Document Actions

The following buttons are available on the Documents tab:
: . —
=7 || [

e Open: Opens the document using its associated Windows program.

e Add: Opens the Document form to add a document.

e Edit: Opens the Document Edit form to change the existing document.
e Delete: Deletes the selected document.

Note that the [Add], [Edit], and [Delete] buttons are disabled if you are not in Edit Mode. If the
buttons are disabled, and you want to make changes, click the [Edit Mode] button on the Entity
or Relationship Editor's toolbar.

Add and Edit Documents

To add or edit a Document, click the [Add] or [Edit] button. Then use the Document form to
make changes:
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Document Form Od *

Document Location

() Linked Specify the path to a file or URL

@® Embedded Importinto the database. Contents can be searched if supported.

Path
P:\pictures\statistics.bmp

Optional information

Description

statistics.bmp

MNotes

0K Cancel

Add or Edit a Document
There are two options for storing documents:

e Linked: The path to the original document is stored in the database. The contents of the
document are not copied. If the original document is moved, deleted, or renamed, or
the user cannot reach it, the file can no longer be opened.

o Embedded: The file is copied into the database. This makes it a permanent addition.
Even if the original document is deleted, it remains in the database. This also allows
searching for text inside the document if it is a supported format.

Use the [...] button to select the file. The path box has the path and file.

Optionally enter a Description and Notes for the document. This information is helpful when
viewing a list of documents without having to open it. If you select more than one file, the
description defaults to the file name without path, and any Notes are applied to all the files.

Save Changes

When finished adding or editing a document, click the [OK] button to save the information back
to the entity or relationship. To discard your changes, click the [Cancel] button.
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Chapter 10: Dataset Builder

The Dataset Builder is a wizard that steps you through the process of selecting entities and
relationships with a variety of criteria and exporting the resulting data to files or processes.

Launch the Dataset Builder

The Dataset Builder makes it easy to send your data to the Visualizer. Launch the Dataset
Builder from the Home Page left panel or menu under Search.

Home Page Left Panel Menu Toolbar

Search Search

w Dataset Builder I'E_:é Dataset Builder I

E’a Entity Search
:J'\ Relationship Search

E'_‘Lf; Entity and Relationship Type
e 4 :
:_:9 Advanced Dataset Builder

E Entity Search

:‘- Relationship Search
b

—

rrnhina kAnltinl o Soordhoc

Easily send All Entities and Relationships, Entities Only, Linked Entities, and Unlinked Entities to
the Visualizer with a single click. Additional options let you select more specific data.

fel Dataset Builder >

® All Entities (231) and Relationships (608)
O Entities Only {231)

O Linked Entities {230)

O Unlinked Entities (1)

O Filter by Entity and Relationship Types
O Advanced

oK
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Search by Entity and Relationship Types

Select Filter by Entity and Relationship Types to choose the types and display options.

t¢i Dataset by Types

o e =]

Entity Type

{430} Relationship Type (889)

Person (15)
Store (104)
Transaction (311)

- Other (165)

. L[Linked to (165)

- [ATransactians (724)
..[AEenters store (158)
~[“Makes Return (413)
“-[Apurchase (147)

Display

@® All Entities and Relationships
O Entities with Relationships
O Linked Entities

O unlinked Entities u :;.

[] Add Associated Entity

To List To Visualizer

[To List] opens the list of filtered Entities and Relationships. [To Visualizer] sends them to the
Visualizer to display the link chart.

Display Options

The Entity and Relationship Types you select generate a list of Entities and Relationships. The
display options determine how they are combined (or not) to generate the results.

Each relationship has two entities, so the entity filter may include both, one, or neither entity of
the relationship. There are 4 display options to select the entities and relationships you want.

Option

Entities

Relationships

All Entities and
Relationships

All selected entities.

Some entities may not have any
selected relationships.

All selected relationships between
the selected entities.

Linked Entities
(fastest)

Only selected entities with
selected relationships.

All selected relationships between
the selected entities.

Unlinked Entities

Selected entities that do not have
any selected relationships.

No relationships.

Entities with
Relationships

Linked entities (defined above)
plus:

Entities that have a selected
relationship where the other
entity in the relationship is not
among the selected entities.

All selected relationships between
the selected entities.

The Entities with Relationships option is a bit more challenging to understand. For example, the
selected Entity Types are People and Phones, with Relationship Type “Owns”. If the Owns
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relationship type includes multiple entity types (phone, credit cards, cars, etc.), you may be
interested in the people who own things other than phones. For Entities with Relationships, the
entities would include the People who own Phones with the relationship between them (Linked

Entities). Additionally, People who don’t own Phones but own other things like Cars are added
(without those relationships).

Add Associated Entity

The Add Associated Entity adds those other entities. It is available when entities and
relationships are both filtered (not all types are selected). When checked, if a selected
relationship only has one of its two entities among the selected entities, the other Entity (which
didn’t pass the entity filter) is added. For the prior example, it adds the Cars that People own.

Advanced Dataset Builder

Choose Advanced Dataset Builder from the Search menu.

:_:9 Dataset Builder

@ Entity and Relationship Type

e Advanced Dataset Builder I

=2
Ea\ Entity Search
.~

Relationzhip Search

e i AR LA C s

The Advanced Dataset Builder is a wizard with pages for

e Filtering Entities.

e Filtering Relationships.

e Selecting how they are related.

e Reviewing the results.

e Sending selections to a new Visualizer.

The first page of the Advanced Dataset Builder offers options to select the entities and

relationships you want. As you change the options on the left, the Sample Diagram on the right
shows how it impacts the selected entities and relationships.
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tes Advanced Dataset Builder EI@

Entity Filter Sample Diagram

@® All Entities E | Display all entities and their relationships.

O Filter Entities

All entities.

Relationship Filter
:. # » | All relationships.

@® All Relationships
O Filter Relationships
Display

@® All entities and Relationships

F )
)
€

Entities with Relationships
O Linked Entities
O Unlinked Entities

Add Associated Entity P )

@
SuUmo

i
()
s

Cx
S

Results

[F] ® TouList

&+ O To Visualizer

ElE < >

Advanced Dataset Builder with Filter and Display Options

[, 10{9

Filter Entities

If Filter Entities is selected, the next page of the wizard displays the entity search identical to
Advanced Entity Search in Entity Search. See page 55 for details.

Entity Filter —
() All Entities E N
® Filter Entities

Filter Relationships

If Filter Relationships is selected, the wizard displays the relationship search identical to the
Advanced Relationship Search in Relationship Search. See page 73 for details.

Relationship Filter
O All Relationships E Ny
(® Filter Relationships

Display Options

The Display options determine what is included or excluded in your results. It starts with the
entities passing the entity filter and the relationships passing the relationship filter, then how
they should be related.
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Display
(® All Entities and Relationships
(O Entities with Relationships
(O Linked Entities
(O Unlinked Entities
[ ] Add Associated Entity
To understand the options on the results, the Sample Diagram illustrates and explains the

selection. Keep in mind that a relationship requires its two entities, which impacts whether a
relationship is included or not. There are 30 different types of results, for example:

t¢) Advanced Dataset Builder EIIEI

Entity Filter = _ | Sample Diagram
O all Entities 23] &

@ Filter Entities

Display all filtered entities and filtered relationships.

Relationship Filter Show all People and Phones and only relationship type = owns.
O All Relationships :'. A;"
@ Filter Relationships

Display

@ All Entities and Relationships

=]
6=
(=

(O entities with Relationships
O Linked Entities

O Unlinked Entities

[] Add Associated Entity

SUMO

iR

Results L

[] ®ToList - -

I; O To Visualizer
B H < >

Advanced Dataset Builder with Filtered Entities and Relationships

All Entities and Relationships
This option retrieves “All Entities” that pass the filter and generates these results:

e If there are no filters, all the entities and relationships are retrieved.

o If there is only an entity filter, the filtered entities and only relationships among them
are included.

e If there is just a relationship filter, all the entities and just the filtered relationships pass.

o If there are both entity and relationship filters, all the filtered entities are included with
only filtered relationships among those entities.
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Entities with Relationships

This option constrains entities with their relationships. It is only available if both entity AND
relationship filters are used and rather complex to understand.

Only entities that pass the entity filter which ALSO have relationships that pass the relationships
filter are included. Note that this includes entities passing the entity filter with those
relationships to entities that did not pass the entity filter.

i) Advanced Dataset Builder EI@

Entity Filter
O All Entities
@ Filter Entities

= . |Sample Diagram
E = Display only filtered entities with filtered relationships.
Relationship Filter Show all people who own something and the phones they own.
O All Relationships :) -’i_“
@ Filter Relationships
Display
(O All Entities and Relationships

g2
[ =]

@ Entities with Relationships
O Linked Entities

O Unlinked Entities

[ Add Associated Entity

Sumo

B

Results

[ ® ToList
 += O To Visualizer

Gl < =

Filtered Entities and Relationships for Entities with Relationships

In our example, we show an entity filter for Persons and Phone, and Relationship filter for Owns.

e Only Persons and Phones that have an Owns relationship type are included.
e Excludes Persons and Phones that do not have an Owns relationship.
e Includes Persons who own entities that are not Phones.

Once entities are in the results, only relationships with both entities in the results are included.
Linked Entities

This option retrieves entities with relationship links to other entities. Entities without
relationship links are excluded.

e If there are no filters, only entities with relationships are retrieved.

e If there is only an entity filter, the filtered entities with relationships among them are
included with their relationships. Entities that passed the filter with relationships to just
entities that did not pass the filter are excluded.

o If there is just a relationship filter, all the entities with the filtered relationships are
included with those relationships.

e If there are both entity and relationship filters, only the filtered entities with filtered
relationships among them are included. This is the tightest filter.
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Unlinked Entities
This option is opposite of the Linked Entities option.

e [f there are no filters, only entities without relationships are retrieved.

e If there is only an entity filter, the filtered entities without relationships among them are
included. This includes filtered entities with relationships just to entities that did not
pass the entity filter.

e If there is only a relationship filter, all the entities without the filtered relationships are
included.

e [f there are both entity and relationship filters, only the filtered entities without filtered
relationships among them are included.

Add Associated Entity

If entities and relationships are filtered, and you have one of the Add Associated Entity
first two display options selected (All Entities and Relationships or
Entities with Relationships), the checkbox for Add Associated Entity is available.

For relationships that passed the relationship filter and only one of its entities passed the entity
filter, this option lets you add the associated entity, so all the filtered relationships are included.

For instance, in our example, the entities are filtered to Persons and Phones, and Relationships
for Owns. For All Entities and Relationships, without this option, all the Persons and Phones are
included with just the Owns relationships among them.

With Add Associated Entity checked, the same entities and relationships are included, plus all
Owns relationships for those entities by adding entities that did not pass the entity filter.

The example shows car ownership since the cars are associated entities in the people’s Own
relationship, but cars were not included in the entity filter.

i) Advanced Dataset Builder = =R )

Entity Filter - |Sample Diagram
O All Entities (27 -

@® Filter Entities

Display all filtered entities and filtered relationships, with associated entities.
Relationship Filter Show all People and Phones and only relationship type = owns plus anything else they own (cars).
O All Relationships :. i:
@ Filter Relationships

Display

® All Entities and Relationships

£
[ =]
[ ]

O Entities with Relationships
O Linked Entities

O Unlinked Entities

Add Associated Entity

sumo
8
N
SUMO

Results A A

] ®Touist - -

f+sd O To visualizer

== :
Advanced Dataset Builder with Entity and Relationships filtered plus Associated Entities
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Results Options Results

The search results can be previewed on a screen with multiple E @ To List
options to select, view, and export to Excel, plus being sent to a i )
new Visualizer window. Or all the results can be sent directly to a Iﬁl O To visualizer
Visualizer window without review.

Results List

After entering the entity and relationship criteria, if you send the results to a list, a form with the
data is displayed.

MHome € g Advanced Dataset Builder € | &g Dataset Builder Results ©
Advanced Dataset Builder Results Tab

If the results are not what you expected or you want to change the criteria, go back to the
Advanced Dataset Builder tab. Easily generate multiple results for comparison.

i Dataset Builder Results E@

Dataset Builder Results
430 Entities, 889 Relationships

" Entities Relationships
Entity Name Entity Type Image Unigue ID Start Date End Date ~
3972 Transaction 242
8047 Transaction 246
Thomas Person
Kelly Person
Mark Person
Brian Person
Mary Person
A4
Record: [I4]4 dof 430 [p |[bl] € >
=
L= & L) 25 - E i}
Wisualize 2l Wisualize Seleded Selected +1 Degres View Entity  Wiew Relationship All to Excel Reports &l to XML Delete

Dataset Builder List Results
Document Search Results

If document contents were searched, the documents with the search terms are listed in the
Entity Documents or Relationship Documents tab.

Entitig;/ Entity Documents

Click the [Open Documents] button to create a local copy of the file and open it.
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Bottom Toolbar

Move to a row or use Shift or Ctrl with mouse click to select multiple rows. You can send all or a
subset of results to a new Visualizer window, view individual details, open reports, export the
data to Excel or XML, and delete the data.

&= = = B d@ B B O

wisualize 2l wisualize Seledted Selected +1 Degres view Entity  Wiew Relationship | All to Excel Reports &l to XML Delete

The toolbar is like the Home Page Toolbar described on page 34, plus these buttons:

e All to Visualizer: Sends all the data to the Visualizer diagram.

e All to Excel: Sends all the records to an Excel spreadsheet. A dropdown sends just the
selected records to Excel.

e All to XML: Saves all the records to an XML file.

o Delete: Permanently deletes the selected Entities or Relationships from your database.
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Chapter 11: Reports

Many reports aid in the management, analysis, and sharing of entity and relationship
information. Reports can be previewed and printed or exported to a variety of formats.

Report Selection
Reports For All Data

Reports are available on the Home Page and top menu under Reports for all the data in the
currently open database.

Filtered Data

" Repors =)o
Most of the reports are also available in D
other places for a subset of data. .

- Entity Reports

For instance, on the Visualizer, results of a
----- [ Entity List, Simple

search, or Advanced Dataset Builder, the | D) Entity List, Sorted by Entity Name
Entity and Relationships reports are for | | - D) Entity List, Sorted by Entity Type
those lists. | [ Entity Detail, Basic

----- [ Entity Detail, with Brief
----- [ Entity Detail, with Documents

The Lookup reports are always for all the ! e
----- [ Entity Detail, with Metadata

data in the lookup tables. | i D) Entity Detail, with Notes
----- [ Entity Detail, with Relationships
OpenaReport | D) Entity Detail, with Topics
----- [ Entity Detail, with Metadata, Documents, and Relationships
To preview a report, double-clickonit,or | | " D) Entity Detail
select it and click the Open Report icon at 5@ Relationship Reports
----- R vetctionship st smole]
thetop. 1) Relationship List, Sorted by First Entity
. . . P B ) Relationship List, Sorted by Second Entity
The list of reports is organized into four | | B Relationship Detail, Sorted by First Entity
Categories: ----- |:| Relationship Detail, Sorted by Second Entity
= Lookup Reports
e Entity Reports: Reports withdata | = - D) Lookups - Classification
from entity records. | i [ Lookups - Credibility of Information
A |:‘| Lookups - Dissemination
e Relationship Reports: Reports with | @ .. P Lookups - Entity Status
data from relationship records. | =~ D) Lookups - Entity Type

----- [ Lookups - Metadata

e System Reports: Lists of lookup | | | 2 Lookups - Metadata Category
values. | i - [ Lookups - Relationship Category
e Administrative Reports: Reportsof | = Q) Lookups - Relationship Type
[ N [ Lookups - Reliability of Source
Users and Topic data for use by =@ Administrative Reports
System Administrators. This category (1) user List

[ Topics List

does not appear for users who are not
Administrators.
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Report Viewer

The Report Viewer allows you to preview, print, and export the report.

[ Entity List, Sorted by Entity Name
g0 SN B4 [100%

L_|:'|:| =, Export

|| S E B -

(5 N +1)

Entity List Sorted by Entity Name
Entity Mame Type Status Start Date End Date Entity IO
1000 Transaction Active 1831
1210 Transaction Active 1808
1248 Transaction Active 18258
1250 Transaction Active 1826
1458 Transaction Active 1832
1458 Transaction Active 1833
1548 Transaction Active 1798
1556 Transaction Active 1818

Report Viewer Toolbar

A variety of buttons are on the top of the Report Viewer:

K
=
Export
EE
&
= 2h 100%

L
=

D |

Report Viewer

View the page thumbnails.

Print the report.
Export the report to a file.

Copy

Find: search for text within the report.

Zoom out, Zoom in, Zoom level.

Contents fit within width of the page.

Fit content to one page.
Single page view.
Continuous scroll.

Multi-page view.

Move to the first, previous, next, and last page.

Select a specific page.

Move backward or forward in navigation history.
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My Pan mode.
13 Selection Mode.

g Take a snapshot of specific content.

Export Options
When [Export] is clicked, choose the Export Format:

e HTML Format

Excel (XLSX or XLS) Formats
Portable Document Format (PDF)
Rich Text Format (RTF)

Text Format (TXT)

o TIFF Format (TIF)

| Report Export >
Export format

Portable Document Format (PDF) w
HTML Format (HTM)

Microsoft Excel Workbook [XLSX)
Microsoft Excel 97-2003 Workboolk (XLS)

Rich Text Format (RTF)

Text Format (TXT)

TIFF Format [TIF)
ImageQuality Medium
Imagelnterpolation Mone
ConvertMetaToPng False

Report Export Options

Depending on your selection, a variety of options are available to customize it.
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Chapter 12: Visualizer

The Visualizer lets you create link charts with a variety of link-chart layouts, perform ad-hoc
filtering and advanced analysis, add color gradients and sizing, and automatically calculate
Entity Metrics. Your Visualizer can also be saved and shared with others.

Visualizer Interface

The Visualizer interface consists of a main window that is divided into several areas.

fm Visualizer /—l Toolbar Area I\ == =
OO R G B, £.¥%¥ = ®. @ v @#. 0. ¢ © &

éclear Mew Open Save Undo Redo  Entities Getlinks Collapse Layout Transform Zoom  Filtered Remowe Output  Google Earth 3D Wiew  Options

Diagrarm | Timeline Mapw L Entities

e Selection Filter i
Selected Only

Selected and Connected

B
Show/Hide Tool Tabs

® Show All Entities
O Linked Entities
O Unlinked Entities
Show Labels
Entity Range Filter

None ~

Limit by Entity Type

Squelch
Details X

|
Dietails|Entity Metrics | Time RangEH Information Tabs ST )
[lome  ows  oouowsm |

JoieBiae | sLwa| ppy| sdeys |syul| sjusipeds| sdiysua ey | ssnuug

Name Thomas Entity 1 Name Relationship Type Entity 2 Name * = 2] <=
Type Person Thomas Enters Store 4125
. Apply
Weight 30 Thomas Enters Stare 3876
Sta: Date Thomas Makes Return 3874 Data Refinement
REE:::I.DEHE: 4 10f 1 [ | pl - ;:1:”::?“ 4 158 OF 187 ;pmpprf Q:nr:: R > ’ E W) Erifies ]

e Toolbar: Provides command buttons and other controls for commonly used tasks.

e View Tabs: See the Diagram, Timeline, and Map.

e View Area: A visual representation of entities and relationships for the selected tab.
e Tool Tabs: Various visualization, customization, and analysis tools.

e Information Tabs: Selected entity details, entity metrics, and time range filtering.
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Quick Tour

To give you a feel for what the Visualizer offers, this section provides a quick introduction to its
features. To open the Visualizer, click [New Visualizer] on the Home Page.

Pick an Entity

The first step is to select an entity from your database as the starting point. Click the [Entities]
button on the toolbar and select [Add]. A form like the Entity Search form appears to let you
find and select the entities to add to the diagram.

ONeEMesa B £ ¥ = @& _ @ v . B. & @ u &

{ Clear New Open Save Undo Redo  Entities  Getlinks Collapse  Layout  Transform  Zoom  Filfersd  Remowe — Output  GoogleEarth 3DView  Refresh | Panels | Options

=

Diagram | Timeline [ Map P riities
~|  Selection Filter

>

Jojediaen |swail ppy s deys ppy siur| sius|pels |sdiysuopepy | ssnius)

| Selected Only

Selected and Connected

Show/Hide

® Show All Entities
O Linked Entities

O unlinked Entities
Show Labels

Show Get Links Icon

Thomas

Limit by Entity Type

<

Squelch
v
petals N )
Details |Entity Metrics| Tirme Rangs Unsaved
Numeric
"
Name Thomas Entity 1 Name Relationship Type Entity 2 Name Entity 1 Type 3
Type Person
Ve Apply
Unique ID 1
Value v Data Refinement &
Record: [ [ 4 Jor 1 [ENH Record: |44 or o RN < > v
MHome | B visualizer © 4b %

Context Right Click Menu

Right click on an entity or line to bring up a context sensitive menu to simplify selecting similar
options from the toolbar.

View (Thomas)

Get Links: 1 Degree, All

Get Links: 1 Degree, Only Direct Links
Get Links: 1 Degree, Only FROM Entity
Get Links: 1 Degree, Only TO Entity
Get Links: Entire Metwork

Bring to Front
Send to Back

Collapse
Disconnect Entity

Remove

Properties...

Different menu items appear if the diagram, entity, or relationship is selected.
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Get Links from the Entity

To see the relationships for the entity that you added, click on the
entity to select it. A green box appears around it to indicate it is
selected. Right click and choose Get Links from the context menu. You
can also click the [Get Links] button on the toolbar to choose an option.

If the entity has links, the [+] appears next to it. Click it to perform Get Th O m as
Links, 1 Degree, All.

Visualizer displays all entities that are directly connected to the selected entity and draws lines
to represent the relationships.

B e s
mBel=N B, £.¥% =, @& @, 1. B, & ©® Q@ m %,

Clear New Open Save Undo | Entities  GetUnks Collspse  Lsyost  Transform  Zoom  fierd Remove  Output Google€arth 30View  Refresh Panels  Options

e KerationsNips — — I .
g =]

Diagram ' Timeline ' Map

]

Stere
A kes.Re * 285~ il
oy Makes RS
\}l‘*‘b ; ) o Store - 39
/ .
etuit Y Stce - 14 [l
Ref el 884
Llnk -z;'-
6038 B

_ T Sk to tore - 12

Click on any entity in the diagram to get its links. This lets you explore the diagram and add more
data. You can automatically change the location of the entities under Layout.

If you can’t see all the entities, use the Zoom button on the toolbar and select “Fit to Page” or
use Ctrl+0 (zero).

& Visualaer (E=8 Fo8 =5
OO s B £L£.¥ = @ @, . B. & @ Q@ o &%
Clear New Open Save Unda Entities  GetUnks  Collapse  Layout Transform  Zoom =i fRemove  Output GoogleEarth 3D View Refresh Panels  Options
Diagram | Timelire ' Map
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Entity Metrics

As your diagram gets more complex, you may want to use Entity Metrics to apply automated
analysis to the data. This makes it easier to rank entities by a variety of criteria. Select the Entity
Metrics tab at the bottom of the screen and click the [Calculate] button. Visualizer |F|
calculates all values for the entities in the diagram.

Entity Metrics n
Details|Entity Metrics [Time Range |Unsaved

| (4] | (® Table () Card [JGroup area | I.
Name Type Lines Lines-In Lines-Out Relationships | Relationships-In | Relationships-Out | Metwork Size | Value ®
Store - 314 Store 2 2 0 2 2 o 125

Store - 283 Store 2 2 0 2 2 o 125

Store - 477 Store 2 2 0 2 2 1] 125

Thomas Person 124 ] 124 185 ] 185 125 =
Record: [[4 ][4 1of 125 [p |[Bl] < >

You can click on any entity in the list to locate it on the diagram or click any entity in the diagram
to highlight it in the list. Additionally, you can use the [Group area] check box to group the grid
by any column or click on any of the column headers to sort by that column.

Details|Entity Metrics|Time Range| Unsaved

‘ 1] ‘ | @ Table (O Card [ Group area | a
~

Name Type Lines Lines-In Lines-Out Relationships | Relationships-In | Relationships-Out Network Size | Value

Store - 314 Store 2 2 0 2 2 0 125

Store - 283 Store 2 2 0 2 2 0 125

Ctare ATT Chrre al 1 n a2 o n 1= i

Record: | 4 |4 1of 125 [ |[pl] < >

Gradient Metrics

Now that your diagram is displayed and Visualizer calculated a variety of metrics, use the
Gradient Metrics feature to visualize Entity Metrics on your diagram.

B Viuoter ===
g | p o e — =
O0OBE M » 2, £ ¥ = @© @ 4y @, B. @ @ Q B ®.
: Clear Mew Open Save Undo Fedo  Entities  Getlinks Collapse  Layout  Transform  Zoom  Filtered  Remove  Output  GoogleEarth 3D Wiew Refresh  Panels  Options
Diagram (Timeline [ map PR Gracients
Entity Gradients o
=3
=
Relationships Out v B
z
Colar =
N
=
z
=
Linked to Size F
Linked E @
& ] 3
- =
; g8
N\ =
N Relationship Line Gradients =
H ‘{ \ 5
None v &
\ a3
Color &
a8 =
&
7 [ size >
R = | EY
v Ty 5
— 2
»
- . Metadata 5
e @
Lnkedto e "Q [ Metadata Type g
nters n_
Pt Gender

5 1~ (s ) ;
/ n” o v N\ o
B g

Lmke:l\:l's .

Details| Entity Metrics|Time Range|Unsaverd
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Select the Gradient tab on the right panel to color your entities and relationships based on the
metric you select. For more details, visit Gradient Metrics on page 163.

A Metadata Type with lookup values can have colors assigned to each. Select it for display here.
Save and Share Your Work

At any time while using Visualizer, you can save the current state of your work. Click the [Save]
button on the toolbar to show the Save Diagram form.

& Save Diagram - a x

Title

Description
i = ¥ A 4 L @B 9 & ||verdana =2 - ﬁ 4 a2

% B I U ax E

=2 3
-

O Private

Type a title that describes your diagram and optionally use the Description to add more details.
Diagrams can be marked as private to just you if you don’t want others to use it. Click the [OK]
button to save it to the database. This can be opened by you or, if not private, other users to
easily share your information and analysis.

How Visualizer Interacts with the Database

The Visualizer’s central purpose is to allow you to select entity and relationship information
from your database to visualize and analyze. In the Quick Tour above, you learned how to use
the standard Entity Search form to query the database for items to show on the diagram.

The remainder of this chapter explains how to add entities and relationships to the diagram to
support hypothetical scenarios.

Save an unlimited number of Visualizer diagrams to manage multiple scenarios and analyses.
While working with these options, it is important to understand the distinction between entity
and relationship records in the database and how Visualizer Diagrams are saved.

Formal Database Items

The entities and relationships that you view, edit, and add to the database are considered
“formal” items. They have been added to the database according to your organization’s
information policy, and even though some items may be based on less credible or reliable
information, they are nonetheless considered to be part of your body of knowledge.

Since you interact with formal items through the entity and relationship search, view, and edit
features, you can provide rich information, including metadata, notes, documents, and topics.
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With Visualizer, entities and relationships are not saved back to the entity and relationship
tables in the database. Rather, they are saved as a Visualizer diagram, which contains pointers
to entities and relationships in your database.

Informal Database Items

When you use the adding entity and relationship features in the Visualizer, the resulting items
are considered “informal” database items. Informal items do not have the same support for
metadata, notes, documents, and topics—they simply have a name and a type.

This means that they are not saved as entities and relationships in the database. Instead, they
are stored as items in the saved Visualizer diagram. This allows you to add any number of
informal items to your knowledgebase and save them in a way that prevents informal items
from being intermingled with formal data.

Saving Informal Items to the Database

As you work through your analysis process, you may discover some informal items are real data.
For example, an entity that you added to the Visualizer diagram last week turns out, through
new intelligence, to be an actual person with a known name and location.

In this case, you should “promote” the informal item to a saved item. The typical process for
promoting items is:

e Follow your organization’s information management policy.
e Add the new entity or relationship to the database.
e Replace the informal item in your Visualizer diagrams with the formal database item.

Panels
To maximize the amount of Entities Click on the
space within the Visualizer Selection Filter 5 thumbtack to
interface, the right panel has Selected Only @ "pin" and
tabs designed to be sized, selected and Connected z t:nlllllnt Lhe
moved, and hidden. This applies g o0 o
to both the tool tabs on the 2 €
right, and the information tabs Show/Hide ) Click tabs to
on the bottom. ® Show All Entities o activate
O Linked Entities 3 different tools.
e To move the entire tool O Unlinked Entities =
area, click on the blue area Show Labels 2
o
at the top of the tool area, Show Get Links Icon § - Click and drag
=
hold the left mouse btfltton Entity Range Filter % any tab to
down, and drag the window None = "tear off” the
to its new position. : ‘tab and place
e To automatically hide Limit by Entity Type 3 it anywhere on
. 4 the screen.
unused tool areas, click the Squelch 5
pin icon in the upper right \i > U§
corner of the tool area. The Lo =
tool area automatically shrinks to provide more screen space for the diagram. To reactivate
the tool area, simply move the mouse cursor over the desired tab.
o To “tear off” a specific tab, click on the tab, hold the left mouse button down, and drag it to
its new position.
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e To resize a tool area, move the mouse cursor over the border until the cursor changes to a
resize picture, then click and drag the area to the desired size.

For convenience, the program remembers your tool area positions and settings when you close
the Visualizer. The next time you open the Visualizer, your tool areas are restored to the saved
positions and settings.

Dockable Windows

The window areas in the Visualizer form are designed to be dockable at multiple locations. This
allows you to interactively “design” a workspace that is most conducive to the way you want to
see data.

How to Dock an Entire Window

To move an entire window (i.e. either the Information Tabs window or the Tool Tabs Window),
click on the blue title bar of the window and start dragging it. The window shrinks, and a series
of drop points appear. Drop the window on the desired drop point.

m =R
OOFEM>d» s B, £, 8 =, & @ y 0. B. ¢ @ &,

: dear New Open Save Undo fAeco  Entities Getlinks Collapse  Layout 1 ||rm Zoom  Filtered Remove Output  Google Earth 3D View  Options

=

Diagram * Timeline | Map 4 b Entities
[ ~|  Selection Filter 2
Selected Only

o P8 Selected and Connected

o Show/Hide
o [ Drop the window on one ® show All Entities
et B S e of the four drop points. O Unked entities
£ > f N 1 ey, O Unlinked Entities
S a p i Tt -tm I = l [ show Labels

Sm ] .
I— = ., S\ [/ — Entity Range Filter
(| A e : ] T
= Fa Rt -l = = None -
- B wbw T ® Time Range:
) 9 [JEnabled ’ Limit by Entity Type

|hi| Squelch
Detalls|Entity Metrics S s

11:00 PM — N o [
Unlock a window by Drag the Window.

clicking a tab and Numeric

dragging away.

*
leys s3up| siuaipess | sdiysuoueps| sauuus)

]

mefiaen | swaypl—

= o <=

Apply

Data Refinement

— E§ [ Entities | W

How to Dock a Tab

You can also “tear off” a tab using the same technique. Click on any of the tabs and start
dragging. That tab shrinks and moves. Drag the tab to the desired drop point and release the
mouse button.

Multi-Monitor Support

The Visualizer supports multiple monitors. If your computer has more than one monitor, and
your display adaptor and driver software support multiple monitors, you can configure
Visualizer to provide a larger working area.
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Primary Monitor Secondary Monitor

There are two ways to leverage multi-monitor support.
Tool Areas on a Second Monitor

Using the techniques described above in “Working with Tool Areas,” you can drag tool panels
onto another monitor. This frees more screen area on the primary monitor for the diagram.

Stretching

Un-maximize the program by clicking on the “Restore Down” button &l in the top right corner of
the main window. You can then drag the overall window to extend to both monitors.

Toolbar Overview

The Visualizer toolbar offers commonly used tasks. Each item is summarized here with more
details later.

OOBPM» " B, £, % = & @ v W. B. & ® O (00| %,

| Clear New Open Save Undo FRedo  Entities Getlinks  Collapse Layout Transform Zoom  Filtersd  Remove Output  GoogleEarth 3DView Refresh | Panels | Options

For buttons with dropdowns of additional options, clicking the button selects the first item.
Basic Options

The buttons on the far left:

OO B M>»A

Clear New Open Save Undo Redo

e Clear: removes everything from the screen. If there are changes, a prompt to save appears.

o New: creates a new Visualizer form without modifying the current one.

e Open: opens a previously saved diagram to replace or merge into the current diagram.

e Save: saves your diagram in the database which can be shared with others.

¢ Undo/Redo: Reset the last addition or removal of entities, relationships, shapes, layouts,
and other significant changes.
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Entities

Entities include the entity related tasks on the Visualizer. %
e Add entities to the diagram through a search form with or Ertitics
without their links. % add el
e Find an entity on the diagram by its name.
e View/Edit Entity details for the selected entity. EE. Find Ctrl+F
e Replace (Keep and Hide) entities based on entity and BB viw
relationship types.
e Compare selected entities for data differences. See Compare A% Replace
on page 275. % Compare
e Merge selected entities into one entity. See Merge on page 276
for details. % Merge
e Select All the entities. M selegal  Cirl+a
Get Links

One of the most powerful tools, Get Links, offers a wide range of options to add entities and
relationships based on your selected items.

&

Get Links
Only Add Direct Links (no new entities)
1 Degree 3 All
2 Degrees Only Direct Links
Entire Metwaork Only FROM Entity
Custam Degrees Cinly TO Entity
Between Seleded

Get Links Menu

e Only Add Direct Links: Add any missing relationships among the entities on your diagram
(does not add entities).

e 1 Degree: Add entities one degree from your selected entities with options for All, Only
Direct Links (not links between the entities added), and only links TO or FROM them.

e 2 Degrees: Add entities two degrees from your selected entities.

e Entire Network: Add all the entities for the entire network linked to your selected entities.

e Custom Degrees: Add entities up to 99 degrees from your selected entities.

o Between Selected: For your selected entities, add the minimum number of entities and links
to connect each of them to each other.

For more details, visit Get Links on page 118.

Collapse
Collapse removes entities that are only linked to the selected entity to clean up your %
diagram.

Collapse

For example, start with this diagram and select the central entity (Brian):

Chapter 12: Visualizer Page 107



'éf)
Refund

ret 232 sfore 682

BE—3 & 2,

fri vy 8047
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Store - 169

Store-1157 6571
=

3614

Original Diagram

After clicking Collapse, many entities linked to the selected entity are gone:

&,

Reflind i

re} 232 Store | 682

& 3

Brian 8047

l%

Store-1157 6571
After Collapse
1. Entities that are only linked to the selected entity are removed (entities 3157 and 5939).
2.

Entities that are only linked to the selected entity and other entities that are only linked
to the selected entity are also removed. For example, the store on the left.

The entities linked to the other entities on the right are not removed.

Layout, Transform, and Zoom

Rearrange the entities on the diagram with the layout type you select. Several layout types are
available. The last selection is highlighted. Layout options are also available here.
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.
Layout
:O: Increrm ental
o Circular
O Eliptical
] Rectangular
D Square
A Triangular
o Hierarchical

LY

Additional

£

L
-

£

Group by Entity Type

Layout Options

Set Last as Default

Transformm

B ACORTI

+
*-}

*

+
+

N

N\

il
19
-

-

Bring to Front
SendtoBack
Rotate Right 90°
Rotate Left 90°

Rotate 180°

Rotate Any Ange
Flip wertical

Flip Horizontal
Resize

Stretch Ctri+1
Compress  Ctri+2

Stretch toFit

@

Z0am

g .

Bt FEittoPage
@ Zoom In

@) zoom out

10%
25%
50%
75%
100%

150%

10

Ctrl+0
Ctri+Up

Ctrl+Down

The Transform button lets you modify your objects and diagram, the zoom to move in and out.
For more details, visit Chapter 13: Visualizer Layouts, Transform and Zoom on page 135.

Filtered Status

The diagram can be filtered with the entities, relationships, and links panels, and time range.
The Filtered button indicates whether the data is filtered and lets you easily turn it off.

Filtered Off

Remove

ij‘?

Filterad

Filtered On

i;’?

Filtered

Select items on the diagram and click the [Remove] button for options to remove them.

Remove from Diagram

Removes items from the diagram but not the database.

Disconnect Entity

Removes all the lines from the selected entity.

Delete from Database

Deletes the items from the diagram and database.

==

m -

Remaove

I FRemove from Diagram
& [ Disconnect Entity

&) Delete from Database
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Output

Output your Visualizer diagram’s data and appearance.

E .

Output

IE- Send to Mew Visualizer
wWiew Lists

Excel List of Entities
Excel List of Relationships
Diagram (PDF)

Diagram Image File

Reports

Volcee ]

Export toReader

Create a new Visualizer with your currently visible diagram, export it to Excel, create a PDF,

create an image file, print reports, and export the data to the free Reader version to share your
findings with others.

Additional Display Options

You can export your data for two additional views:

[\ N7,

Google Earth 3D Wiew

e If your entities have geospatial coordinates, it can be exported to Google Earth.
For more details, visit Google Earth Integration on page 199.

e The 3D View lets you explore and animate your diagram in three dimensions.
For more details, visit Chapter 18: Three-Dimensional Viewer on page 203.

Right Side Buttons

Three buttons are on the right side of the toolbar:

©@ m @

Refresh  Panels Options
Right Side of the Visualizer Toolbar

-

o Refresh updates the data of the Entities and Relationships on the diagram which is useful if
the data changed for entity name, images, metrics, relationship type, etc. Filters, gradients
and replace features are applied on the refreshed data. Note that entity type icons are not
updated if they change.

e Panels toggles the opening and minimizing of the right and bottom panels.
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Options

Q@ oI | &

Styles Refresh Panels | Options
Set style options such as colors, fonts, transparency, borders, ¥ styles
link thickness, etc. for the diagram, entities, and relationships. N
Settings can be saved under a name and retrieved later. This 3\ Properties
is covered in the Visual Styles section on page 124. ey

=2 Maps
Properties

oy Map Offline

Custom properties can be set for individual entities and
relationship lines on your diagram. They can also be saved to ) smallicons
the underlying entity or relationship to become their default ' -
appearance every time they are put on the Visualizer. The properties can also be saved to the
item’s type, so all entities or relationships of that type use those properties.

Entity and Relationship Properties d

Display Enfities based on these Properties (applied in descending order)
Diagram

Entity

Entity Type

Display Relationship Lines based on these Properties (applied in descending order)
Diagram

Relationship

Relationship Type

OK Cancel
Property Options

This form controls whether they are displayed on the diagram. Even if you set custom properties
for entities in your diagram, you can turn that on and off from this form.

Maps

Online maps are available if an Internet connection is detected to offer high resolution maps
across the world. Visit Online Map Options on page 192 for more details.

Map Offline

Offline maps toggles the Map Offline tab and shows maps without an Internet connection. It
also supports shape files and ESRI servers.

Small Icons

Toggle the toolbar buttons between standard graphics with text and small icons without labels.
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Basic Diagram Operations

The Diagram area provides an interactive surface to view and manipulate entities and
relationships. Typically, you use the Entities, Add Entity feature to select entities from the
database, then use Get Links to find all relationships to and from that entity. You can also add
new entities and relationships to see their effect on the overall diagram.

Selecting and Moving Objects

Once entities and relationships are displayed on the diagram, there are a variety of ways to
interact with them:

e Selecting a Single Object: Select an entity or relationship by clicking on it. This sets focus on
the object and provides the context for other operations such as Get Links and Remove.

e Selecting Multiple Objects: Select multiple objects by dragging a bounding rectangle around
the objects. To do this, click the mouse within an empty area of the diagram, and drag the
bounding rectangle to encompass the objects you want to select. You can also select
multiple objects by holding down the [Ctrl] key and clicking on each object.

o Selecting All Entities: Use the Windows Select All key (Ctrl+A) to select all entities.

e Moving Entities: To move an entity, click on it, hold down the left-mouse button, drag it to a
new location, and release the mouse button to finalize the operation.

e Moving Multiple Entities: First, select the objects using one of the methods described in
“Selecting Multiple Objects” above. Then drag the selected items using the mouse.

e Multiple Relationships: Some entities may have multiple relationships between them. If this
is the case, they are shown as “x relationships” (where x is the number of relationships). To
see the individual relationships, click on the relationship text, and the Details tab updates
with information about each of the relationships.

e Launching the Entity or Relationship Viewer: Double-click on an entity or relationship to
open the entity or relationship viewer. Note that this function is disabled for the informal
added entities and relationships, since there is no database entry for the added items.

Detailed Entity and Relationship Information

Double-click on any entity or relationship to
open the item in the View Entity or View Details |Entity Metrics|Time Range| Unsaved
Relationship form. This gives you access to the

complete information for the item. _ &

. . X . Name Thomas
Also, as you click on entities and relationships,
. X . Type Person
the Details Tab in the Information Tabs area Unique ID .
updates to show information about the item. value
Weight 50
Start Date
End Date
Status Active
Entity ID 1860

Created Date  5/11/2023 4:19:08 PM
Created By Admin
Modified Date 8/23/2023 1:43:23 PM
Modified By  Admin
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Add and Find Entities

To add an entity, click the [Entities] button on the toolbar and select %
[Add] or use Ctrl+E. -
Entities

The Entity Plc?ker form is esser.ltlally the same form as the Entity % =y P
Search form in Chapter 6: Entity Search on page 51.

) " _ ) EQ Fird Ctrl+F
Pick one or more entities from the search results using the [Shift] or
[Ctrl] keys with mouse click, then choose a button on the bottom BB view
toolbar to add them to the diagram. Y Replace
You can specify what else is added: %a o

E & 3 337 B e
Entity with Links Entity COnly +1 Degres, Only Direct Links +1 Degree, Al Links B Seled all Ctrl+4,

e Entity with Links: If the entities have relationships with other entities on the diagram or
each other, those lines are added.

e Entity Only: No links to other entities are added.

o +1 Degree, Only Direct Links: The entities with their 1-degree links are added, but links
among those 1-degree entities and existing entities are not added.

e +1 Degree, All Links: The entities and their 1-degree links are added, along with the
relationships connecting them. Links to existing entities on the diagram are also added.

Find Entities

As you add entities to your diagram, it is more difficult to locate %
specific entities. Use the Find feature under Entities or Ctrl+F. -
Entities
E2 Find >
% 2 Ctrl+E
Find what IEE Find Ctrl+F I
Thomas Find Next i
BB view
[]match case Cancel AY FReplace

% Compare
Type the name (or any portion of the name) of the entity to search
for and click the [Find Next] button. This finds every occurrence of %’ Merge
your search phrase in the entity labels of the entities visible on the

diagram [ selecal ctri+a

Find uses the text in the entity label which may be customized from the default Entity Name.

Click [Find Next] to cycle through all matches. Check the [Match case] checkbox if you want the
search to be case-sensitive.
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Replace Entities

Entity Replace lets you keep and hide entities based on their

types and relationships. This is a powerful way to create higher- % >

level views of your network and eliminate clutter. Ertities

For instance, you may have telephone call data showing calls % Add CHA+E
between phone numbers and the owner of each phone. Entity

Replace lets you replace the phones with their owners to show E’a Find Ctri+F

the connection between the people rather than phones.

E ey

A' Replace

Entity Replace acts like a filter. Once it is set, if you add new
entities to your diagram, like Get Links, the replacement is
applied to the new entities. Turn off Entity Replace to see to all
your entities again.

From the Visualizer diagram's toolbar Entities button, choose
Replace then select the entity types to keep and replace.

[ selecal ctri+a

M Entity Replace x
= H A3
Open Save Cornbine Replacements

The Entity Replace feature simplifies the diagram by removing entities based on their relationship
to other entities.

Keep Hide
Person ~ !i Phone Number -
Before

8 3 3 8

After

g g

Advanced... oK Cancel

Replace Entity Type Phone Number with Person

Click [OK] to apply the selection. Click the [Save] button to keep your selection for future use.

Page 114

Chapter 12: Visualizer



S

Jane Rawe

Has/owns
Called

E]’

555-393-2155

Edward Sims

»
sa

555-393-2156

8

Has/owns

Original Diagram Before Replace

Called

S

Jane Rowe

K.

Edward Sims

Diagram After Replacing Phones with Owners

Advanced Wizard

Click [Advanced...] for more options such as selecting multiple entity and relationship types to
keep and hide. Start by selecting by Entity Type or Relationship Type.

@ By Entity Type

(O By Relationship Type

Replace by Entity Type

Choosing Entity Type lets you select one or more entity types to Keep and Hide. Each entity type

with the number of them in your diagram are shown.
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Keep Hide
Entity Type (839) Entity Type (4,796)
[ Airline Flight (2) [ Airline Flight (2)
[] Bank Account (1) [] Bank Account (1)
[ Buyer (3) [ Buyer (3)
[] Country (1) [] Country (1)
[ Investor (1) [ Investor (1)
[ Location {2) [ Location {2)
3 person (333
[] Phone Mumber (4,796) Phone Number (4,796)
[] Display All Types in the Database
< > Cancel

Choose the Entity Types to Keep and Replace

Check [Display All Types in the Database] to see all the entity types in its lookup table. This is
useful to save settings for reuse with entity types that aren’t currently used by any entity in the

database.

Click [>] to select the Relationship Types to include in the replacement. By default, all are

selected, but you can limit the replacements to just specific types like ownership.

Replace Entities that have these Relationship Types:

[ Relationship Type | | 4

(839)

=-{JCommunication (4,782}
I ®¥] Has/Owns Phone (839)

é--DFamilv(l}

[] pisplay All Types in the Database

< Finish

Cancel

Select the Relationship Types to Include in the Replacements

Click [Save] to preserve the selections for reuse. Click [Finish] to see the results. Click [Finish] to

apply the replacement on your diagram.
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Replace by Relationship Type

If you choose Relationship Type in the Wizard's first screen, the same Relationship Type
selection form appears showing the count of relationship types in the diagram.

Replace Entities that have these Relationship Types:

Relationship Type | | A (2)

=-{]communication (1)

- “called (1)

[rax

[JLong Distance Call

8% Has/owns (2)

[] Display All Types in the Database

< = Cancel

Select Relationship Type First based on the Types in the Current Diagram

Check [Display All Types in the Database] to see all the relationship types in its lookup table. This
is useful to save settings for reuse with relationship types that aren’t currently used by any
relationship in the database.

Click [>] to see the relationships passing the filter.

Relationships

Entity 1 Relationship Type Entity 2

Edward Sims (Person) 240-555-2156 (Phone Numb...
Jane Rowe (Person) Has/owns 240-555-2155 (Phone Numb...
Record: |4 || 4 10f 2 | ||kl

@ Keep Entity 1, Hide Entity 2

) Keep Entity 2, Hide Entity 1

< Finish Cancel

Relationships and their Entities to Replace

The list shows the relationships to be replaced with the Entity 1 and Entity 2 values. Choose
whether you want to Keep Entity 1 or 2. Click [Save] to save your selections for reuse. Click
[Finish] to see the replacements on the diagram.

Combine Replacements

If saved replacement settings exist, they can be combined with [Combine Replacements]:
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¥ Entity Replace

= HI A3
Cpen Save Combine Replacements

The Entity Replace feature simplifies the diagram by removing entities based on their relationship
to other entities.

Select the saved replacement settings and their order. A saved replacement can be applied

multiple times depending on how you want to layer the replacements. The order matters as the
replacements are based on the entities that exist when each is applied.

¥ Combine Replacements

= 1

Open Selected Save Selected

Saved Selected

Replace by Has/Owns relationship type Replace by Has/Owns relationship type
Keep Persons, Hide Phones Keep Organization, Hide Persons

Keep Gang, Hide Persons
Keep Gang, Hide Persons and Phones

<<

OK Cancel

The entire set can be saved for reuse.

Clear Replace

After Entity Replace, the Filtered button is highlighted on the toolbar. Click that to turn off all

filters, but that includes other filters. If you just want to remove the Entity Replace filter, open
the Entity Replace form again.

If an Entity Replace is applied, the bottom has a [Clear] button. Click it to remove the Entity
Replace.

‘ Clear oK Cancel

Entity Replace with Clear Button

Get Links
Get Links adds entities and relationships related to your selected entity or entities. If no entities
are selected, Get Links is applied to all the entities. A relationship from one entity to the next is
one degree. You can add multiple degrees at once.
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&

Get Links
Cnly &dd Direct Links (no new entities)
1 Degree J All
2 Degrees Cnly Direct Links
Entire Metwork Cnly FROMEntity
Custom Degrees Cinly TO Enkity
Between Seleded

Get Links Menu
Only Add Direct Links (no new entities)

The first menu item can be considered zero degrees. It adds any missing relationships among
the entities. It is a way to make sure all the relationships among the entities are included.

1 Degree

“One Degree” adds all entities and relationships linked to the entity. If an

entity on the diagram has links available, a [+] button appears next to it (if +
the Entities panel has “Show Get Links Icon” checked). Add one degree by

clicking on the [+] or selecting 1 Degree from the top or right click menu.

1 Degree has four options: All, Only Direct, Only FROM or Only TO. Notice
the difference between [All] and [Only Direct Links] where All adds the links
between the linked entities.

e [All] includes linked entities, plus relationships among those entities.
e [Only Direct Links] is a hub and spoke linked to the selected entity in the middle.

If you choose the Only Direct Links option, you can add the missing relationships later by using
the Only Add Direct Links menu item.

All Links Only Direct Links
= [y
<4 £
Y Storé -399 o . 738 |
e b }/5}“‘
8139 “ i%l A
Store -232 4125 Store - 399
] .
2 &, a
Store - 1197, <oy ’5“.""" st 169
6646 £l ore -
Store - 1197
[T 72 7 [ =7
& 2 v = -
9315 Kelly =q Kelly 9315
738 5l
“q
Store -232
— s 4
T 3
i, \@3 6646
Store -1157 1439 !@
=4 [T
= (;1/: ‘ 1439 iz
ﬁ 4 e 7 o - 8139
4125 ;_,.,?’ Store - 169 ’-"{’ ,4';_,?,
Store -335 Store - 1157 Stcré-—ssﬁ

Chapter 12: Visualizer Page 119



Directional Links

You can also choose to include relationships either TO or FROM an entity. Every relationship has
two entities. A relationship goes FROM Entity 1 TO Entity 2 (related entity).

For example, Transaction 9757 has relationships FROM one person and TO two stores. These are
the four Get Links options for entity 9757 in the top left corner:

All Links for 9757

Only Direct Links

i

Stbre - 580
- ‘ e
= 2
Thomas Store - 159

Thomas

707

Store - 580

4

“‘ -
1111"
=

Store - 159

Only FROM Entity

Only TO Entity

Store - 580 Store - 159

3 Reltionships

=l

Thomas

2+ Degrees

You can also use Get Links for 2 or more degrees (up to 99 under Custom Degrees). Higher
degrees may bring back so many entities that your diagram becomes too cluttered to use.

Entire Network

[Entire Network] gets all the entities linked to your selected entity or entities. This adds all the
connected entities without guessing how many degrees there are.
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Custom Degrees

Custom Degrees lets you specify more than two degrees.

I Get Links Custom Degrees

® Maximum degrees

3 [=

-

) Entire network

Degrees from Selected Enfities

Get Links adds entities with relationships to your selected entities.

If no enfities are selected, Get Links is applied to all the entities on the diagram.

Between Selected

This is an extremely powerful feature that allows you to select multiple entities to add the
fewest entities and relationships connecting them, creating the smallest, tightest network

among them.

Select 3 Entities

Get Links, Between Selected

Diagram [Timeins Map

=

Algebra 3

Attends Attends

Cliff Murray

Mark Mitra

Attends |

=

Chemistry 4

sibling of
Attends

‘Attends

Sibling of

Tim

- Bob
Sibling of a
Joe

Member of

Member of

Basketball Team

Member of

For every pair among the selected entities, the fewest entities are added to connect them. They
are added without moving your selected entities. You may want to use the Layouts options to
redraw the network such as Incremental or Circular, Multiple Circles.
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Get Links Between Entities Options
q.

Retrieve the community of entities and relationships connecting your entities.

Sent\i analyzes every pair of selected entities to retrieve the mimimum
number of entities to connect them.

Mumber of entities between pairs:

® Least number of entities to connect every pair

O Limit number of entities between pairs

-

-

() Mo entities between pairs (Only direct connections)

After enfities are retrieved For the retrieved enfities:
[] Hide Unlinked ® Add lines to ALL entities on the diagram.
[] Perform Layout () Limit lines to the SELECTED entities.

oK Cancel

Choose the minimum or maximum number of degrees between your entities

Select the first option to add the fewest degrees between each pair of selected entities. Note
that a pair may have multiple sets of entities with the minimum degrees.

The second option lets you limit the number of degrees. For instance, if you specify 3 degrees, it
means up to 2 entities can be added between every pair, so they are no more than 3 degrees
apart. If any pair is more than 3 degrees apart, those entities are not added.

After Entities are Retrieved
After the entities are added, you can optionally:

e Hide unlinked entities to focus on the connected entities.
e Automatically rearrange the entities for a more visually appealing layout. Without this,
the new entities are added to the diagram but not moved to optimal locations.

For the Retrieved Entities

When the new entities are discovered and added to your network, the first option adds its
relationships to all the entities on your diagram.

You can restrict the new relationships to just the selected entities.
Get Links and Data Refinement

Get Links respects the Data Refinement Filter if "Restrict New Entities” is checked:

Page 122 Chapter 12: Visualizer



Data Refinement -\J)

]

Filter Entities

Select

Restrict New Entities

Get Links Examples

In the following example, start with Jane at top and select Get Links, Entire Network. The left
diagram is without data refinement and shows the entire network connected to Jane.

The right diagram shows the results with cell tower entity types excluded and “Restrict New
Entities” checked. Because the Cell Tower is excluded that part of the network is not added. If
Relationships have “Restrict New Links” checked, only the selected relationships are included.

Get Links, Entire Network Get Links, Entire Network, with Data Refinement
- &
Jane

Has/Owns Phaone

Has/Owns Phone

<

Persan

4521%
Has,/Cwens Phone

Placed phone call to

X Tower/Phone E
s B

Tower/Phone

Phone Mumber ¥y Tower,.l"F‘hojh?egd 4321
- -« Has/Owns Phaone
East fuower
% Placed phone call to
Tower/Phaone
1234
Has/Owns Phane 7 ot Has/Owns Phone
Eéi Jim

The next example starts with 4 selected people (green) followed by a Get Links, Between.
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Person,

Has/Owns Phone

Phone Number

Has/Owns Phone

G

Mary

Get Links, Between

Tower/Phone a
= Tower/Ph
K Has/Owns Phone

East Tower

Tower/Phone

R

Jane

Has/Owns Phone

Placed phone call to
Tower,/Phone

<o

Person

G

Jim

G

Mary

Get Links, Between, with Data Refinement

vy

lane

Has/Owns Phone

432%

Placed phone call to

1234

Has,/Owns Phone

s

Jim

The left diagram shows the results with no data refinement and how they are connected. The
right diagram shows the results of Get Links, Between when Data Refinement excludes cell
tower entity types which is the middle entity in the left diagram. Without the Cell Tower, the
two people on the left are not connected to the two on the right.

Visual Styles

The [Styles] button under Options launches the Visual Styles form.

" J E J'i'r_ W Styles X
Refresh  Panels Cptions Load/Save
w 5t'y'| 5 Visual style name .
Default ~ Save As ]
i\ Properties
. General
5 Maps
l: Background Color [JDraw grid
B Small lcons
Entity Defaults Relationship Defaults
Text Text
Color Font Color Font
. ... | Calibri1l pt . v | Calibrillpt
Line
Transpar;ncy 20% Transparency 40%
[]show border Color Thickness
| T
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General Settings

Background Color: Sets the background color of the diagram.
Draw Grid: Turns the grid background on or off.

Entity Defaults

Text Color: Set the color for entity text by clicking the color box.

Text Font: Set the font for the entity text by clicking the [...] button.
Transparency: Set the transparency of the images. A higher value is more transparent.
Show Border: Toggle whether an entity icon has a border.

..... r.-\.! Lo o . .,‘-‘-. e
— . ~ — ' : =
— m = & il
2 i N A -
7// 1IN\ e | @77 1IN

Borders off

Relationship Defaults

Borders on

Text Color: Set the color for relationship label by clicking the color box.

Text Font: Set the font for the relationship text by clicking the [...] button.
Transparency: Set the transparency of lines. A higher value is more transparent.
Line Color: Set the color of relationship lines.
Line Thickness: Set the thickness of relationship lines, from 1 to 14 points.

Saving and Loading Visual Styles

When you click the [OK] button, your settings are automatically saved. The next time you start
Visualizer, those settings are in effect.

You can save and name the Visual Style settings by clicking the [Save As] button. To return to the
default settings, click the [Restore Defaults] button to reset all the current visual style settings to
their default values.

Save the Diagram and New Data

As you work with the Visualizer, you are likely to create many diagrams to handle multiple
analysis projects. You can save your diagrams and optionally share them with other users.

When saving a diagram, it is important to understand that there are three types of data active in
the Visualizer tool:

Diagram is the pictorial link chart of entities and relationships. Diagram data consists of
pointers to entities and relationships, and their position on the diagram.

Database Items are entities and relationships that are retrieved from the database via the
Get Entity operation and the Get Links operation. Database entities and relationships are
stored in the database and therefore are available through standard database functions like
Search, Add New, Reports, Export, etc.

Chapter 12: Visualizer

Page 125



o Added Items are entities and relationships that you create “on-the-fly” using the Add Items

panel (see page 168 for details). These items are not saved in the database yet and only
exist in the diagram.

When you save your diagram, the layout is saved with the items but not their details. Details are
retrieved from your database when the saved diagram is opened. The added items can be saved
to the database or merely kept as part of the saved diagram data.

To save the diagram to your database, click the [Save] button on the toolbar. Note H
that after saving, you cannot undo previous changes.

If your diagram has no added entities or relationships, the standard Save form appears S

to type a title and description. Enter a title and optionally add notes in the Description box
which can be rich text.

Click the [OK] button to save the layout of entities and relationships on the diagram. The details
of the entities and relationships are not saved as they are refreshed with database’s current
data when the diagram is retrieved. Your username and created time are saved.

= save Diagram - a *

Title

Description
H = ¥ B % 3@ 9 | verdana =l12 = ﬁw/ﬁ'

@ B 7 U E

"

= =
F

[ Private

Save Diagram

Saving a Diagram with Added Items

If you add entities or relationships to your diagram, the Save button opens the Save form with
an additional section for the items.
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E Save Diagram

- O *
[save Visualizer
Title
Description
Al = v & # Ha (B Verdana 12 A p [ g
R B U 4| = === EE iziE X, |6
Private
Save all new items to database Unsaved
Entity Name Entity Type
g lperson
+} Target Store
Record: | [4 || 4 10f 2 | | Pl
Topic | Default v

Save Diagram Dialog with option to Save the New Items

This form can save your diagram like the standard version. It can also save your added entities
and relationships to the database as formal entity and relationship records with these options:

e Save Visualizer: Check this to save the diagram, which is the collection of entity and
relationship locations and styles.

e Save All New Items to Database: Your added entity and relationship items are listed. Click
this option to add them to the database. Once added to the database, they are no longer
unsaved items. They are now “Formal” database items, and available to standard database
features like Search, Add New, Reports, Export, etc. You can leave this option unchecked
and just save the visualizer which would include the new items in their unsaved state.

Save As a New Diagram

If the current diagram was opened from a saved diagram, pressing [Save] shows the current
name and text. If you don’t change the name, it replaces the existing saved copy.

If you change the name, a prompt asks if you want to replace the current diagram (renaming it)
by clicking Yes, or saving it under the new name by clicking No.

Do you want to rename the current one (Yes), or save a new
one (No)

Yes No

Rename the Saved Diagram or Save As a New Diagram
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Open a Saved Visualizer Diagram

Load a previously saved diagram by clicking the [Open] button on the toolbar. If you

have unsaved work in the Visualizer, you are prompted to save your work. E?
¥ Open Visualizer O X OF:IEH
Select One or More Saved Visualizers

Title Entities Relationships | Created By Created Date M
Gangs, people, phones, and call rec... 8/1/2023 2:19:44 PM

Gangs, people, phones, and call rec... 36 62 Admin 8/1/2023 2:21:07 PM

Gangs, (people replaced), (phones,... 36 62 Admin 8/1/2023 3:02:12 PM A
Kelly plus 1 Degree (All) 13 19 Admin 7/25/2023 5:44:09 PM A
Gangs, people, (phones, replaced),... 36 62  Admin 8/1/2023 2:32:26 PM

Phones and call records, Increment... 24 44  Admin 7/27/2023 9:06:19 PM A
Gangs, people, phones after replaci... 36 62  Admin 7/31/2023 4:04:34 PM

Mary plus 1 Degree (All) 33 78 Admin 7/25/2023 5:55:06 PM A
People, phones, and call records - ... 33 53  Admin 7/28/2023 11:46:11 AM Al
Phones and call records, Hierarchic... 24 44 Admin 7/27/2023 7:31:00 PM Al
Phones and call records, Circular- ... 24 44 Admin 7/27/2023 9:07:13 PM A
Thamas nne degres 125 185 Admin 11/17/72021 1-02-16 PM e
Record: | [4 | 4 1of 16 [p |[PI] € >
Description

This chart illustrates the connections between gangs and people, people and the phones
that they own, and then which phone called which phone. The Hierarchical (top to bottom}
format is just one of many Layouts from which to choose.

e E % . B |

Open hMerge &dd Common Entities Edit Delete

e Open: Select an item and click the [Open] button to replace the current diagram.

o Merge: Add the selected diagram to the current one or just keep the common entities.

e Add Common Entities: If two or more are selected, add their common entities.

e Edit: Edit the title and notes of the selected diagram.

o Delete: Delete the selected diagram. You can delete your items—only Administrative users
can delete items belonging to others.

Merge Diagrams

The Merge button offers three options to combine the saved diagram with the current one:

I%vl

Werge

% Center Commaon Entities

% Do Mot Move Common Entities

@ Remaove Uncamman

Merge Submenu Options

We can use these examples for the merge options. The current diagram on the left is Carl’s
network. Sam’s Diagram is saved and being merged into Carl’s:
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Current Diagram (Carl) Saved Diagram to Merge (Sam)
. [T .
ﬁ Ih@ '@n w 'gf)z
Store - 82825 14301 N 91376 7767 916191 ﬁﬂ
Stofe - 82825
& 619191
Store - 828282 Ya ¥
;@ 91377‘ 913791
Store - 1182 !gﬁ‘ ,".Z!ﬁg
. 99191 m 99190
Carl Sam »ﬁ
Biadia
al é} Store - 828282
. @ 7333 )
' 7767 - e
9191001 0173 L Y
¥ L=
;, i Lé} b Qf;
4 @ 9191913 - v Y E:El
'3 791791 £ F Siore 1182
7336 17191 90919

Do not Move Common Entities

The second option is easiest to explain. The selected diagram is added to the right of the
original. If there are common entities, the new diagram connects to them without adding them:

£ga P
Bafl o l@f} %) L
Store - 83825 13301 91376 919191
l@
Py
purmed 619197
s
Store - 828282 s, [
=Y #
i v
- \ 913791
Store - 1182 P
s o
Y
Qarl 99190
A!<
= 7767 -
9191091 7233 -
< . ¥y @
. D,
v l?@ . 91917
Y 791791 21773 p -
733 E 90917
9191913 ¥ M
‘e @
17191 90919

Center Common Entities

Usually, one wants to know which entities are in both diagrams. The “Center Common Entities”

option highlights this by moving the common entities so they are in the middle:

b ke ‘%
183, 913% 919191
e
i SN e
T4 Suere-B8E2 - 0
. "
§ o177
- Boice
- .~ -
Garl * il s v — 99190
ssar A
Store-1182 Store- 2262 o
e
= -
sis1081 7 .
v . g
- g ¥
‘ ' hat stsrr
b 791791 o e
, N w
336 t 30917
TS AR
s e
e somis

The Four Common Entities are Moved into the Middle

Note that shapes (arrows, circles, labels, etc.) from the saved diagram are not merged into the

current diagram.
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Remove Uncommon

If you are only interested in the entities in common, “Remove Uncommon” deletes all the
existing entities not in the selected diagram. You are left with just the common ones.

Ealn

Store - 82825

&

Ba

Store - 828282

Store - 1182

"

7767

Just the Four Common Entities Remain

Add Common Entities
If two or more saved Visualizers are selected, the Add Common Entities button is enabled.

-

&dd Cormmon Entities

E Entities in Every “isualizer

o® Entities with Links

o “Entities in Every Visualizer” finds the common entities and adds them to your diagram.
e “Entities with Links” adds those common entities plus any relationships among them.

Output
Visualizer can send the current diagram to a new Visualizer D
window, a list, Excel spreadsheets, PDF, image file, reports, T
and a sharable Reader file. Dutput
Send to New Visualizer M@ Sendto New Visualizer
The Send to New Visualizer feature creates a new Visualizer ||| iew Lidts
WIndOW with the items in the cu.rren.t V|ew.that are r.10t ﬁ Sl s 6 S
filtered out. This opens a new Visualizer window while
leaving your current Visualizer window unchanged. * Excel List of Relationships
View Lists Diagram (FDF)
View the list of entities and relationships with options to M Diagram Image File
select individual items to send to the Visualizer with or
without links, view details, export to Excel, reports, and Repaorts
even delete them. ==ﬁ Export to Reader
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Excel List of Entities

Create an Excel file with the list of entities in the diagram. The list includes the entity name,
type, and a variety of other details for each entity.

Excel List of Relationships

Create an Excel file with the list of relationships in the diagram. The list includes the pair of
entities, the relationship type, and many other details of each relationship.

Diagram PDF

Create an Adobe Portable Document Format (PDF) file for the diagram. The PDF limit is 200 by
200 inches, roughly 20 pages. This is an Adobe limitation. PDF output uses a high-resolution
vector representation, not just an image.

Diagram Image File

Export a picture of the current diagram. The Save Image form appears:

= savelmage O *

Size to fit preview

Image information
® Height 434
= . Width 502
w H Res 56
V Res 96

f = Export format
5 o :gg_ﬁ : ) e ® Portable Network Graphics (PNG)

H R ) L O Compressed (JPEG)
o & g 1 1L
AN Gl A - Smallest Size Highest Quality

i -;_h" O Uncompressed Bitmap (BMP)
>

. s a2 = L .= '. R b
— S 5
—— o R [ L 81 .
) = =7 Y a ] Lo ®
e 3 - —— o o _— Color format
= 7 {7 / “ ® Ccolor
iy i : ) =
O Grayscale

Options
Open image after save

OK Cancel

The Preview area shows a thumbnail view of the picture to be exported. Uncheck the [Size to fit
preview] checkbox to see the full view.

Specifying Options

Use the Export format controls to specify formatting options for the picture. The JPEG format
uses compression to result in a smaller file size but may lose some information fidelity. You can
control the amount of compression for JPEG files using the Size/Quality slider.

The Windows Bitmap format is uncompressed and provides the highest picture quality but
results in larger file sizes. You may want to experiment with the file formats and compression
ratios to arrive at the best option for your needs.
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You can also convert the default color image to grayscale by selecting the grayscale option.
Saving the Picture

After setting the options, click the [Export] button and specify a location and file name for the
exported picture. If you checked the [Open picture after export] checkbox, the picture is opened
with the program associated with the file type in Windows.

Reports

Sends the current Visualizer Dataset to the Reports. For more details, visit Chapter 11: Reports
on page 95.

Export to Reader

Licensed users can share diagrams with non-licensed users running the free Reader. Create and
distribute the SVX Reader file that contains your link analysis diagram, timeline, and map. Users
with a license can also view the Reader diagrams.

From the toolbar of the Visualizer pane in the licensed version, click Output and select [Export to
Reader] to open the Export Reader Options form.

S+ Export Reader Options >

Export File Contents
Entities and relationships may have documents and notes associated with them.
To not share them and for smaller export files, exclude documents and notes.
Include Documents

Include Notes

Show
Timeline Tab Map Offline Tab
Map Tab Google Earth Button

Password (optional)

Password Confirm

OK Cancel

Export Reader Options
Choose what content the SVX file should or should not contain.

e Include Documents: Text files, Word documents, webpages, videos, or any other file type
recognized by the Windows operating system.
e Include Notes: The notes on entities and relationships.

The diagram tab with the link chart is always included. If your Visualizer data includes time and
geospatial data, options in the Show section let you include the tabs for Timeline, Map and Map
Offline, as well as showing the Google Earth button.
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A password can be added to the SVX file for added security. Click [OK] and name the SVX file
(make note of the path/folder).

Open a Reader SVX File

Download and install the free Reader to view the SVX file with the diagram and data including
metadata. Documents and notes may be included if those options were selected when the
Reader file was created. Once the Reader is installed, open an SVX file from [Open Reader File].

# File Window Help

Visualizer

C, Jpen Reader File

Select the SVX file and the Visualizer window opens displaying the diagram. The Reader user can
move objects, navigate, and open details for any of the items.

Diagram ' Tirneline 4 I»  Navigator q
m WIORTY IVCLuin ~ | Flt .
a ! ——
i Rgﬁi'ii esﬁei‘San m =
8835 | ==
'k" [ akeSReturn
gft“"‘ Makes RetuRM
M@ﬁfﬁ‘_ / 4 Relationships
sReturn ﬁ@ D Link
Store - 149 é
Makes Return Mark
Makes Return Makes Re
i Return
Entefs$

M a es ﬂe?urn I

Mak
Linkedito ms Return i
I u nk(ﬁrﬁ?ed s}

6170
]( mA_0.__owm_a N 4 < >
Details|Entity Metrics Ctrl + Mouse Wheel to Zoom
M Home | Bvisualizer © 4bx

Visualizer in Reader with Limited Options
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Chapter 13: Visualizer Layouts, Transform and
Zoom

The Visualizer Diagram provides a variety of automatic layout routines that can organize the
entities and relationships in your diagram in more understandable and manageable patterns.
Transformation options let you rotate, resize, and skew the layout, and the Zoom feature lets
you magnify and decrease the diagram.

Layout, Transform and Zoom Toolbar Buttons

This chapter covers these three toolbar buttons that adjust the position of the entities:

L} . il
o o @ .
Layout Transform Zoom
L] — o .
L2 Incremental Bring toFront [t fittoPage Ctri+0
o Circular = send toBack @ Zoom In Ctrli+lp
QO EHliptical B\ RotateRight 30° & zoomout  cirl+Down
. 10%
] rectangular ﬂ Rotate Left 90
25%
D Square +_ 3 Ratate 180° ¢
50%
A Triangular G Rotate Any Angle
. 5%
L Hierarchical == Flip vertical
_ 100%
L] q .
Group by Entity Type Flip Horizontal
& p by Entity Typ \ Lsoo
= q
© Additionsl it Resize 2
+
desai . ki
4 Layout Options &+ Stretch Ctri+1 3%
+
= -
Ul Setlast as Default 4 Compress - Cirit2 &
Stretch taFit 5%
10
e Layout automatically repositions the entities into different shapes.
e Transform adjusts the Z-Order of individual entities, and changes the entire diagram by
rotating, flipping, resizing, and stretching.
e Zoom changes the zoom level which can also be performed with the Ctrl Scroll button.
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Incremental Layout

Incremental layout uses an algorithm from the “Spring Embedder” family of graph layouts.
Spring Embedder layout algorithms provide a layout that highlights clusters and groupings while
minimizing edge crossings.

o
Layout
:O: Incremental 3 -';_- Tiled MNetworks

‘o’ One Metwaork

The result is a layout that can highlight clusters and groupings.

The Incremental layout uses a random initialization, so the results vary each time. Run it
multiple times and use Undo/Redo to switch between them. If you like the results, but not the
rotation, use the Transform feature to adjust it.

A special feature of the Incremental layout is that it does not modify positions of existing
entities as you use the Get Links function. This is useful as you manually arrange entities and
repeatedly use the Get Links function.

Incremental layouts can tile each network separately or put them all in one block.

Tiled Networks

If the data on the Visualizer includes multiple disconnected sets of entities (networks), the
layout now tiles each network more efficiently. They are sorted by tallest to shortest heights,
and “word-wrap” around the largest (first) network.
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For small networks of 5 or fewer entities, standard layouts are used for consistency:

331

330330

= W

o

= W

330

330

=

J

330

= W = W
2 Relationships

= W = W

(&) 331 4
= ®
330 ™.~ 2 Relationships o

= ® = W
One Network

One network arranges each of the networks around a central point:
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Circular Layout

The circular layout option organizes entities and relationships in a circular pattern.

O Circular

(| Multiple Cirdes

@ Spiral
Concentric Cirdes

@ Circle with Center

O One Cirde

These examples are for entities sorted by Lines Out with gradient coloring. For the single circles,
the entities are filtered to 2 or more lines to include fewer entities to illustrate the differences.

Multiple Circles

Multiple Circles displays entities with their own set of linked entities as a separate circle:

Circular Spiral

Entities are sorted from the center and grow
out in a spiral (with gradient on Lines Out):
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Entities are placed in larger circles from the
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Circle with Center One Circle

One big circle with the first one in the center: All the entities in one circle:
N :m’{ha- - . »%{,’Aﬂ
=

Elliptical Layout

The Elliptical layout option arranges the entities in an ellipse that fills the entire Visualizer
window starting from the center out. This is similar to the circular layout but uses more space,
so it has more entities in one orbit than a circular layout.

(O Hliptica v (@& spirsl
Concentric Ellipses

@- Ellipse with Center
(:) One Ellipse

Shown with angle starting at 90 degrees (far right) as defined under Layout Options.

Elliptical Spiral Elliptical Concentric
Entities are sorted from the center and spiral Entities in larger ellipses from the center

out: out:

. j aa s . . 2 3 & = . 7 :

; - = = = = B =

E‘L ‘?5. - = @/:3 ! zm o irunﬂ m” =

Ellipse with Center One Ellipse
One big ellipse with the first one in the center: All the entities in one ellipse:
- - -
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Rectangular Layout

The Rectangular layout option arranges entities in a rectangle that fills your Visualizer window
starting from the top left corner.

] Rectangular » I Filled Rectange

[®] Rectangle with Center

[] oneRectange

Filled Rectangle
& =N = = = s B e
S| =] =) =] L _EL$ \- }'ﬁ? ji\'ﬂ\ =8 EE:Y g EE-Y
=& 2% = o8 “8 % o % “B % °B =%
= 5t CF ] EE- | El-| - a8 21| =8 1| 5| =1 =X
° 5 om ek == eF! =a -= = -3t =3 gt
=® B =& Rt =& Rt =® =8 c® =8 bl o
Eﬁ aﬂ Eﬁ
Rectangle with Center One Rectangle
All the entities are in one big rectangle with All the entities in one rectangle:
the first one in the center:
BEEanEEEEEEsy EEEE - BEE - s = EEEpOEEEEEEs @ @E - @EEEE e » o2 s
il ’ .

---------------------------------------------------
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Square Layout

The Square layout option is similar to Rectangular except the entities are in a square which does
not fill up the window if it’s not square.

‘ﬂ Sguare

Filled Square

. Filled Square

E Square with Center

D One Square

.=.r:‘

first one in the center:

.
2
.
.
.
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All the entities are in one big square with the
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Triangular Layout

The Triangular layout organizes the entities in a triangle that fills the Visualizer window.

Triangular * ‘ Filled Triange

‘& Triangle with Certer

A One Triange

Filled Triangle

Each row has more entities. The bottom row distributes the remaining entities evenly:

=
B ==
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Y el B ENREN SRR

o 2 @ | = » % ) » »
& k-] & B A % 2 & 2 & &
] =l | L] A | “H 1| | a = = A
H H EH = = A = = = = H B i A B
= = H i = = = H il 2 =2
Triangle with Center One Triangle
All the entities are in one big triangle with the All the entities in one triangle:
first one in the center:
ﬂ__- - :‘Ln
- . [_|
h“l. ﬂh

Hierarchical Layout

The Hierarchical layout option arranges entities in a hierarchy. As explained in Chapter 7:
Relationships on page 61, all relationships are directional—they point from one entity to
another in a specific direction. For example, Mary is the boss of Fred; Fred is the supervisor of
Joe, and so on. The Hierarchical layout option takes advantage of this design to show the
hierarchy of a network. You can select which direction the layout appears.
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= | Hierarchical b ||% | ToptoBottom

4%  Bottom to Top

“ii LefttoRight
i0+ Righttoleft

For example, if you select only organizational type relationships, you can see the hierarchy
layout of the entities.

Mike Dillon Sally Prescott Tom Hall George Johnson
Has/owns Has/owns Has/owns Has/owns
) 4 Y h 4 Y
» L] » -
299-6620 703-356-4700 240-3932 727-9930 Edward Sims
Long Distance Call_2 RelationshipRelationships Long Distance Call 2 RelationshiHas/owns
Local Call'Long Distance-Call Leng Distance Call
y p) ¥ 4 Y
wm~ (] (] A F - B A (]
-/ -/ ~J s -/ -/
445-2828 334-8688 356-4728 393-2158 393-2191 393-2156

Group by Entity Type

Easily organize and see all the entities by entity type using the Group by Entity Type layout.

" Group by Entity Type  » Circular Concentric

Circular Spiral
Elliptical Concentric
Elliptical Spiral
Rectangular

Square

PEEOOO®

Triangular

Each entity type is treated as a separate network arranged from largest to smallest number of
entities. Within each entity type, they are sorted by name.
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Layout by Entity Type in Concentric Circles
Hide Relationship Lines

If your diagram has relationships, there may be lots of lines between your entities obscuring the
layouts. From the right Relationship panel, turn off relationship lines.

Relationships

Relationship Lines o

0.

] show Lines ‘ E
Show Labels I?

o

Show Arrows A

-

Style 5

2
Curve v 2
o

Turn off Show Lines from the Relationships Panel

Grouping by entity type makes it easy to see all your entities by type. You can easily select the
ones you don’t want and remove them or select the ones you want and send them to a New
Visualizer under Output.
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Additional Layouts

0 Additional b Force Directed
Orthogonal Large

Crthogonal Small

Force Directed

Force Directed is another layout algorithm from the “Spring Embedder” family of graph layouts.
The difference from Incremental layout is only one of aesthetics.

Orthogonal Layout

The Orthogonal layout uses only horizontal and vertical orientations. The entities are placed on
a grid of rows and columns with relationships parallel to the x and y axes.

Orthogonal Large Orthogonal Small
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Layout Options

Select Layouts Options to customize default behavior for
displaying, sorting, angles, time limits, and zoom behavior.

# Layout Optians

I Layout Options

Multiple Network Displays

A network is a set of connected entities.
For the shape layout options,

Zoom After Get Links

@ Fit to Page
(_) No Zoom

if there is mare than one network: @ Descending Start at‘: o
® Tile Each Network Separately O Distributed O 270° O i
O all Networks in One Layout O Ascending degrees 180°
Performance

Speed Quality  Maximum processing time
Incremental ] 10 |2 seconds Seconds

® Per 1000 Entities

Force Directed L 10 7| seconds O Fixed

Sort Entities Circular Sort Start

For Shape layouts For circular and elliptical shapes

Multiple Network Displays

If the entities on your Visualizer are all connected to each other, it is one network. If they are in
multiple disconnected networks, this option lets you tile them in separate shapes for each

network or all in one large layout.

Each Network in Separate Circle

Circle with Center

All Networks in One Circle Layout

Each of the networks is displayed in its own All the entities from all the networks are

arranged in one Circle with Center
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Geometric Shape Options
The Geometric shapes include Circular, Elliptical, Rectangular, Square, and Triangular layouts.
Sort Entities

Entities are sorted in shape. This option lets you sort them in ascending, descending or
distributed order based on the currently selected entity gradient or range filter. If none is
selected, sorting is based on Line Count.

Circular Sort Start
For the circular and elliptical shapes, you can specify where on the circle it starts.
Performance

The slider controls balance speed and quality. Faster speed yields quicker results, but the layout
may not be ideal. Conversely, moving the slider to the right for quality takes more processing
time, but results in a better visual layout.

Maximum Processing Time

Set the maximum time used for generating the incremental and force directed layouts. Note this
is the layout processing time and does not include the time to load the data.

The time can be adjusted based on the number of entities to allow more time for larger
diagrams or set to the fixed time regardless of size.

Zoom after Get Links

After Get Links on an entity you can automatically Fit to Page to see all the newly added entities.
Choose No Zoom to remain with the same view where the new entities may be off screen.

Set Last Layout as Default

w Set Last as Default

By default, when you launch All to Visualizer from the menu, it displays the entities with the
Incremental, Tiled Networks layout. You can change this by selecting the layout you prefer and
selecting Set Last as Default.

Transform

Transform lets you modify the location of your diagram objects:

e Move the selected items forwards or backwards.

e Rotate the diagram in 90-degree increments or a specified angle.
e  Flip the diagram vertically or horizontally.

e Resize (stretch) the diagram horizontally and/or vertically.

Chapter 13: Visualizer Layouts, Transform and Zoom Page 147



I A @O DI

>
=

T
+

o

+
+ & &
. T

Transform

-

e
19
-

Bringto Front
SendtoBack
Rotate Right 90°
Rotate Left 50°

Rotate 1807

Rotate Any Ange
Flipwertical

Flip Horizontal
Resize

Stretch Ctri+1
Compress  Ctrl+2

Streteh toFit

Z-Order

Move the selected items forwards or backwards in the diagram.

Rotations

Rotate moves all the objects in your diagram by the specified angle. By default, it rotates around
the center of the diagram. If an entity is selected, rotation is around that entity.

Original Diagram

-]
-]

Diagram rotated 90°

1
1

When entities are moved, their image and labels remain horizontal in the new location.
Similarly, if a text shape is rotated, the center is relocated, and the text remains horizontal.

Shapes like lines, arrows, rectangles, and circles are rotated and adjusted to their new locations.
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Rotate Any Angle
For more refined rotations, you can specify the exact angle to rotate. A value greater than zero
rotates clockwise. A negative number is counterclockwise up to 360 degrees in a circle.

pd

Sentinel Visualizer

Enter degrees to rotate (between -360 and 360)
around the center or a selected entity.

m

OK Cancel

Flip Vertical and Horizontal
You can also flip the diagram vertically and horizontally. Flip Vertical swaps the top and bottom.

Flip Horizontal swaps left and right.

Original Flip Vertical Flip Horizontal

A B C D B A
C D A B D C

Resize
For Resize, set the % to increase the horizontal and vertical dimensions of your diagram. A value
more than 100 stretches the dimension while a value below 100 shrinks it.

i’I Resize Diagram

Resize Percentage

Horizontal %
—
0O [(w [
Vertical %
DI L
[Imaintain aspect ratio Stretch to Fit

Click the [Maintain aspect ratio] checkbox to keep horizontal and vertical the same.
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Stretch to Fit

The [Stretch to Fit] button fills in the horizontal or vertical resize, so your diagram fills the
dimensions of the display size. You can also select this directly from the menu.

+ a Siblingof = &

Jane Bob

Member of
5 = =
Friend of Member of Sibling of
Member of Basketball Team Joe Sally
+ a Siblingof = a
Mary Tim

The Relationship and Entities Text are overlapping in this diagram.

+ 8 Sibling of = 8,

Jane Bob
Member of
> = =
Friend of Member of Sibling of
Basketball Team loe Sally
Member of
= & Sibling of = 8
Mary Tim

The resized diagram gives a better layout.

Zoom
Set the magpnification level for your diagram. @
e Fit to Page (Ctrl+Zero) shows the entire diagram. —
e Zoom In (Ctrl+Up) zooms into the diagram (magnify). Mg FttoPage curto
e Zoom Out (Ctrl+Down) shrinks the diagram to show more. i zomin Crl+Up
e Specific size by percent and multiple. Q@ zoomout  crrl+Down
10%
Combine this with the Navigator panel to see the details and overview -
of your diagram. ’
50%
Zoom with Mouse Wheel 7%
You can also set the zoom level by clicking anywhere on the Visualizer Lo
diagram, holding down the control [Ctrl] key, and using the mouse 150%
scroll wheel to zoom in and out. 22
3
¢
SH
10
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Chapter 14: Visualizer Tool Panels

The panels on the right side of the Visualizer let you customize your diagram. Filter entities,
relationships, color and resize them, show paths, select individual networks and cliques, add new
items, add shapes, and navigate your diagram more efficiently.

Tool Panels

There are seven panels on the right side of the Visualizer. The whole section can be minimized
to provide more room for the Diagram. They can also be dragged to another monitor.

Entities

Selection Filter

Selected Only
Selected and Connected
Clear Selections
Show/Hide
® Show All Entities
O Linked Entities

O Unlinked Entities
Show Labels

Show Get Links Icon

Entity Range Filter

None ~

Limit by Entity Type

Squelch
| )
ST
Numeric
= o <=
Apply
Data Refinement Filter ‘_\u?

El Select Filtered

[ Enable Filters
[] Restrict New Items

Entities Panel

JojeBine | sway ppy| sdeys ppy|syurn|siuaipels | sdiysuoye@y [sanqul

Relationships

Relationship Lines
Show Lines
Show Labels
Show Arrows
Style
Curved

Jump Lines

Relationship Range Filter

None

Limit by Relationship Type
Squelch
|
ST I
Numeric
== L ==

Apply

Relationships Panel

JojeBiae | sLal| PRy | sdeys ppy(syun|siuaipels | sdiysuoneEy | sappus

Chapter 14: Visualizer Tool Panels

Page 151



Gradients R
. . = [—
SIS 3 Paths Between 2 Entities I
= . = o
|None V‘ 8 ® MNone Color ij =
@ =
Color no; (O Shortest Path . §
T All Paths ‘
-] =3 |o o
Size 2 | Entities Between e
) =
v 3 A
o
T Network Cells 2
2 : 3
Relationship Line Gradients —_— () None f‘j 2
=3 —
||"'|0"e "‘ A | () Cut-points . —
col E E—
1 Color e
] | o MO F
: i (@ Cliques (Entities) o
Size E Clique 1: Thomas (95) ﬂ}%
' =3 Clique 2: Brian (64) =
2 | Clique 3: Mark (26) =
Metadata ?:2, Clique 4: Mary (22} 3
@ Clique 5: Kelly (3} =
Metadata Type g g
Gender V‘ ‘_ ‘T-’Er
o
Gradients Panel Links Panel

Zdd Items
1 |

Add Shapes
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Mavigator

JojeBine | swel| ppy| sdeys ppi|siun siusipels | sdiysuoneRy | saarus

Navigator Panel

Entities Panel

As you add more entities and relationships to your diagram, visual clutter makes it difficult to
see patterns or important items and clusters. Visualizer offers declutter features to address this
problem. Select the Entities tab to see the options.

Selection Filter

You can select entities and relationships on the diagram by clicking on them individually,
Ctrl+Click for multi-select, or clicking and dragging a box around them. The selected entities are
highlighted in green. The entities linked to them (that are not selected) are highlighted in blue. If
a relationship is selected, the two entities in the relationship are considered selected.

Selection Filter

Selected Only
Selected and Connected

Clear Selections

Selection Filter Buttons

e C(Click [Selected Only] to reduce your diagram to just the selected items.
e Click [Selected and Connected] to filter to the selected and their connected entities.
e |f a Selected button was clicked, [Clear Selections] is enabled to unselect them.
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Show/Hide

Quickly see and switch between all entities, linked entities, and unlinked entities that have no

relationship lines to other entities.
Show/Hide

® Show All Entities
(O Linked Entities
O Unlinked Entities
Show Labels

Show Get Links lcon

Show/Hide Options

e [Show Labels] toggles the text under each entity on and off. The default is entity name, with

other options under [...].

e You can toggle the Get Links icon which indicates whether the entity has additional related

entities.

If the diagram is large with lots of entities, the labels and get links icons are automatically

hidden at smaller zoom levels.

Show Labels Options

By default, the entity label is its name. The label can be customized to other values. Click the [...]

next to the Show Labels checkbox to set the entity labels.

ES Entity Label Options

Entity Name
Entity Type
Entity Status

Start Date Date/Time Format

End Date

Metadata
Show Metadata Type Name

Windows Date and Time

Q. U
[+] Metrics

Show Metric Name

None w

Entity Label Options

Page 154

Chapter 14: Visualizer Tool Panels



In addition to name, you can select Type and Status. For Start and End Dates, you can set their
Date/Time format. Metadata values are selected by choosing the metadata type(s) to display
with the option to show its type. Similarly, network metrics are shown with or without the
metric name.

When customized, the label replaces the entity name on the Diagram and other areas of the
Visualizer such as the timeline, map, lists, Excel export, reports, etc.

Entity Range Filter

You can filter entities based on their values. Filtering just hides, but does not remove the items
from view, so you can switch and adjust your criteria without losing data.

Select the data type, then specify the numeric range either with the squelch range or specific
numbers. You can limit the criteria to specific entity types, so they do not apply to other entity
types under [Limit by Entity Type].

Entity Range Filter Entity Range Filter

Lines ~ Lines -

o i None
Limit by Entity Type Lines
Lines In
© squelch Lines Out
| Relationships
\I ) Relationships In
I O T I R e . .
Relationships Out

i Network Size
® Numeric value

- (L] = Weight
SNA-Betweenness

0 124 SNA-Closeness
SNA-Eigenvalue
Apply SNA-Hub
SNA-Authority

Type Weight

Type Weight * Value
Type Weight * Weight

Type Weight * Weight * Eigenvalue
Value * Weight

The dropdown list is identical on the Gradients panel for setting entity colors and size. For more
details on the Entity Range Filters, visit Chapter 15: Entity Metrics with Social Network Analysis
(SNA) on page 173.

Squelch
Click and drag the low and high arrows to adjust the filter:

® Squelch
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For most data, there are many more entities that have a small value compared to the largest
value. The scale in Version 9 is logarithmic rather than linear so that small adjustments on the
low end affect fewer entities.

Numeric Range

The Numeric Range feature lets you specify the actual low, high or both values to filter.

(® Numeric

e O <=
34 50
Apply
If you do not know the values, click the refresh button to fill the boxes with your current 1]

entities’ lowest and highest values.

TIP: If you need to apply multiple sets of filters, from the toolbar, use Output, Filtered to
Visualizer to export your data to a new Visualizer window and apply your next filter.

Entity Data Refinement

Data Refinement lets you perform advanced entity filtering and restricts new entities.

Data Refinement 7

—tf

Filter Entities
Select

Restrict New Entities

Entity Data Refinement Options

The filter section lets you limit the entities visible on the diagram. Click [...] to open the filter
form and make your choices. The checkbox next to it activates the filter.

Rather than filtering the entities, you may just want to select them. The [Select] button picks the
items on the diagram passing the filter. By default, selected items have a green outline, and
their linked entities have a blue background.

Restrict New Entities lets you specify what types of entities can be added with commands like
Entities Add and Get Links. It does not impact the entities currently on the Diagram. Enable or
disable the criteria with the checkbox next to it.

Relationships Panel
The Relationships Panel customizes if and how relationship lines appear.
Relationship Lines

Customize the relationship lines and labels. The [Show Lines] checkbox controls whether
relationship lines are visible. If it is checked, you can customize the lines further.
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Relationship Lines
Show Lines
Show Labels
Show Arrows
Style
Right Angle
Jump Lines

Relationship Line Options

Show Labels Options

Control whether line labels are visible. Click the [...] button to open the Relationship Label

Options form to specify what appears:

& Relationship Label Options

Relationship Type
Lines with Multiple Relationship Types
(® Summary (# Relationships)

(O Count by Relationship Type

32| Maximum Relationship Types

ot

Numeric Format

Sum of Relationship Values on a Line

Start Date Date/Time Format

End Date - Windows Date and Time

Metadata

Show Metadata Type Name

OK

Relationship Label Options
Lines with Multiple Relationship Types

Cancel

The label shows the line’s relationship type and the number if there’s more than one.
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3 Makes Return

Line Represents Three Relationships of Type Makes Return

For lines representing more than one relationship type, there are two options for the label:

Lines with Multiple Relationship Types
(® Summary (# Relationships)

O Count by Relationship Type

3=  Maximum Relationship Types

If there are different relationship types, the count of relationships is shown with the option as a
summary or by relationship type.

Summary (# Relationship) Count by Relationship Type
2 Relationships 1 Makes Return
1 Enters Store

Sum of Relationship Values on a Line

For all the relationships in a line, sum their values and display it. Blank values are ignored.

Show Labels and Sum Value Show Sum Value without Label
EE e i
Maﬁ: 2 Relationships ($100) Mary 5100
g g
T:‘;EE T;EE

The values can be formatted:

Mumeric Format
Sum of Relationship Values on a Line

If there are relationships in different directions, the sum of each direction is shown.

Use the Numeric Format [...] button to customize the numeric format of the sum.
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[®) Mumeric Format *

Format Options

Use Commas

Prefix (5, €, £ %) Units Decimals Suffix (kg, Ibs)
Examples

Value Formatted

0.12345 S0

1,234.567 $1,235

1,234,567,890.12345  $1,234,567,890

Numeric Format with S Dollar Sign

You can use commas, add a prefix like a $ sign, specify the units in ones, thousands, millions,
and billions, and set the number of decimals. You can also specify a suffix. Examples of the
selected format are shown in the bottom section as you change the options.

Show Arrows

Relationships represent a link from Entity 1 to 2. An arrow at the end of the line points to Entity
2 and indicates the direction. You can toggle the arrow on and off:

a] Called N EJ

240-555-2156 240-555-2155

Relationship Line with Arrow

a] Called EJ

240-555-2156 240-555-2155

Relationship Line without Arrow
Style

Customize the shape of the lines which can be curved, straight, or right angles.
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Style

Curve

Line
Right Angle

Curve

i

Relationship Line Styles

For Curved, relationships in each direction are shown as a separate curve, so a pair of entities

may have two lines for relationships in opposite directions.

8 &

——
ﬂ ‘

301-555-6620

Mike Dillon Jane Rowe™. "\ </owns
Has/owns
4 _
Called > Ej
\ 240-555-2155
Called

Relationships as Curves

For Lines, all the relationships between two entities are in a single line:

&

Mike Dillon

Has/owns

a

301-555-6620

&

Jane Rowe

Called

Called

Has/owns

240-555-2155

Y

Relationships as Straight Lines

For Right Angle, lines have right angle corners.
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8

Mike Dillon

Has/owns

o

&

Jane Rowe
Has/owns
’ S,
240-555-2155
CalledCalled

a

301-555-6620

Relationship Lines as Right Angle

Jump Lines

If Right Angle is selected, there is an additional option to show intersecting lines as jumps, so

they don’t look connected.

With Jump Lines

Without Jump Lines

Relationship Range Filter

Mary H Mary &
= [ + 72
. £ - !
[ Storef- 232 [ Store - 232
Kelly Kelly
® w =
| Thomas | Thomas
8 8 B
6646 Brian 6646 Brian

Similar to entities, relationships can be filtered on their values. Filtering just hides, but does not
remove the items from view, so you can switch and adjust your criteria without losing data.

Select the data type, then specify the numeric range either with the squelch range or specific
numbers. You can limit the criteria to specific relationship types, so they do not apply to other
entity types under [Limit by Relationship Type].

For instance, if you want to only include relationships for large money transfers, filter on Value.
If you want to filter on the total money transferred between entities, choose Lines Sum Value.
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Relationship Range Filter Relationship Range Filter

Value “ None i
: : None
Limit by Relationship Type Relationships per Line
= Relationships per Line {both ways
() Squelch psp ( vs)

Line Sum Value
|

N o ) Value

Weight

® Numeric Credibility

Reliability

: - Credibility * Reliability

‘34 J (50 | Type Weight

Type Weight * Value

Apply Type Weight * Weight

Value * Weight

8= (& <=

Lines with One or More Relationships

Each line may represent multiple relationships. Between two entities, there may be a line in
each direction based on the entity order in each relationship.

Relationships per Line is the number of relationships on the line.
Lines Sum Value is the sum of the values for all the relationships in the line.

Individual Relationships

Filter

individual relationships that make up each line. The line remains visible until all its

relationships are filtered out.

Value is the relationship’s value field. If a relationship has no value, it is excluded and
the line becomes invisible if none of its relationships have a value.

Weight is the relationship’s weight field.

Credibility is the relationship’s credibility weight.

Reliability is the relationship’s reliability weight.

Credibility * Reliability is the product of the relationship’s credibility and reliability.
Type Weight is the weight value defined for each relationship type. For instance, a
brother relationship should have a higher type weight than a phone call.

Type Weight * Value is the product of a relationship’s type weight and its value field.
Type Weight * Weight is the product of a relationship’s type weight and its weight field.
Value * Weight is the product of the relationship’s value and weight fields.

The dropdown list is identical on the Gradients panel for setting relationship colors and size. The
Squelch and Numeric features are identical to the Entities panel. See page 155 for details.

TIP: If you need to apply multiple sets of filters, from the toolbar, use Output, Filtered to
Visualizer to export your data to a new Visualizer window and apply your next filter.

Relationship Data Refinement

Data Refinement lets you perform advanced relationship filtering and restrict new links.

The filter section lets you limit the relationships visible on the diagram. Click the [...] button to

open

the Relationship Filter form. This is identical to the Advanced Relationship Search on page

73. The checkbox next to it activates the filter. The filter merely shows and hides relationships—
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it does not delete them from the diagram, nor does it have any impact on the relationships

saved in the database.

Data Refinement

Filter Relationships

Restrict Mew Links

Select

Relationship Data Refinement Options

Rather than filtering the relationships, you may just want to select them. The [Select] button
highlights the lines on the diagram passing the filter. By default, selected items have a green
outline, and their linked entities have a blue background.

Restrict New Links limits the relationships that are added with commands like Get Links. It does
not affect the entities or relationships currently on the Diagram. Enable or disable the criteria

with the checkbox next to it.

Gradient Metrics

You can color and size your entities and relationships based on a variety of metrics. This lets you
see the relative value between your entities. For relationships, the thickness of the line

represents the value.

SR ey
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[— 5 - \
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: E:rl' %5 -|% = = 7585
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= :Mﬂ‘?kedtn\\ -
dalk =
Color % % T W = Ry y = E
Ca 4 SRelation | k‘@@ﬁﬁma g
’—- z Llnked ta L&élstmmﬂapii
w E E‘ 25 @ 2z R E
= edto AT arr_f%:ltn
] Size E inkedt " i =
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' =L =l = e
a / 9315
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You can set the Entity and Relationship colors and size separately.
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Select the data type to perform the gradient. The options are identical to the types for numeric
filter on the Entities and Relationships panels.

Check the Color and Size to show them on the diagram. Pick the low and high color values, and
the relative size by moving the slider bar by clicking and dragging its arrow.

Metadata Type Coloring

Metadata Type allows you to color Entities based on a metadata value. The metadata must be
defined as a lookup type, such as Gender.

The colors are specified for metadata type lookups in Manage Database, Metadata Types. See
Manage Lookup List Values on page 268 for more details.

Links Panel

The Links Panel provides tools that aid in the visual

None — Does not show any network cells. Clique 1: Thomas (125)

Cut-points — Entities whose removal would cause a
network to become disconnected.

Networks — Groups of connected entities. Click on a
network to highlight its entities with the option to
filter to just the network.

n
analysis and understanding of a diagram. Paths Between 2 Entities g_
.rs ; =
Paths Between 2 Entities @® None color &/ i
O Shortest Path . =
None — Does not show any paths. O Al paths [ %
Shortest Path — The shortest path between two Entities Between %
entities. |
Network Cells E’
All !’.aths —All connectlpg paths between t}/v.o O None L5 %
entities, up to the specified number of entities } e
(0 Cut-points . -
between them. 5
() Networks (Entities) ==
D LV
Network Cells ® Cliques (Entities) | Ej
B
g
o
=
o
=
El
<
T
g
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Cliques — Groups of 5 or more entities, all within 2 degrees of each other. Click on one clique to

highlight it with the option to filter to the selected clique.
Shortest Path

To show the shortest path between entities, select any two entities by clicking on the first
entity, and then holding down the [Ctrl] key while clicking on another entity. Then click the
Shortest Path option to highlight and filter the shortest path between the two entities.
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Diagram of Shortest Path between two Entities

All Paths

To show all paths between entities, select any two entities by clicking on the first entity, and
then holding down the [Ctrl] key while clicking on another entity. Then click the [All Paths]

option to optionally highlight and filter all possible paths between the two entities.
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Diagram of All Paths to the two Entities
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Use the Entities Between value to set maximum number entities to include. By default, this is
the minimum number of degrees required to connect the two entities.

Cut Points

Social Network Analysis is used to identify cut-points in a network. A cut-point is an entity whose
removal would cause a network to become disconnected. Select the Cut-Points option to

optionally highlight and filter by cut-points.
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Networks

Select the Networks option to generate a list of networks. As you click on each network in the

list, the diagram highlights the members of the network with the specified color. Check the filter
button to only show the selected networks entities.

Networks Filtered Network
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Cliques

Select the Cliques option to generate a list of cliques. As you click on each clique in the list, the
diagram highlights the members of the clique with the specified color. Check the filter button to

only show the selected clique's entities.
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Cliques

Filtered Cliques

Add Shapes

The Shapes panel lets you add text, lines, arrows, circles, and rectangles to your diagram. There

are options to change the font, colors, and dimensions.

Outlier
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Sha pe Tools &dd shapes

Cursor — An indicator to select items in the diagram.
Text — Create a text box to input text information.
Draw Line — Draw a straight line.

Shapes

Variety of shapes to use in the diagram.

Line Tools

Change the thickness of line and shape outline.

Fill Tools

Change the color, pattern, texture to the interior of a
shape.

Text Tools

Change the font, the size of font, formatting, and
justification.

Select an object or shape, drag it to your diagram,
then set its properties from the panel.

To copy an existing object on your Diagram, right-click

Tools

Shapes

B o % X

dojeEiae | swel| ppy| sdeys ppiy|syun [siuaipels| sdiysuo ey sa Ul

-
=
n
lif1
=
([
[
il

and select Duplicate. Additionally, you can show the Shape Panel by selecting a shape in the

Diagram, right-click, and select Properties.

Duplicate

Bring to Front
Send to Back

Remowve

Properties

Add Items

In addition to adding entities and relationships to the diagram by querying the database, you
can add your own items. Adding entities and relationships provides a way to visualize
hypothetical or otherwise informal items to further your analysis process.

Add Entities

To add an entity, click the [Add Items] tab in the Visualizer. A list of entity types appears.
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4 b Addltems

Release the [] Draw Relationships

lcon on the

.. PSS
Screen. “ .
Person Store

Person %

Transaction Click and Drag
an Entity Type.

Select the Add
Items Tool Tab

Click on the icon you want and drag it to the Diagram.

Show All Entity Types

|

eBiae n|swall ppy| R deys ppy|syun siuaipels sdiysuoneRy | sauuug

=

By default, the checkbox [Show All Entity Types] is not selected so that only entity types used by
entities in your database appear. Check the box to see all the entity types defined in the entity

type lookup, so you can add the first of that type.

J— i — _—— =

S

Class Club

<
DIES|AR N (SLUS| pPRY

t

[]Show All Entity Types

Option to Show All Entity Types

Draw Relationships

To add a relationship, check the [Draw Relationships] checkbox to switch to Add Relationship
mode. This mode allows you to manually “draw” relationships. Click on an entity and drag the

mouse cursor to another entity for the Visualizer to draw a relationship.
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4 Addltems
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Draw Relationships

2 =

Ferson Store

2
Person %

Linked to * Transaction

tore

As with adding entities, right-click on the relationship to specify its type. When finished drawing
the relationships, un-check [Draw Relationships] to turn off Add Relationship mode.

Unsaved Items

It is important to remember that adding items are not automatically saved to the database as
formal entities and relationships. Instead, they are stored with your Visualizer diagram when
you save it. You can specify that the added items are to be saved to the database. For more
details, see Save the Diagram and New Data on page 125.

All the unsaved added items are listed on the [Unsaved] tab located towards the bottom of the
Visualizer.

!Details”Entity Metrim"Time Hange!il_lnsavedi_

Entity Name Entity Type Save
5
Relationshi... | Entity 2 Name
Linked to
Entity Name Entity Type Save
£l Store Store Save

You can save individual items by clicking [Save] in the right column and add the new item.
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ES Add New Entity - O X

Entity Type and Name

Entity Type

Person ~

Entity Mame

Person

Check for existing entities

ganCEI

To save all the added items, click the [Save] button on the toolbar. See Save the Diagram and
New Data on page 125.

Navigator

As you add entities and relationships to the diagram, the complexity makes it difficult to
navigate. You may want to zoom in to see detail and zoom out to see patterns. The Navigator
panel provides a thumbnail view that allows you both zoomed and un-zoomed windows.

Navigator A drop down lets you set the size of the
navigator display depending on the size

—
§ and complexity of your diagram.
m
o Fit -
:}:i__ ...................
3 FittoTab
="
E Reset ta Original
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2| 100%
g
T 2Times Fit
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o
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[Fit to Tab] fills the Navigator panel with the entire diagram so you can select a portion.
[Reset to Original] restores the scale to when the Visualizer was opened.

[100%] scales it to full size.

[2 Times Fit] scales the diagram so that it is twice the width of the navigator panel.

Same for larger fits.

The Main display

( o updates in
=) @ response to the

_b‘l 14 Navigate Window.

Linked to

314
¥

Use the Navigator to:

4

B

I MNavigator

"iFit -

Use the mouse
to draw a
re iy e viewpoint.

Click on the

Navigator Tab to see 2 )
a smaller View.

e Biae | sway ppy | sdeys|syup|sius pesn| sdiysuoneay | sanuug

Change the viewport size: Click anywhere in the Navigator window and hold down the
left mouse button. As you drag, the Navigator draws a new viewport.

Change the viewport area: Click on the Navigator window frame and hold the left
mouse button down and drag. The main diagram repositions to be in sync with the

Navigator area.

Zoom the Navigator window: Hold down the [Control] key and rotate the mouse wheel

up or down to zoom in or out.
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Chapter 15: Entity Metrics with Social Network
Analysis (SNA)

Entity Metrics based on Social Network Analysis (SNA) are part of the automated analysis
capabilities. Entity SNA Metrics analyze entities and relationships and generate useful numerical
analysis in real-time. Using a combination of Social Network Analysis, statistical and graph
theory, and custom algorithms, Entity Metrics give you the ability to rank entities by a variety of
criteria.

Social Network Analysis (SNA)

Some of the key concepts of Entity Metrics come from the field of Social Network Analysis
(SNA). SNA provides a set of methodologies and formulas for calculating a variety of criteria that
map and measure the links between things. Using SNA, you can get answers to questions like:

e How highly connected is an entity within a network?
What is an entity's overall importance in a network?
How central is an entity within a network?

e How does information flow within a network?

SNA provides a rich set of metrics, many of which are used in the Network Metrics feature.
Lines

Lines are the number of lines an entity has to other entities. Note that this is different from
relationships because a line may represent multiple relationships.

Degree centrality is the number of other entities directly connected to an entity. An entity with
high degree centrality may be:

e An active player in the network.

e A connector or hub in the network.

e Not necessarily the most connected entity in the diagram (an entity may have many
relationships, the majority of which point to low-level entities).

e May be in an advantaged position in the network.

e May have alternative avenues to satisfy organizational needs and consequently may be
less dependent on other individuals.

e May be third parties or deal makers.
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Mary Bob Stefan

Rafael Aldo

Edgar Pierre
Frederica Jim

[ : IModerate degrees

. High degrees

In our example, Alice has the highest degree of centrality, which means that she is quite active
in the network. However, she is not necessarily the most powerful person because she is only
directly connected to people in her cliques, she must go through Rafael to get to other cliques.

Lines In

Number of incoming lines an entity has from other entities. A line is incoming where the entity is
Entity 2 in a relationship.

Lines Out

Number of lines an entity has to other entities. A line is outgoing if the entity is Entity 1 in a
relationship.

Relationships

Number of relationships an entity has.

Relationships In

Number of relationships where the entity is Entity 2.

Relationships Out

Number of relationships where the entity is Entity 1.

Network Size

Number of entities in a network. A network is a set of connected entities.
Value

The value field for the entity. If an entity does not have a value, it is not included and becomes
invisible.

Weight

Each entity has a Weight field. You can enter a value from 1 to 100 to weight the entity's
importance based on your knowledge. The Weight value is used in the calculation of the overall
network value.

Betweenness

Betweenness centrality identifies an entity's position within a network in terms of its ability to
make connections to other pairs or groups in a network. An entity with a high betweenness
centrality generally:

e Holds a favored or powerful position in the network.
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e Represents a single point of failure—take the single betweenness spanner out of a
network and you sever ties between cliques.
e Has a greater amount of influence over what happens in a network.

Stefan

Frederica Jim

[ : IModerate betweeness

. High betweeness

In this example, Rafael has the highest betweenness because he is between Alice and Aldo, who
are between other entities. Alice and Aldo have a slightly lower betweenness because they are
essentially only between their own cliques. Although Alice has a higher degree centrality, Rafael
has more importance in the network in certain respects.

Closeness

Closeness centrality measures how quickly an entity can access more entities in a network. An
entity with a high closeness centrality generally:

e Has quick access to other entities in a network.

Has a short path to other entities.

Is close to other entities.

Has high visibility as to what is happening in the network.

Frederica Jim

[ /Moderate closeness

@ High closeness

As with the betweenness example, Rafael has the highest closeness centrality because he can
reach more entities through shorter paths. As such, Rafael's placement allows him to connect to
entities in his own clique, and to entities that span cliques.

If the network contains any entities that are un-linked (i.e. not linked to any other entities), the
Closeness value for all entities in the network is 0. This is due to formulas and algorithms
established in Social Network Analysis.

Eigenvalue

Eigenvalue measures how close an entity is to other highly close entities within a network. In
other words, Eigenvalue identifies the most central entities in terms of the global or overall
makeup of the network. A high Eigenvalue generally:
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e Indicates an actor that is more central to the main pattern of distances among all
entities.
e Is areasonable measure of one aspect of centrality in terms of positional advantage.

{__)Moderate eigen value

. High eigen value

In this example, we can see that Alice and Rafael are closer to other highly close entities in the
network. Bob and Frederica are also highly close, but to a lesser value.

Hub and Authority

Entities that many other entities point to are called Authorities. Relationships are directional—
they point from one entity to another. If an entity has a high number of relationships pointing to
it, it has a high authority value, and generally:

e Is a knowledge or organizational authority within a network.
e Acts as definitive source of information.

Q Hubs
. Authorities

Hubs are entities that point to a relatively large number of authorities. They are essentially the
mutually reinforcing analogues to authorities. Authorities point to high hubs. Hubs point to high
authorities. You cannot have one without the other.

Calculating Network Values

The previously mentioned Social Network Analysis numbers are useful to identify key entities in
a network. Network Metrics extends this model with additional weighting and calculations.

Each Entity Type can be assigned a Weight which is a number between 1 and 100 to prioritize
them. For instance, a Person may be assigned a higher Weight than a phone or a car. Each Entity
can also be assigned a Weight and Value. These numbers are applied for additional metrics:
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e Type Weight: The weight value defined for each entity type to consider the significance
of entity types.

e Type Weight * Value: The product of an entity type’s weight and the entity’s value field.
If an entity does not have a value, it is not included and becomes invisible.

o Type Weight * Weight: The product of an entity’s type weight and its weight field.

e Type Weight * Weight * Eigenvalue: The product of the previous and the entity’s SNA
Eigenvalue.

e Value * Weight: The product of the entity’s value and weight fields. If an entity does not
have a value, it is not included and becomes invisible.

Entity Metrics Tab

On the Visualizer window, the Entity Metrics tab on the bottom of the window provides SNA
values by analyzing the entities and relationships on the diagram.

Entity Metrics

Details|Entity Metrics |Time Range

L] (@ Table O card [JGroup area ‘ I'
Name Type Lines Lines-In Lines-Out Relationships | Relationships-In | Relationships- *
Store - 159 Store 0 0 0o 3 3 ]

Store - 169 Store 0 0 05 ] ]

Store - 179 Store 0 0 0o 3 3 ]

Store - 211 Store 0 0 0 2 2 0

Store - 229 Store 0 0 0 2 2 ] =
Record: |4 | 4 1250f 125 [ || < >

Entity Metrics tab

There is a row for each entity in the diagram. Click the Excel icon to send the data to a
spreadsheet. Like other grids, you can sort the columns by clicking on the column headers. You
can also group records by a particular column by checking [Group area] and dragging the
appropriate column header to the group area.

Calculating Values

For performance reasons, the numbers are not automatically updated as you work with | 0 |
the diagram. To update the Entity Metrics grid, click the calculate button. The time to
calculate these values depends on the number of items in the diagram and your computer.

If there are more than 1000 entities, you have the option to calculate the SNA values.
Include SNA

If this is not checked, the non-SNA values are calculated. The SNA values are required for some
filters and gradients based on them, but you may not want to wait for the calculations if you
don’t use them.

Changes to the Database

When you or other users make changes that affect Entity Metrics (e.g. Weight or Status), the
numbers that appear in the Entity Metrics tab are not updated. Click the [Refresh] button on the
toolbar to get the latest values and recalculate the metrics.
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Chapter 16: Timeline and Time Range Filter

Store start dates/times and end dates/times for entities and relationships to visualize and
analyze the temporal nature of your data. The Visualizer form includes a Timeline tab to see the
timeline of events for entities and relationships that have date/time information set. On the
Diagram tab, there’s a Time Range panel on the bottom to filter your data by date.

Timeline View

With the Visualizer open, click on the Timeline tab:

OB M

Clear Mew Open Save

Diagram | Timeline {iap

The Timeline becomes active:

Diagram |Timeline | Map

e
= = Y| z 82 20 8 | = )
Start Date End Date Houriew Day Wiew |Week Wiew| MonthView  Yeariew Group By Timeline to Excel

Sunday, July 30, 2023 Sunday, August 6, 2023 Sunday, August 13, 2023

L Wed02 Thu03 Frio4 Sat 05 Sun0&  Mon0D7 Tue08 Wed03 Thu 10 Fri 11 Sat 12 Sun 13
1 1 1 1
Brian Purchase 4129 Frank Makes Return 7767 Thomas Makes Return 7035 Sam Enters Store 91773
1 1 1 1

Mon 14 Tuel5 Wed16 Thul7 Fri

Brian Purchase Store - 1157 Frank Makes Return 13191 Thomas Enters Store 7035 Sam Enters Store Store - 1182
1 1

1 1
Mary Makes Return 7568 Frank Makes Return Store - 82821 Thomas Makes Return 3358 Sam Makes Return 7767
1 1 1 1 1

Mary Makes Return 7569 Thomas Makes Return 7611 Thomas Makes Return Store - 515 Bill Enters Store 1193 Frank E
1 1 1

1
Mary Enters Store 7568 Thomas Enters Store 7611 Thomas Enters Store Store - 515 Bill Enters Store Store - 5464
1 1 1 1

Mary Enters Store 7569 Thomas Makes Return Store - 236

Thomas Enters Store 3358 Sam Makes Return 9137
Timeline for Entities and Relationships on the Diagram

The Timeline shows bars for each entity and relationship on the diagram with a Start or End

Date. If the Start or End Date is missing, it is treated as a point in time. The label starts with a * if
the Start Date is missing or ends with a * if the End Date is missing.

Resided in Qatar

* Bali Nightclub Bombings

Located in Monrovia, Liberia *

Example of Labels for Items with Start and End Dates, Missing Start Date, and Missing End Date
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Scroll through Dates

The scrollbar on the right of the Timeline View is used to scroll through the data itself—to move
up and down through the list of entity-relationship-entity data sets that are currently in the

timeline.

Diagram |Timeline ' Map

2 = © 3I[3] =

Start Date End Date HourView Day View |Week View| Month View

Sunday, Jdy 30, 2023

|l Wed02 ThuO3 Frios
1

Brian Purchase 4129

Brian Purchase Store - 1157 Thomas Enters Store 7611

in Time.

L]
Mary Enters
1

Mary Enters
1

ry Makes Return 756

Sunday, August 6, 2023

= =

Sat05 SN0 Mon07 Tue08 Wed0S Thuid Frill Sat 12

Thomas Makes Return 7611

Scroll Backwards fy Makes Return 756§  Scroll within in

Current Time.

YearView GroupBy Timeline to Excel
Sunday, Augus A

Sun 13 Mor

Thomas Makes R

Thomas Enters S

urn Store - 236

Scroll Forwards

in Time.

re Store - 236
T 1
Store 7568 Thofnas Makes Return 1770
1
Store 7569 akes Return Store - 1287

Thomas MakesR

The scrollbar on the bottom moves through time periods. To scroll within the current window
range, use the scroll bar handle and move it left and right. To scroll back or forward in time, use
the left arrow and right arrow located at the end of the scrollbars.

Timeline Toolbar

m & T B H

-

Start Date End Date Hour Wiew Day Wiew Week wiew hlonthwiew  Yea

4 ., =

riiew  Group By

Timeline to Excel

Start and End Dates

By default, the Start Date and End Date are set to the earliest and latest dates among your

entities and relationships.

If your Date View selection and screen width exceed those dates, it displays a wider range of
dates than your start and end dates. You can choose a different Date View to show more data.

Date View

The middle of the toolbar has Date View options.

i

7] ET
Hourview Day View Week Wiew | WMonth Wisw
Waeally

Daily

‘=
Year Wiew

Annual

Semi-Annual

Cuarterly
Bimonthly
Maonthly

Date View Time Spans, Expanded

Set the time span to Hour, Day, Week, Month or Year. The Month and Year Views have
dropdown options. Select the view to see the best time span for your data.
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Date View Examples

Your selection determines the horizontal space for time. Here are examples of the screen width
zooming into smaller and smaller periods of time from years to days.

Year Views

Year 2010 Year 2015 Year 2020

2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

Year View, Annual with the Top Summary Label Every 5 Years (example 15 years)

Year 2022 Year 2024 Year 2026

2021-12 202206 2022-12  2023-06 2023-12 202406 2024-12 202506 2025-12 2026-06 2026-12 2027-06

Year View, Semi-Annual with Summary Label Every 2 Years (example 6 years)

Year 2022 Year 2023 Year 2024

2021-12 202203 2022-06  2022-09 2022-12  2023-03 2023-06 2023-09 2023-12  2024-03 202406 202409

Year View, Quarterly with Summary Label for each Year (example 3 years)

Year 2022 Year 2023

12 2022-02 2022-04 2022-06 2022-08 2022-10 2022-12 2023-02 2023-04 2023-06 2023-03

Year View, Bimonthly with summary Label for each Year (example 20 months)

Year 2023
202301 2023-02 2023-03 2023-04 202305 2023-06 2023-07 2023-08 202309 2023-10 2023-11 2023-12

Year View, Monthly with the Summary Label for each Year (example 1 year)

Month Views

January 2023 February 2023 March 2023 April 2023

0101 0108 01-15 01-22 01-29 02-05 02-12 02-19 02-26 0305 0312 0319 03-26 0402 04089 0416

Month View, Weekly with the Summary Label for each Month (example 4 months)

February 2023
01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 1 17 18 19 A0 21 22 B 24 25 X I7 =B

Month View, Daily (example 1 month)
Week View

Sunday, January 1, 2023 Sunday, January 8, 2023

Sun01 Mon02 Tue03 Wed04 ThuOS5 Frilc Sat07  Sun08 Mon09 Tue 1) Wed11 Thu 12  Fri 13

Week View (example 2 weeks)

Day View

Friday, June 2, 2023

12aM 1AM 2 AM 3 AM 4 AM 5 AM 6 AM 7 AM 3 AM 9 AM 0AM  11AM  12PM  1PM 2FM
| | | |

Day View (example half day)
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Hour View

Fri Jun 02

12 AM

00 01 02 03 04 05 06 07 08 09 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 20
N AN N N T A ey ey Ny A Ny A s s e M M

Hour View (example 26 minutes)
Group by Entity

Grouping combines timelines for [ Define Groups %
each entity into an expandable
region by selecting the first or second

entity of relationships. Entity 1 «| @ Ascending
() Descending

Group ltems By

Click the [Group By] button to select
the field to group on, set the sort

L. Then By

order and the initial expanded or

Entity 2 v (® Ascending
collapsed state.

() Descending

When grouped, collapsible regions
are created for each entity so you Initial State
can see all their events. O Expanded

(®) Collapsed

Diagrarn | Timeline | kap
m @ T 7 T o | =
Start Date End Date Houriew Day Wiew Week Vew | Month Wiew | Yearwiew  Group By
July 2023 August 2023 September 2023 October
0702 0708 07-16 07-23 07-30 038-06 08-13 03-20 08-27 0903 09-10 0917 09-24 10-01
+ Bl
+  Brian
I
IC;arl Makes Return Store - 828282 |
Clarl Makes Return 13391 ICarl Enters Store Store - 828282
IC;arl Enters Store 7767 ICarl Enters Store 7336
IC;arl Enters Store Store - 82825  Carl Enters Store 791751
IC;arl Enters Store 9191091
Carl Enters Store Store - 1182
+  David
*+  Frank

Timeline Grouped by Entity with Carl Expanded
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Time Range Panel for Temporal Analysis

Entities and relationships both support start and end dates and times. The Visualizer Diagram
uses these values to perform temporal, or time-based, analysis and visualization on networks.

On the bottom panel’s Time Range tab, define a slider control for a time period. As you move
the slider, entities and relationships appear or disappear on the diagram. Items with no dates
are hidden when the time filter is enabled.

Iltems are visible if any part of their start to end range overlaps the selected range.

Time Range

Details| Entity Metrics | Time Range

5 [JEnabled Filter Entities | Date Filter | 6/24/2010 3:31:00 PM ~ | =» 9/8/2010 5:11:00 FM b |

6/24/2010 3:31:00 PM hd 9/8/2010 5:11:00 PM hd

Time Range Tab on the bottom panel of the Diagram

o Refresh: Resets the Start and End to the earliest and latest dates in the diagram. 7]
e Enabled: Check Enabled to turn the time range filtering on.
o Filter Entities: Check Filter Entities to include entities in the time range filter.

e [f this is checked, entities stay visible if its date range overlaps the selected date range.
e If not checked, only relationships are filtered. An entity stays visible if any of its
relationships is visible regardless of the entity’s dates.

e Date Filter: Defines the date range you want to filter. The start and end dates can be
manually entered or updated with the slider below it. By default, the start is the earliest and
end the latest time defined by items in the diagram. If there is no temporal data, the start
date defaults to today.

Slider Control
The slider control sets the date range of the data to include.

e Drag the left arrow to change the start time. Dragging to the right, items with an end time
before the left arrow's value disappear.

e Drag the right arrow to change the end time. Dragging to the left, items with a start time
after the right arrow's value disappear.

o Dragthe main blue part to move the time window. Items on the diagram appear or
disappear depending if any part of their start and end period overlaps the window.

Click-drag to define Click-drag to define
the start datefime 407 ”rgr/ the end datefime
™

[ (= 1101
4;2?;*19?3]‘

Click-drag to control
the time window
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Chapter 17: Geospatial Mapping Tools

Geospatial tools are integrated with the Visualizer to extend your analysis into the physical
world. This chapter explains the features and functions of the geospatial mapping tools.

Introduction to Maps

Entities on the diagram are also added to the Map pane if they have latitude and longitude. For
example, this screenshot shows both the diagram and geospatial views of the same data:

B Vialer ==

P , = " o - . -

1B B B, £, ¥ E A TR W i. B. & D Q@ B %,

Clear New Open Save Undo Entities  GetUnks Collspse  Layout  Transform  Zoom Remove  Output  GoogleEarth 30 View Refresh FPamels  Options
oo T

Linked tc ~ = - F B :
g & @ @ ] W . < @ ",
g e Pan _ Seled ZoomBox  Zoomin ZoomOul FittoPags ViewMl  GeoQuay  Kes  Remave  Style
a7

L3
£ vy e
3970 * 183
8

™ Unbyd to
B ak e Lt

e e sl ppy [Sdeys ppy S [ e pess |5 ysuo pepy [Sama

2 Relatipnships >
Linkedto finked tpas e .

Yan st WMakes e oy
Fnked to o
6574 Sord - 149 e

'
5949 nkeq to

Bgid ro
6572

6571 ‘e o, G646
5950 store-23z  L7kedto

Details| Entity hetrics | Time Rangz| Unsaved

Visualizer with Map Tab Dragged to Right to Show it Side-by-Side with the Diagram Tab

e Ageospatial map tab and tools directly integrated into the Visualizer interface for online
and offline maps.
e Google Earth integration to export data to the Google Earth program.
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Map Tab

On the Visualizer, the Map tab at the top shows the online map locating diagram entities with

latitude and longitude values.

Diagram 'Timeline K Map

m ” P v i 0
U K @ Q 2y o/ | - m i - - o
Pan Seled Zoom Box Zoomin Zoom Out FittoPage View All Geo-Query Keep Remove Style  Navigation Panel Output Small Icons
Regina* 7
Winnipeg®
VANCOUVER®
’ Thunder,
Victoria o
Seattles
Helenar Bismarcks Quebec!
Doman? Ottawas “Montreal
Minneapolis®
Pie
Boiser TORONTO*
Milwaukee= Buffalor
Detroit= Boston
CHICAGO*
Des Moines= Cleveland
salt Lake, Chasdnes NEorE
City Pittsburgh=
DENVER- NITED STATES Philadelphiar
Cincinnati* AT ON
Sacrameggor St Louis®
SAN FRANCISC
Norfolke
Las Vegass Nashuille=
SantaFer Oklahoma, Raleighs
Clry Memphis®
ANGELES*
L5 ANOELE: ATLANTA-
Phoenixs
San Diego® Dallas®
Jacksons
HOUSTONS New Orleans*
San Antonio®

Chihuahua,
City

Visualizer Online Maps: Road Style

Icons appear for each entity. If multiple entities are close together, a pin with number shows
how many are in that location:

Ly

Bakersfield=

Lz==aster=
Santa Barbara® @

san Ber (18 jino

¢

Individual Icon and Pins showing Multiple Entities

Long Beach»

As you zoom into the map, the pins separate into their individual locations. The mouse scroll
wheel zooms in and out from the current mouse pointer location to get to street level.
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Diagram 'Timeline  Map 4 b

.‘ =3 o # i eq

4 & a @ 13 . W . A& 1] w. ¥ . »

Pan  Seled ZoomBox ZoomlIn Zoom Out FittoPage ViewAl  Geo-Query Keep Remove Style  NavigationPanel  Output small lcons
3 z E z = z ®

IFK HOCKEY
FIELDS

Visualizer Online Maps: Road Style Zoomed to Street Level

Toolbar Buttons

i =
) K O] Q )
Fan Seled Zoom Box  Zoom i Zoom Out  FittoPage  Wiew All

Mouse Click Modes
Clicking one of these sets the mode for how the mouse works afterwards.

e Pan: With the cursor in Pan mode, clicking and dragging moves the map surface. Click the
mouse on an entity to open an entity form.

e Select: In Select mode, clicking and dragging selects all the entities in the rectangle which is
used for the Keep and Remove features. Click on one entity to open its information form.

e Zoom Box: In Zoom Box mode, clicking and dragging a rectangle on the map adjusts the map
to fit in the rectangle.

Additional Buttons

e Zoom In to magnify the map.

e Zoom Out to see a larger area.

o Fit to Page: Reset the map to show all the entities. For instance, if all the data is across the
US, and the current view is of the whole world or a small area, this sets the map to the US.

e View All: Resets the zoom to show the entire world map.

Geo-Query
Add entities from your database located inside a shape on the map.
Y T
Geo-Cuery

Rectangular Shape
Circular Shape

Chapter 17: Geospatial Mapping Tools Page 187



Bethesda ,-""w'l':flg College Park 4 795, To“{sof__ "",';r’/"'
ymac “-.» Chillum < \Jz40! Fredericik o = 0 Gro
ver| g Ellicott:City =

‘ Hyattsville / ; : Raltime
‘ Columbia
Lan ' Rarkuilla
: LGH\L‘UK; h kville “n
Washington Washington ;
o Annapoiis
_ Arlington:
Arlington 2o 3
116 4 Spnn "1 eld* 1
: pringtield:™ A |av andria
Suitlan Woodbridge i
,\ N
i) Hille Pa Hartwood ¢ r
150N ' ‘7.«‘ Tgmple Hills Par Potomac’ '.
Alzc s SHGET e River F
Rectangle Geo-Query Circular Geo-Query

Select the option to add entities by drawing a rectangle or circle. All entities in your database
located inside the shape are added to the map (and Visualizer Diagram and Timeline tabs).

Keep and Remove

Based on the selected entities, you can keep or remove them. v =

Keep Remaove

e [Keep] removes all the unselected entities (keeps the selected
ones).
e [Remove] removes the selected entities.

Online Styles

The Road style shows roads, borders, and geographic labels on a plain background. Two visual
types are available with the online Maps under Style:

i L

Remove Style
Road
Road Dark
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Diagram [ Timeline | Map
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Visualizer Online Maps: Road Dark Style

Navigation Panel

Y

Mavigation Panel

The Navigation Panel button toggles an area at the bottom of the map to help you move around
the map and zoom on the left side. The right side shows the location and distance scale.

) 0+——o

36.9°N 94.0°W ——== .

200 mi

Navigation Panel
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Output

The [Output] button sends your map to a report, file or printer.

=0

Dutput

-~ Report

M mapimage File

@ Print hap

Report

Create a report with the map image and list of entities sorted by latitude and longitude.

15 ooe@®|s 1»@

A4 s
9 -
¢ -3
o
= e Q
oh -
12 3
v ° -

MEXICO

Map Report, List of Entities Not Shown

For more details, visit Report Viewer on page 96.
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Map Image File

Save the map to an image file.

= savelmage O X

Size to fit preview

Image information
Height 801
Width 1376
H Res 96

V Res 96

B

Export format
® Portable Network Graphics (PNG)

O Compressed (IPEG)

-
B

o smallest Size Highest Quality

2 T &= : O Uncompressed Bitmap (BMP)

Color format
@ Color

O Grayscale

Options
Open image after save

OK Cancel

The form is similar to the Visualizer Export tool in the Diagram Image File on page 131.

Print Map
The printed image is an exact copy of the map sent to your specified printer.
% Print image X
Print Color Format Image Scaling
® Color (O Grayscale ® Size to single page

O same as original

Margins

Top 5077 Left S0 O Fitto 2 | pages across by 12| down.

Bottom 50+ Right 50/%

Margin values are hundreths of an inch Options

[#] Draw border [#] Center image

Orientation
bAShow header Geospatial Image

3 @® portrait (—}E O Landscape [Jshow footer
—

Printer NPI1488DC (HP LaserJet 400 color M451dn) (redirected 2) Preview Close

General Settings

e Print Color Format: Select color or grayscale.
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e Margins: Set the margins in hundredths of an inch.
e Orientation: Select Portrait or Landscape layout.

Image Scaling

e Size to a single page: Resize the map to fit within the printable margins on a single page.

e Same as original: Do not scale the image; the number of pages depends on your map
size.

e  Fit to: Scale the image to fit within the number of specified pages.

Print Options

e Draw Border: Draw a one-pixel border around the diagram image.

e Center Image: Center the image within the printed page.

e Show Header: Add customized text to the top of each printed page.

e Show Footer: Print the page position at the bottom of each page and optionally add
customized text.

Set Printer Options
Click the [Printer] button to set printer-specific options.
Preview and Print

To preview, especially for large diagrams that may require many pages, click the [<] button to
display the Print Preview form. This form allows you to zoom in and out to preview each of the
pages. To print your map, return to the Print form and click the [Print] button.

Online and Offline Maps

If you have an internet connection, online maps are provided with OpenStreetMap and Azure
Maps (formerly Microsoft Bing).

Online Map Options

Map settings are selected under the Visualizer, Options, Maps are available to administrators:

Options
W styles
9\ Froperties
@8 Maps
iu" Map Offling
Bf  cmall lcons
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Map Options X

Sentinel Visualizer's online maps are provided by either OpenStreetMap or
Microsoft Azure. By default, you have access to OpenStreetMap Road and
Road Dark. If you would like additional maps you need to enter an
OpenStreetMap service URL, or choose Azure Maps and enter your key.

@® OpenStreetMap
Hybrid:
| |
Imagery:
| |
|Road (Blank for default): |

Road Dark (Blank for default):

() Azure Maps

Azure Key:

OK Cancel

Map Options to Enter Your Open Street Map service URL or Azure Key

These values are saved in the database and used by every user of the database, so use keys for
your organization rather than personal ones.

OpenStreetMap (default, no key required)

Road and Road Dark map styles are included and work out of the box. If you want Hybrid
(satellite with road labels) or Imagery (satellite) styles, sign up with a tile provider, obtain an API
key, and enter the provider's tile URL for that style. You can also replace the built-in Road and
Road Dark URLs with your provider's URLs if you prefer a different look.

Tile providers offering OpenStreetMap-based road styles include CARTO, MapTiler,
Thunderforest and Stadia Maps. MapTiler also offers satellite imagery and hybrid tiles. Most
providers have a free tier for a small team with paid plans above that.

Enter the URL exactly as your provider documents it, but use these placeholders where the
provider's example shows zoom, x, and y:

Placeholder | Meaning

{1} Zoom level

{2} Tile column (x)

{3} Tile row (y)

{0} Optional server subdomain, only if the provider's URL has one (for example

{0}.tile.example.com)

Example of CARTO Voyager Road style:

https://basemaps.cartocdn.com/rastertiles/voyager/{1}/{2}/{3}.png?key=YOUR KEY
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Leave a Road or Road Dark box blank to use the built-in default. Imagery and Hybrid are only
available after you enter a URL for them.

Azure Maps

If your organization uses Microsoft Azure, choose Azure Maps and enter your Azure Maps
account key. Azure provides road, dark, satellite and hybrid styles from the one key.

From the Azure portal, create an Azure Maps account and copy and paste the primary key from
the Authentication page. Azure Maps pricing, transaction allocations and billing terms can
change. Visit their site for details: Manage your Azure Maps account.

Offline Maps

If an Internet connection is not available or offline map is enabled, the Map Offline tab appears:

"
Options
W styles

>

FProperties
@ MWaps
j.j Map Offline
]

Small lcons

The toolbar for Map Offline is similar to the Map tab with a Layers button to use shape files.

Layers

The offline map supports Shape files, ArcGIS server, and GeoTIFF. Shape files, links
to an ArcGlIS server, and GeoTIFF are managed through layers. Click the [Layers] v
button on the toolbar to open the Layers panel on the left side of the map.

Layers
Layers a
=il =)
World
Capitals ‘ ‘
Capital Labels a

5 ]

4

The Layers panel includes these buttons:

o

-
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https://learn.microsoft.com/en-us/azure/azure-maps/how-to-manage-account-keys

@ L Add a Layer: Use the drop down to add a Shape or ArcGIS file.
/" Edit a Layer: Edit the existing layer.
s
| ﬁ ‘ Remove a Layer: Use the trash icon to remove an existing layer.
‘ ‘ Change the Order of Layers: Layers are applied from the top of the list
— to the bottom. Reorder the list to your needs.
‘H ‘ Save Layers: Save the set of Layers to reload them on another map.
17
‘B‘ Open Layer: Open (load) a saved set of layers into the Map.

Add a Shape File Layer

Shape files are a common format for Geospatial data. Shape files support features such as
points, lines, and text.

For more details about shape files, visit https://en.wikipedia.org/wiki/Shapefile

To add a shape file, select the plus dropdown and select Shape to open the Shape File editor:

- [
@ - | @ ShapeFile X

Shape Shape File

ArcGlS ‘
Column Name

GeaTIFF | y \
Zoom Level
Level20 v
Area Style
Retail ~
Point Style
Capitall v
Text Style
Highwayl ~
Line Style
StateBorderl ~

OK Cancel

The Shape File Add/Edit form includes the following options:
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e Shape File: The full path to the shape file.

e Column Name: The column within the shape file to display.

e Zoom Level: The initial zoom level to display the shape file. The zoom level can be set to
None, which does not display the shape file, or 1 to 20. 1 only displays the shape file
information and is zoomed in very close, while 20 always displays the shape file data.
Area Style: The style to use for drawing areas, such as lakes.

Point Style: The style to use for drawing points, such as location.

Text Style: The style to use for drawing labels, such as state names.

Line Style: The style to use for drawing lines, such as borders.

Select [OK] to add the shape file to the map.

Add an ArcGIS Layer

ArcGIS is a geospatial system for working with maps and geographic information. ArcGIS services
are exposed through standard web-based APIs, with different endpoints providing various maps.
ArcGIS supports features such as lakes, power lines, and heat maps. For more details about
ArcGIS, visit https://en.wikipedia.org/wiki/ArcGIS Server

To add an ArcGIS server, select the plus dropdown and ArcGlIS.

Shape

| AFEGIS

GeoTIFF

The ArcGlIS editor form appears:

Page 196 Chapter 17: Geospatial Mapping Tools


https://en.wikipedia.org/wiki/ArcGIS_Server

@ ArcGIS Layer X

Name

‘ New ArcGlS Layer

ArcGIS Server

http://sampleserverl.arcgisonline.com/ArcGIS/rest/services/Specialty/ESRI_StateCityHigh
way_USA/MapServer

Image Format

Png ~
Parameters

Parameter Value
transparent true

= — ; o
'/||" _ oK | | Cancel

(]

ArcGlIS Layer Options
The ArcGIS Add/Edit form includes the following options:

Name: The display name of the layer

ArcGIS Server: The full URL of the ArcGIS service.

Image Format: The image format returned from the ArcGlIS server.

Parameters: The parameters to pass to the ArcGIS server. Please refer to your ArcGIS
server configuration to obtain the correct parameters and values.

Select [OK] and the ArcGIS server is added to the Map.
I_legan LS

oo

Example of ArcGlIS Layers
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Parameters
ArcGIS accepts many parameters. Parameter names and values are unique to different servers.

For example, we use the ArcGIS service located at
https://sampleserver6.arcgisonline.com/arcgis/rest/services/USA/MapServer. This service
provides census information for U.S. cities and states including total population, racial counts,
and more. It also includes highways.

This service displays all data by default, but you can also ask for specific information.
Sub-Layers

An ArcGIS service may contain one or more sub-layers, or layer ids. In this example service you
can return only counties by specifying a layer id value of 2. The parameter name is layers, and
the parameter value is show:2. The number in the parameter value is service dependent. To
show multiple layers, specify the layer IDs separated by a comma, such as show:1,2.

Filter

To apply a query filter to the returned data, you can specify a layerdefs parameter. In this
example service you can query layer id 2 for counties with a population of greater than 50,000 in
1999. The layerdefs parameter value is 2:POP1999>50000. To filter a layer by multiple criteria,
enclose the individual criteria in parentheses and specify AND or OR. For example:
2:(MALES>10000) AND (POP1999>50000). To filter multiple layers, you need to use the semi-
colon separator. For example, 1:POP1990 > 10000000;2:POP1999 > 10000.

Add a GeoTIFF File

GeoTIFF is an extended TIFF file that includes geospatial data. For more details visit
https://en.wikipedia.org/wiki/GeoTIFF

To add a GeoTIFF file, select GeoTIFF on the toolbar which opens a File Open dialog.

@,

Shape

ArcislS

I GeoTIFF I
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Google Earth Integration

Export data to the Google Earth program. Google Earth is a standalone program that provides
advanced 2D and 3D geospatial capabilities. Google Earth must already be installed on your PC
to use this feature. Install it from https://google.com/earth/about/versions/

Launch Google Earth Integration &

This feature is available from the toolbar. To launch Google Earth integration, Google Earth
click the Google Earth button. After a moment, Google Earth opens:

= Google Earth Pro - [m] X
File Edit View Tools Add Help

¥ Search

Get Directions History
¥ Places
v & MyPlaces

» (D Sightseeing Tour s
\?_6285,‘362‘9 Washingten

= Kelly,
v [¥/&3 Temporary Places Store _t}':,1-,1 570 Kelly,

[1' R Sentinel Visualizer ,'Store"»’ 399 =

-
Oregon
5 ¢
[

D | | ¥ [[e2®

¥ Lavers

Klamath Mountains

v B3 Primary Database e

» [/ Borders and Labels
Places
4 = Photos
E= Roads
» @/ 30 Buildings
> [BEA Ocean {
4 ﬁ Weather StC‘ﬁ@;ﬁ
N ey Data SI0; NG
»

@ Global Awareness ) k g
[ More - Imagery Date: 12/13/2015 950 2 122°27'30:30!%5 W3, elevii4700 ift 9 °ve alt'665:01 mi v

Data Plotted on Google Earth

Google Earth and Place Names

Google Earth integration does not require that entity records have specific latitude and
longitude values. Instead, if an Entity Type is flagged as a Location, Google Earth integration
determines the latitude and longitude based on the Entity Name.

For Google Earth integration, the following conditions must exist:

1. The latitude and longitude fields within the Entity record must carry a value, or
2. The Entity Type must be marked as a Location, and the Entity Name field must have
enough address information for Google Earth to translate it correctly.

For example, if the Entity record does not have latitude/longitude values, then “London,
England” is enough for Google Earth. The Entity is placed, in the center of the city. But “265
Camden Street” is not enough for Google Earth to translate. You would need, at least, the
city/state/province and/or a postal code. The address information must be the Entity Name.
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Google Earth Places

The Google Earth panel on the left contains items under
Places, Temporary Places folder. Click on the triangle to
the left of the text to expand the list.

How Data is Exported to Google Earth

When you click the [Google Earth] button, the following
data from entities and relationships currently displayed
on the screen is exported:

All entities.

All relationships. Relationship line colors are
generated randomly to provide good contrast
with the underlying map graphics.

Entities connected to locations are shown in the
entities list in Google Earth.

Entities marked as locations are shown in the
locations list in Google Earth.

¥ Places
T ¥ My Places
b |¥/ D Sightseeing Tour

v ¥/ 53 Temporary Places
v YIS Sentvi

. B2 |pcations
¥| < Store - 1077

¢ & Store - 1082

v Store- 1122

¢ & Store-115

v & Store- 1157

¢ & Store-116

Connecting relationships are shown as lines between entities.

Note that the data sent to Google Earth respects your filters. For example, if you filtered out
entities of a specific type, those entities are not exported to Google Earth.

If you want to see all items, remove all filters. You can quickly remove filters by using

the [Filtered] button on the Visualizer toolbar.

Non-location entities that are connected to locations are placed at the same location

as the location Entity.

Google Earth Tools

These Google Earth features are available.

Filter

Quickly navigate to an item in the list by
clicking its hyperlink.

Navigating to an Item

Hiding and Showing Items

You can hide or show any item on the map by
clicking on the check box next to the item.

¥ 2 Temporary Places

¥ ¥ - Sentinel Visualizer v Places
v ¥ &5 | ocations - g a781 p
. Q98

v| & Sore - 1157

v & Sore-1197

v| & Sore- 169

> ¥ &3 Mark
- Vg Scott

Google Earth Timeline Tools

When the data is exported to Google Earth, temporal data is also included in the form of Start
and End dates on relationships. You can use the Timeline tools to visualize the change over time
of relationships. The Timeline tools are contained in the Timeline tool window:
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2 @ ¢
7/10/2010.- 1 am 9/5/2010..1.am

] G:‘:.) b
8/2010

The left extent shows the earliest date, and the right extent shows the latest date.

A X
6/26/2010..11pm
4 ==y
5/2010 9/2010
Earliest Latest
Date Date
Using the Play Feature

To play through the animation of relationship dates, click the timeline slider animation button.

®aco

Changing the Time Window

The left and right extents of the time slider define the range from earliest to latest dates.
However, the visible relationships are defined by the time window within the time slider.

The visible relationships are those occurring within the time window. The time window is
defined by the start date object on the timeline and the current position indicator. All
relationships with start/end dates between those positions are shown on the map.

Start Date Current Position
Indicator Indicator

To change the start date, click on the start date object and drag it left or right. To change the
end date, move the current position indicator.

Using the Zoom Feature

If you want to see more precision within the time slider, click the Zoom In button. To zoom back
out, click the Zoom Out button.

©aqo A X

6/26/2010 .6 pm 7/11/2010..10 pm

) b
5/2010 /2010
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Moving to the Earliest and Latest Dates

Quickly move to the earliest and latest dates within the time range with the end buttons.

®aqo A X

6/26/2010 .6 pm 7/11/2010..10 pm

L — c—  —

Gyee0 9 /8044

Setting Options
Set Google Earth Timeline features with the wrench button on the toolbar.

®aqo a I

6/26/2010 .6 pm 7/11/2010,..10 pm

4 e ———) )|
5/2010 9/2010

The Date and Time options dialog appears.

== Date and Time Options 7 b4
Start date/time: [E3/i0 10:38 am | 2|
End date time: 9810 5:31AM |5

Display tme in

UTE (Coordinated Universal Time)
® Time zone on my computer

Specfic tme rone

Animation speed: slower faster
Loop animabion

The following options are available:

e Start date/time: View or set the earliest visible date/time.
e End date/time: View or set the latest visible date/time.

o Display time in: Set the time format to use. You can choose UTC, the time zone setting

currently active on your computer, or a specific time zone from the drop-down list.
e Animation speed: Use the slider control to change the speed of the animation.
e Loop animation: Check this box to have the animation continuously loop.
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Chapter 18: Three-Dimensional Viewer

Visualize diagrams beyond the traditional two-dimensional link analysis. With the three-
dimensional (3D) viewer, you can turn your static 2D network into a fully interactive 3D object,
with pan, zoom, rotate, depth, and stereoscopic capabilities.

Launch the 3D Viewer

Click the [3D Viewer] button on the toolbar to display your diagram in three dimensions.

@

30 W ey

Auto-Rotate

%
nang | PRID

<Off

| &

1

Wi rpy

Sefect an Entnty 2
Move Yo Selected
Set to Center
Full Screen

Monnor

\\L\DesoLaYs

Full Screen

Navigate through Three Dimensions
The quickest way to use the 3D Viewer is with your mouse and keyboard.

e C(Click-drag anywhere in the 3D surface to pan left, right, up, or down.
e Use your mouse wheel to zoom in and out.
e To rotate, hold down the right mouse button as you move the mouse.

Rotation can be animated from the Display tab’s auto-rotate feature.
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3D Viewer Zoomed into an ntity with an Image

You can also select an entity that you want to act as the center point for rotation by double-
clicking on it.

Image Quality and Driver Issues

Any PC-based 3-dimensional graphic display you use is governed by the type of graphics adaptor
installed on your computer. At a minimum, you should have a 3D accelerated video card that
has at least 128 MB of memory.

The speed of the 3D Viewer is directly proportional to the speed of your graphics adaptor. If you
find the performance of the 3D Viewer is too slow, consider upgrading to a new card.

Driver-Related Issues

The 3D Viewer uses OpenGL, which is a multi-platform software interface to graphics hardware,
supporting rendering and imaging operations. To ensure optimum performance, you should
ensure that you are using the latest drivers available for your graphics adaptor. Contact your
System Administrator for more information about driver updates.
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Panels
The right panel has several tabs to customize your 3D View.

General Tab Display Tab

Help Tab

Chapter 18: Three-Dimensional Viewer Page 205



General Tab

The General Settings tab offers these options:

Auto-Rotate

X Y Z
< Fast

® _on
0O ©0

Select an Entity
Move To Selected

I d|a|-|_l pa::uenp'gr_l .ﬂE|ds!qJ Elauagn

Setto Center

Full Screen

Monitor
W ADISPLAY1 w

Full Screen

Auto Rotate

Define and control the auto-rotate feature. Move the sliders on the x, y, and z axes to control
each dimension’s speed.

O o

Play to begin rotating Pause to stop animation

Select an Entity
Double click to select an entity. It is highlighted in red. Then select:

o [Move to Selected] to adjust the viewpoint to it and see the network from its

perspective.
e [Set to Center] to center the entity in the 3D view. The Auto-Rotate feature then

revolves around it.
Full Screen

You can specify the monitor if you have multiple monitors and click [Full Screen] to make the 3D
network fill the screen. Return by pressing the [Esc] key.
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Display Tab

The Display tab lets you set colors and stereo buttons to support anaglyph glasses.

. Line color

&
Label color =
&
. Selected color N
=)
Stereo Options 5
o
O Normal <
O side by Side >
O over / Under §
@® Anaglyph ﬁ
e
® Red/Cyan =
(O Red/Blue 1

Inter-Pupillary Distance

-

5 -

[] Swap Eyes

Color Settings
There are three color settings:

e Line Color: Color for the relationship connector lines.
e Label Color: Color for Entity labels.
e Selected Color: Color to display the selected (highlighted) entities.

Stereo Options

The following five settings are available only with the OpenGL Renderer:

e Normal: Standard display.

e Side by Side: Output to a video device that supports side by side stereoscopic.
e Over/Under: Output to a video device that supports over/under stereoscopic.

e Anaglyph: For 3D view with anaglyph glasses.
o Red/Cyan or Cyan/Red: Swap colors based on your Anaglyph glasses.

Additional options:

Inter-Pupillary Distance: The distance between the eyes to adjust depth.
Swap Eyes: Flips the left/right eye projections to accommodate dominant eyes.
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Advanced Tab

The Advanced tab manages additional options for
projection, performance, and renderer:

Projection
e Nearclip
e Farclip
e ScreenZ
e Depth
e FOV

Speed and Quality Adjustments

Control how the 3D Viewer adjusts for speed versus
quality for these options:

e Perspective Correction
e Line Smoothing
e Polygon Smoothing

Renderer

e OpenGL: Standard renderer.

e Quad Buffered: Provides active
Stereoscopic display when used with
supported video card and monitor.

e Direct3D: Provides a Direct3D
implementation, which may provide better
performance on some video cards.

Projection
Near clip 10 =
Far clip 10000 =
ScreenZ 10 =
Depth 0 =
FOV 60 =

Perspective Correction
(O None

{® Speed

O Quality

Line Smoothing
) None

(*) Speed

O Quality

Polygon Smoothing
{*) None

) Speed

O Quality

Renderer

OpenGL v

I djeH ‘ pajueapy /'(éldsqu EIEED)
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Chapter 19: Additional Searches

Perform advanced search analysis by combining your saved entity and relationship searches. You
can also combine and compare saved Visualizer diagrams and perform web searches.

Combine Multiple Searches

Searches for entities and relationships can be saved. Under Search, [Combine Multiple
Searches], you can select and perform analysis among them.

Search

E_‘E; Dataset Builder

e d . : :

:‘:Q Entity and Relationship Type
4 :

'L‘Q Advanced Dataset Builder

E‘i Entity Search

:"‘ Relationship Search

b}

X N Combine Multiple Searches

_'{_ 7 Query Builder

@ web Search

Unlike saved Visualizer Diagrams which save specific items, saved searches are applied against
your current database, so its results change with your data. Combine multiple filters to show
their Entities and Relationships.

For instance, you saved a search for each crime scene with entities around a particular location
and time. As your database is updated, each search retrieves new results. Wouldn’t it be
interesting to find entities that appeared in all or most of the crime scenes?
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Combine Multiple Searches = IEI

Saved Search Type

Dataset Builders W

Select Two or More Saved Searches (use Ctrl + Mouse Click)

Title Filter Entities Filter Relah’onships Created By Crez ™

People Enterlng stores with >= 1 metadata value Admin 8}'2,,"

Metadata Female or Blue Eyes

< 5] 1<)
B[] 4

|

Initial second save Admin 3}'23
Try Again O O Admin 3f22
Unlinked O O Admin a7/
Unlinked O O Admin 3f22
Select All 1 1 Admin /23 v
Record: |4 || 4 40F 16 | p || p] | € >
Description
Female or Blue Eyes -
- B B
Al Data Commaon Data
Select the Saved Searches to Combine
Saved Search Type
In the top left, choose the Saved Search Type based on where you saved the search:
Saved Search Type
Entity Filters w

Dataset Builders

Relationship Filters

e Dataset Builders are saved in the Advanced Dataset Builder with columns showing if they
include Entity and/or Relationship Filters.

e Entity Filters includes saved Entity Searches plus Dataset Builders with entity filters.

o Relationship Filters includes saved Relationship Searches plus Dataset Builders with
relationship filters.

Selecting Saved Searches
Click on the rows to select them. Use Ctrl+Click to select each row.

Click the [All Data] button to generate the list of all entities and relationships among the
selected rows.

When more than two rows are selected, the [Common Data] button is enabled to find common
items among them:
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E E -

&l Data Common Data

Every Search |
host Searches

Two or Wore Searches

e Every Search: Find Entities and Relationships that are in every selected search. These are
the highest value targets.

e Two or More Searches: Entities that are in at least two of the searches.

e Most Searches: Determine the maximum number of selected filters that an entity is found
and show those. For instance, 10 filters are selected, but no Entities are in all 10. If it finds
that the most filters an entity is in is 7, it shows the entities (and relationships) that are in 7.

Results are displayed in a form identical to displaying the results from the Advanced Dataset
Builder, Entity Search, and Relationship Search, with options to send it to Visualizer, Excel, etc.

Multiple Visualizer Analysis

The Visualizer lets you save your diagrams with its list of entities and relationships. The Multiple
Visualizer Analysis feature lets you see if they have entities in common.

This can be particularly helpful if your saved visualizers represent data from specific places and
times like crime scenes, to see if any entities are the same among several of them. The analysis
finds entities that are in all the selected visualizers, the most, or at least two.

File

Wisualizer

Multiple Visualizer Analysis

E}* Open Saved YWisualizer

FH" Layout Qptions

Search AddData “Wiew Tools Window Help

£ Mew visualizer

£ All Datatovisualizer

Multiple Visualizer Analysis under Visualizer

When you select [Multiple Visualizer Analysis] from the Visualizer menu or Home Page, the list
of Saved Visualizers appears:
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¥ Multiple Visualizer Analysis =RESE

Select Two or More Visualizers for Analysis

Title Entities Relationships | Created By Create ™

Arson2 76/21 10000AM T
hrson 13/ 500000 — e

éArson 3 ?,"14!21 11:00:00AM 36! Admin

Arson 1, 2, 3 All Phones 779 886 Admin 8f4a/2c
All Towers in DC 26 0 Admin 9/2/2C
Arson 1, 2, 3 Phone connected to all 3 20 15  Admin 8f4a/2c
[P NS T o I I [ Ty R —— [ A A e afaal-
Record: | [4 || 4 3of 14 | | <« >
Description

e B . m B /

Find Cormmon Entities Sendtovwisualizer  Open Edlit Delete

Select from the List of Saved Visualizers

Select one or more of them to analyze by using Ctrl and mouse click, then click one of the
buttons in the toolbar.

Find Common Entities

If two or more saved Visualizers are selected, the [Find Common Entities] button is enabled with
three options. The last two are enabled if 3 or more are selected.

g . I

Find Commaon Entities Send to Wisuali

Entities in Every Yisualizer
Entities in the Most Wisualizers

Entities in Two or More Wisualizers

Find Common Entities Options
Get a list of Entities among the selected saved Visualizers based on the three options:
Entities in Every Visualizer
Retrieve the list of entities in all the selected visualizers.
Entities in the Most Visualizers

With 3 or more selected Visualizers, there may not be a common entity in all of them. This finds
the entities in the most of them. For instance, if 4 saved visualizers are selected, there may not
be any entities in all 4, but some in 3 of them.
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Entities in Two or More Visualizers

Retrieve the list of entities in two or more of the selected visualizers. The results show the
number of visualizers it’s found in, and the list of them below:

¥ Muttiple Visualizer Analysis = 2=

Entities in the Selected Visualizers

Found In Entity Name Entity Type Image | Unigue D -

Brian Person

3 Mark Person

2 Kelly Person

2 Mary Person = v
Record: [[4 [ 4 1of 5 | b |l < ¥

Visualizers the Selected Entity isin

Title Entities Relationships | Created By Created Date

5 People 5 0 4/7/2021 1:49:14 AM
Four people 4 0 4/10/2020 11:04:47 AM
Record: [[4 | 4 1of 3 [ p |[pl| < >

e L~ I 2= ke D

Wisualize 2l Wisualize Seleded  Wiew Entity  AlltoExcel  Reports

Entities in Two or More Visualizers with Found in Column and the Visualizer List in the Bottom
Grid

The toolbar at the bottom is similar to viewing other entity lists where you can send the selected
entities to a new Visualizer, entity form, and Excel.

The Reports button opens a report grouped by Found In in descending order.

Common Entities Across Visualizers

Entity Name Entity Type Entity ID
Found In 3

Brian Ferson 1463
hark Perzon 1862

Found In 2

Kelly Person 1861
Aary Person 1864
Thormas Person 1860

Selected Saved Diagrams
Fourpeople

5People

4 People

Common Entities Across Visualizers Report
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Send to Visualizer

If two or more saved Visualizers are selected, the [Send to Visualizer] button is enabled.

| 3] ,|

Send toYisualizer

Only Cammon Entities
Cinly Common Entities and Relationships

All Entities and Relationships

Send to Visualizer Options
The [Send to Visualizer] button opens a new Visualizer window with these items:
Only Common Entities
Send the entities that are in EVERY selected saved Visualizer.
Only Common Entities and Relationships
Send the entities and relationships that are in EVERY selected saved Visualizer.
All Entities and Relationships

Send the entities and relationships in ANY of the selected saved Visualizers.

Web Search

Search the web for information across multiple search engines at one time. The Web Search
feature is available from the ‘Search’ tab, on the Menu Tool bar.

Search

E__‘é Dataset Builder

E_‘ﬁ Entity and Relationship Type

E_‘é Ldvanced Dataset Builder

?6\ Entity Search

:""' Relationzhip Search
L]

P

Cormbine Multiple Searches

i

_{_ 7 Query Builder

ﬂ Weh Search I

It is also available from the Entity form’s toolbar:

9

Weh Search
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If launched from the entity, the Web Search form appears with the name of the entity in the

search field:

i Web Search EI@
Name URL ~
Google http://www.google.com/search?
Google News  http://news.google.com/news
Thomas f 4y Google Maps  http://maps.google.com/maps v
<| >
M X O m
f i Click the Search icon to search for the value in all the search engines selected on the right side.
For each search engine, a separate tab is created:
aWebSearch E@
Name URL ks
Google http://www.google.com/search?
M Google News  http://news.google.com/news
Thomas : 5 Google Maps  http://maps.google.com/maps G
< >
) O m

Google Google News Google Maps Google Groups Google Images Yahoo  YahoolImages Yahoo News

&« - ihttp://maps.google.com/maps?q:Thomas |
Avalon Tvsons Corner WIaragernent v %
. Haden 9:::
— ¢ wen @
v See travel times, traffic and nearby places w I b The Cc
\ Capital One Banke MITRE Building 4 of Ml
{Surrs ; W McLean [ 5
: Fol ‘o de Chao h
Neiman Marcus o oA AR i
Brazilian Steakhouse AR Sdfe-’“)’@
123 R g )
Lerner Town i Q§
Square at Tysons)li &
sensk 1 o
eensboro [ Tysons Corner [ & @ |
Tyson Corner +
Mall Parking —_ Nespresso Boutique
o REI Tysons Corner Center e, =l =
Coffee store Y260,
~ 2 Q2 var 3
American Girl o Q Tysons CcGo@gler 3 ] | 0 = Il =< |
Washington, DC Mapdata©2020  United States Terms ~ Send feedback 1000 ft L. y

Click on each tab to see the results found.

Customizing Search Engine List

You can use the checkboxes next to each site name to include or exclude specific sites. The
Select All icon checks all the sites, while the Clear All icon removes all the checks.

M X

Adding and Editing Search Sites
Add new sites by clicking the green [+] button. The Add Site form appears:
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@ Add a New Site ¥

Site name

Microsoft Bing

URL

www.bing.com

Search token

search?g=

OK Cancel

e Enter a descriptive name for the website in the Site Name field.

e Enter the URL of the search site in the URL field.

e The search token should contain the special characters used by that search site. For
example, Google uses ?g= as the search string token.

The easiest way to determine the search token for a site is to use your web browser to navigate
to the site and enter a search string. After the site returns its results, look for the characters
preceding your search string in the browser’s address URL.

You can also delete search sites using the trash can icon.
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Chapter 20: Query Builder

A powerful query tool answers complex questions about entities and relationships. The Query
Builder allows you to visually “draw” a query and specify entity and relationship criteria. It then
builds a result list that can be previewed, or sent to the Visualizer, reports, Excel, or an XML file.

Query Builder Basics
The Query Builder lets you visually find entities and relationships in your database.

Individual Got a Refund Merchant

Aded Metadata : Edit Links | _J Add Metadata

Entity Relationship Entity

Person Relationship Type = Makes Return Entity Typ=
Start Date = 112023 MName
End Date Start Date
Walue End Date
Welght walue
Classification Welght
Credibility Status
Dissemination Classification
Reliability Dissemination
Brief Latitude
Relationship ID
Unigue IO
Created By
Crested Date
nodified By
rodified Date

Entity Type Store
Mame

Start Date

Classification
Dissemination
Latituda

.
3

r)
o
=
-}
5
@

Craatad Data
rodified By
wodified Date

Todified By
Madified Date

wiafwpupufuflujnfojojofofujnjuinfn

Metadata
hetadata Typs Gender
hetadata WValue Female

AND

Wetadata
Hair Color
Blonde

Metadata Type
hietadata Walue

Example of finding Female Blondes who Made Returns at Stores in 2023 or later.

o Create boxes for Entities and Relationships and set criteria for their columns to select them.

e Set criteria values to find matching, not matching, contains, starts with, ends with, greater
than, less than, etc.

e For columns with a lookup table, select from a dropdown value.

e For non-required columns, search for blank or not blank values.

o Link Entity boxes to the relationship’s Entity TO and Entity FROM sides.

e An unlimited number of metadata filters can be applied on entities to find entities with
multiple values or one of several.

e Combine unlinked Entity and Relationship boxes (UNION queries among them).
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Start the Query Builder

Launch the Query Builder from ‘Search’ on the top menu.

Dataset Builder
Entity and Relationship Type

Advanced Dataset Builder

Entity Search
Relationship Search

Combine Multiple Searches

Query Builder

Web Search

The Query Builder screen is like Import where you place boxes for entity and relationships and

enter values for the columns.

Add Entity Criteria Box

To query entities, click [Add Entity] on the toolbar to create an entity criteria box.

OB M =

Clear Open Save AddEntity Add Relationship Run Query

b >

Entity 1

Add Metadatal

Entity

Entity Type

Name

Start Date

End Date

walue

Weight

Status

Classification

Dissemination

Latituce

Longitude

Brief

]
fu]
S
=k
&
=
)

Entity ID

Unigue 1D

Created By

Created Date

mModified By

Modified Date

Toolbar’s [Add Entity] Button Creates an Entity Criteria Box
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Click on the border to select the box and drag it to another location. Click [Delete] to remove the
box. The top of the box has a title (Entity 1) that you can click to rename. There are some
buttons and a grid with a row for each column to specify the values you seek.

Criteria Operators

The grid has three columns. The left column lists all the entity field names. The next column
specifies the operator, and the last column is for your criteria.

Add Metadata

Entity Type
Mame

Start Date
End Date

walue Starts with
Weight Ends with

status Contains
Classification =

Entity 1

Entity

Operators for Searching Entity Name

The default operator is =. To specify a different operator, click on the = sign and select from the
drop-down list. The following operators are available:

Operator Function

= Exactly equal

<> Not equal
>= Greater than or equal to (for numeric and date columns)
<= Less than or equal to (for numeric and date columns)

Starts with Match phrases that start with the specified criteria

Ends with Match phrases that end with the specified criteria

Contains Match phrases that have the specified criteria anywhere in the string
Blank Blank values

Not Blank Non-Blank values

Blank and Not Blank options are available on columns that are not required.

Criteria Search

Double click on the blank area to the right of the operator to enter criteria. For lookup fields, a
dropdown list appears for selection. The list only contains values used in your database, and not
all the values available for that lookup.
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Entity

Entity Type =

Mame =

Start Date Person

End Date = Store
Walue = Transaction
LWl -t

Select an Entity fype from the Dropdown List

For fields without lookup lists, enter your criteria directly:

Entity

Entity Type =
Mame =
Start Date =
End Date =
al e = 5000
Weight =
Search for Entities with Value Greater Than or Equal to 5000

Based on the column, the entry is validated to be a date, number, integer, etc.
Wildcard Search

Instead of changing the operator, wildcard searches can also be used with the % character.

Entity
Entity Type = Person
Mame = mA%a
Select People with Names Starting with the Letter M

The Wildcard character can be put in the front to find values that end with a character (e.g.
%M), or at the front and back for contains (e.g. %M%).

Multiple Name Search
For names, multiple values can be entered by separating them with commas:
Entity
Entity Type =
Marme = hary, Brian

Select Entities named Mary or Brian

Run the Query

Once your criteria are entered, click the [Run Query] button to see the results.

OB MK = * >

Clear Open Save AddEntity Add Relationship JRun Query

Run Query Button on Toolbar

A new form opens with the query results:
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'\ Query Builder Results == BB

Query Builder Results
2 Entities

< Entities

Entity Name Entity Type Image Unigue 1D
Person
Mary Person
Record: |4 | 4 1of 2 | p |l < >

B I -

Wizualize 8l Wisualize Selected Selected +1 Degree View Entity g

Query Results

The form is identical to the results from the dataset builder. Sort by clicking the column header
to toggle the order and adjust column widths. The toolbar has options to send the entities to the
Visualizer, view the entity details, export to Excel, etc.

You can leave this form open, go back to the Query Builder form, make changes, and run the
guery again to open another results form.

Metadata Selections

The [Add Metadata] button creates a metadata grid at the bottom of the box:  Add hetadata |

|}
Metadata
hMetadata Type = Gender
hetadata Value = Female

Metadata Grid to Specify Metadata Type and Value
Entities with a Metadata Type

For entities with a metadata type regardless of its value, select the type with a blank value:

Metadata
hietadata Type = Hair Color
hetadata Walue =

Select All Entities with Hair Color
Entities with a Metadata Value

Leave the Metadata Type blank and enter a Metadata Value to select entities with that

Metadata Value for any Metadata Type. For instance, Brown may apply to the metadata type
Hair Color, Eye Color, and other types:
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mMetadata
Metadata Type =
hMetadata Walue = Brown

Select All Entities with a Metadata Value Brown

Wildcard Search
Wildcard searches can also be applied using the % character.
Metadata
hietadata Type =  Hair Color
hetadata Value = B%

Select Hair Colors Starting with the Letter B
Multiple Metadata Searches

You can add as many Metadata grids as you need. Click on the metadata grid and click [Delete]
to remove it. This example selects female entities that have Brown or Blonde Hair Color.

Notice the links to the second and third metadata grids have a box that says AND and OR. Click
on them to toggle between AND and OR. Note that the first one is always an AND.

Metadata
Metadata Type = Gender
Metadata Value = Female

-
AND
lMetadata
hetadata Type = Hair Color

Metadata Walue = Brown

e
OR
lMetadata
Metadata Type = Hair Color

Metadata Value = Blonde

Three Metadata Grids are Added and Criteria Entered
Combine Multiple Values for One Metadata Type

Rather than having several metadata grids for the same Metadata Type connected with OR, you
can enter all of those values as one comma separated entry (e.g. Brown, Blonde):

ketadata

Metadata Type = Gender
Metadata Value = Female

-—
AND
Metadata
Metadata Type = Hair Color

Metadata Value =  Brown, Blonde

Select Females with Brown or Blonde Hair
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Remember that you can also use Wildcard Syntax with the % character to select multiple values.

Multiple Entity Criteria Blocks

You can add multiple Entity Criteria blocks with each adding to the results. This example
retrieves Entities that are People who are Alive, plus all Stores:

Entity 1 Entity 2
Add Metadatal J Add Metadatal J
Entity Entity
Entity Type = Person Entity Type = Store
Mame = [ame =
Start Date = Start Date =
End Date = End Date =
“alue = walue =
Weight = Weight =
Status = Alive Status =

Classification =

Classification

Combine Two Lists of Entities

Minimize and Expand the Boxes

If you have multiple boxes, you can shorten them to more easily see the relevant criteria. The [-]
button at the top right minimizes the box to the lowest row with criteria.

Entity 1
Add Metadata | » J

Entity 1

Al Metadatal

Entity Entity
Entity Type = Entity Type
Mame MName
Start Date —
End Date Minimized Box
Walue Click the [+] to expand back to the full size.

W eight
Status
Classification
Dissemination
Latitude
Longitude
Brief

Entity 1D
Unigque 1D
Created By
Created Date
hModified By
hModified Date

Full Size Entity Box
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Relationship Criteria

Add Metadatal

Adding relationship criteria allows you to query for entities and relationships. With a blank
screen, clicking [Add Relationship] adds a Relationship box between two Entity boxes.

Entity 1 Relationship 1

Edit Links

Entity 2

Add Metadatal

Entity Relationship

Entity

Entity Type

Relationship Type

Entity Type

MName

Start Date

MName

Start Date

End Date

Start Date

End Date

Yalue

End Date

Yalue

Weight

Yalue

Weight

Classification

Weight

Status

Credibility

Status

Classification

Dissemination

Classification

Dissemination

Reliability

Dissemination

Latitucke

Brief

(o]
o
=]
=
=
=
[

Latitucke

Longitude

Relationship ID

Longituce

Brief

o]
o
=]
=k
=
]
[

Unigue D

Brief

(o]
o
=]
=k
=,
=
[

Entity 1D

Created By

Entity 1D

Unigue ID

Created Date

Unigue D

Created By

Modified By

Created By

Created Date

Modified Date

Modified By

Modified Date

Relationship Between Two Entities

Created Date

Modified By

Modified Date

Similar to the Entity box, criteria are entered into the Relationship box.

The links to the Entity boxes let you filter the relationships based on their Entity TO and FROM. If
you don’t want to specify entity criteria, you can leave it empty or delete the Entity box.

You can also have the relationship box with no entities. If you select Relationships from that
(e.g. select a Relationship Type), the results show the list of relationships plus their entities.

Multiple relationship boxes can be added to combine all the relationships (UNION query).

Edit Links

You can modify the Entity TO and FROM by clicking on the [Edit Links] button:

Relationship Links

Select the entities linked to the relationship.

From Entity To Entity
Entity 1 v| P entity2
oK

Cancel

Select the From Entity and To Entity values from the dropdown lists. A blank removes entity
limits on that side of the relationship. Click the middle button to swap them.
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Save and Open Queries

Click the [Save] button on the Query Builder toolbar to open the Save Query form.

BF save Query
Title
|QueryName
Description
e PR DB 96 e e AR
@ B I U EEEEEE S QX X,

Comments for your query

[ Private

Specify a name for your query and optionally enter a description. Then click the [OK] button to
save the query. Queries are saved in your database. If you check Private, only you can view it.

Open a Saved Query

To load an existing query, click the [Open] button on the toolbar. The Open Query form appears:

by Open Query

Title Created By

MNames Beginning with M Admin

Query Name Admin

Record: | 4 || 4 10fF 2 | b ([l < >
Description

Find people with names starting with the letter M,

e B 7 1]
N

Open Edit Delete

Select the query to load and click the [Open] button. Click [Edit] to change the name and
description, and [Delete] to delete it.
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Query Builder Difference from other Search Features

In addition to the Query Builder, there are other search features like Entity Search, Relationship
Search, Dataset Builder, and Advanced Dataset Builder. Those searches share the same user
interface to enter criteria for entities and relationships. For more details, visit:

e Advanced Entity Search on page 55
e Advanced Relationship Search on page 73
e Advanced Dataset Builder on page 87

There are some searches that the Query Builder can perform that the others cannot. You can
find relationships between different types of entities. The Query Builder also performs UNION
queries across multiple entities and relationship searches. Here are the major differences:

Search Feature Query Builder Other Advanced Searches
Paired entity searches Relationships with different Criteria is the same for both
criteria for the Entity TO entities of relationships

versus FROM

Multiple Entity Searches Yes. Create and combine No
separate entity criteria.

Multiple Relationship Yes. Create and combine No

Searches separate relationship criteria.

Search for entities with a Yes, Find a metadata value No. Metadata Type must be

Metadata Value for any metadata type. specified.

Metadata Search for Entities | Unlimited combination of Up to 3 terms. All AND or all
AND and OR. Search one OR. Multiple values can be
value per term. specified for a metadata type

Metadata Search for No Yes, upto 3

Relationships

Date and Numeric Ranges No. Only exact value or Yes. Specify low and high
greater or less than a value. values.
Searches on Counts No Yes. Number of documents,

notes, metadata, topics, and
relationships.

Lookup Values One value One or more values from lists
Search Documents, Notes No Yes

and Topics

Blank and Not Blank; Yes Yes

Date and Numeric Value
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Chapter 21: Creating and Opening Databases

Data is stored in industry-standard Microsoft SQL Server databases. Databases can be stored
directly on your computer, a shared server, and cloud hosts. You can create an unlimited number
of databases.

Databases
The following terms are used to describe the database types:
Local Database

A local database is stored on your computer and managed by the database engine installed by
the program. Local databases are single user only.

Shared Database

A shared database is stored by Microsoft SQL Server on your network or cloud provider. Shared
databases have the same structure as Local Databases and support multiple concurrent users to
view and edit the data.

All editions, other than the standard single-user version, support shared databases. Create the
database on a server running Microsoft SQL Server 2016 or later. Microsoft SQL Server must be
configured to be accessible by users on the network or Internet.

Your Computer

=

Multi-User
Connection |

Single User
Connection

Networked Database Server

\_ Local Database Engine
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Create a New Database

Create a Database

To create a new local or shared database, select New Database:

Home Page Left Panel Menu Toolbar

»»
Tl
i

Cq;|

Database

3'\ Manage Datahase Open Database

'E.Pr Open Database

|| % Mew Database |

~ho
Po

Switch User

Close Database

A

o

Mew Database

E’ Exit

On the New Database form, enter the server and database name without spaces. Use the My
Databases server name for local databases. The database name may not already exist.

tg Mew Database X

SQOL Server name

My Databases e

Mew database name

MewMame

New Database Dialog for Local Server

Using Cloud Hosted Databases

Databases can also be hosted by Microsoft SQL Azure and other cloud providers. Those
platforms usually require using their portals and permissions to create a database. Simply create
the database locally, then restore it on the cloud host.

Shared SQL Server

If you use a shared server, you need to specify the database name and login.
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to) New Database >

SQL Server name

sentineldb w

New database name

MewMame

Sentinel Visualizer admin user name and password

User name Password Confirm password

Database connection
O use Windows Authentication
O] Use SQL Server Authentication

50L database user name

Password Confirm password

OK Cancel

New Database Dialog for a Shared Server
Fill in the following information:
User Name

Each user must have a user account to access a Shared Database. Users can be administrative
users with full rights to access the database and configure it, or Standard users without rights to
configure the database (they can still edit the data). When you create a new database, specify
the name for the first user, who by default is an administrative user. Select a username or use
the default “admin” value.

Password

Type in the password for the admin account and re-enter it in the second field.
Database Connection

Two connection modes are available to secure your Microsoft SQL Server database.
Windows Authentication

For Windows Authentication, SQL Server accepts Windows Domain users. It relies on the
Windows Server security system and your user permissions granted by the SQL Server database
administrator. You need to have SQL Server permission to create databases on it.
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SQL Server Authentication

Databases can be secured with specific username and password login.

Open a Database

To open an existing database, choose [Open Database] from the Database Menu to display the
Open Database form with the recently opened databases:

{4 Open Database X
Server name Database Last Opened 2
sentineldb FraudSample 8/13/2026 6:24 PM
sentineldb Medicare 8/13/2026 5:43 PM
sentineldb Telephone_cCall_Records 8/11/2026 11:14 AM
sentineldb ABMC 7/15/2026 2:30 PM

v
Open Database  Browse.. Remove from List .

If your database is in the list, select it and click the [Open Database] button.

Add a Database to Your List

If your database is not on the list, click the [Browse...] button. For the local databases, choose
the “My Databases” server.

" Open SOL Server Database =

SQL Server
|I'-.-'IW,.r Databases w

Select a Database from the Local SQL Server Express

For shared servers, enter your SQL Server name and connection options:

* Open SOL Server Database

5QL Server

sql-server

Database Connection

O Use Windows Authentication

©§U5e SAL Server Authentication

User Name

Password

Shared Server with Connection Options
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Database connection options may be based on Windows Authentication or a specific user name
and password for your database. Ask your database administrator if you are unsure or unable to
access your database. Click the [>] button to see a list of databases on that server.

| ™ Open SCL Server Database b4

Databases

Arson_scenario ~
Arsons_and_Towers_1

Arsons_and_Towers 2

Call_records_with_targeted_numbers

CallRecordsSampleVersion

CDR

CDR_with_names

Chain_link_call_records

Chain_link_phone_call

Companies_and_People

Covid_Scenario

Credit_Card_Fraud

Crime_scenario

Cyber_Threats

phone_calls v

Database Mame

List of Databases in the Server

Click on the database you want from the list or type letters in the Database Name box to filter
the list. Click [OK] to select it.

Switch User

You can open a database under different login credentials by selecting [Switch User] from the
File menu.

File

7 Open Database

Switch User

W

Close Database

r‘

™= Gl

Mew Database

Exit

The Open Database dialog appears to let you change your login.
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Change User Password

To change your login password, from the Tools menu, select [Database Maintenance], then
[Change User Password].

Tools| Window Help

Manage Database

Database Maintenance » D Change User Password

Compare Entities g Make Checkpaint

Ierge Entities @ Restore Checkpoint

© g'ﬁ Bﬁ i )"

Reszet Default Settings

Change User Password

The Change Password form appears:

Change Password X

Password

Confirm Password

oK Cancel

Enter your new password twice, then click [OK].

Make and Restore Checkpoints

Create and restore database checkpoints (backups). A checkpoint is a complete snapshot of the
current data in the database. Restoring a checkpoint returns the database to the state it was

when the checkpoint was created.
Create a Checkpoint

To back up a database, from the Tools menu, select Database Maintenance, Make Checkpoint.
This is also available on the Manage Database form, under Maintenance.
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3\ Wlanage Database

Database Maintenance  » D Change User Password

Compare Entities Make Checkpoint

herge Entities Restore Checkpoint
%E Ivlerg & = p

Q Reset Default Settings

s (0

On the Make Checkpoint form enter a description for the checkpoint, then click [OK].

Make Checkpoint et

Mame

5/5/2023 5:44:39 PM

oK Cancel

Enter a Description for your Checkpoint
A confirmation appears when the checkpoint is created.

Restore a Checkpoint

To restore a database, from the Tools menu, select Database Maintenance, Restore Checkpoint.
This is also available on the Manage Database form.

Tools

3\ Manage Database

Database Maintenance » D Change User Password

Compare Entities hlake Checkpoint

=R ([

Q,

herge Entities Restore Checkpoint
%E Merg A = p

Q Reset Default Settings

If forms are open, you are prompted to close them. The Restore Checkpoint dialog lets you
select from a dropdown list of existing checkpoints. You may see checkpoints created during
certain processes like Import. The date and time of the checkpoint (independent of the
description) is displayed after you select it.
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Restore Checkpoint et

Before Import 4/4/2023 4:53:06 PM ~

Tuesday, April 4, 2023 4:53:17 PM

Ok Cancel

Select the Checkpoint to Restore

Select the checkpoint and click [OK]. A prompt asks for confirmation to overwrite the current
database. Click [Yes] for a prompt confirming the database was restored.

Backup and Restore Database
Backup Database

If the currently open database is local (under My Databases), the Backup Database option is
available to let you save a *.BAK file of the database.

hlanage Database

Tools

"H—J Database Maintenance » n Change User Password

%a Compare Entities B Make Checkpoirt
Merge Entities Restore Checkpaint

T e & e p

() Reset Default Settings ‘EE‘J Backup Database

Restore Database from Backup

Version 11 can restore a database directly from a backup
file. When no database is open, select File > Restore
from Backup to restore the database to your local SQL
Server without using SQL Server Management Studio
(SSMS).

T
i)

@I.

Open Reader File

} Open Database

(T

To restore a database to a shared SQL Server, use SSMS
with administrator permissions and copy the BAK file in
the designated folder on that server.

"

4 Rastore from Backup...

&
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Chapter 22: Importing Data

Import external data into your database from a variety of sources including Excel spreadsheets,
Access and SQL Server databases, and text files. You can also limit the records retrieved by
specifying a WHERE clause. Specifications can be saved and reused across databases.

Introduction to Data Imports

The Import feature allows you to retrieve data from a variety of common formats:

e Microsoft Excel
e  Microsoft Access
e SQL Server

o Text

Additional data sources, such as MySQL and Oracle, are supported by linking to them with
Microsoft Excel or Access.

The Data Import feature allows you to visually “map” columns from your input file to the
appropriate fields in the database. The process for using this feature is summarized as follows:

e Select your source data which is opened and its columns retrieved.

e Add Entity and Relationship boxes to define the data to assign to them.

e Assign values directly or connect your source data columns to the columns.

e Setimport settings defining date formats, topic, definition of unique entities, and
replacement options if it already exists in the database.

e Preview the data before it’s imported to confirm the column assignments.

e Import the data.
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Import Wizard

Launch the Import Wizard

The Import Wizard is a good way to get started if you’re not familiar with importing data.

On the Home Page, select [Import Wizard] from the Add Data panel, or on the menu, under ‘Add
Data’, select [Import Wizard].

Home Page’s Add Data Panel

Menu Toolbar

Add Data
|| g Import Wizard

% Ertity dd

a’ Relationship &od

»

&dd Data

Import Wizard: 1 Entity

E‘_d Import Wizard

Import Options

@® 1 Entity

O 2Entities

O 3 Entities

O Open a Saved Import

O New

' N

Import Wizard
Mew [mport
Entity &dd

Relationship Add

Import Entities from one column and specify its entity type.

Entity Type
Person

Leave blank to assign entity type by column name.

Reset

OK Cancel

Import Wizard, One Entity

The initial screen of the Import Wizard displays an Entity box where you can edit the Title and
select the Entity Type. When you click OK, it appears on the Import Form:
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O B M =™ A & =

-

Clear Open Save Undo Redo Source Data Edit Source Data | Add Entity

People

Add Metadata |

Entity

Person

Active
Classification: -
Dissemination: -

Import Form with Entity Box
2 Entities and 1 Relationship

The 2 Entities option creates two entity boxes with a relationship between them. Set the titles
for each box, entity types and relationship type. The boxes can appear horizontally or vertically:

b Import Wizard — m] *

Import Options

O 1Entity Import 2 Entities from columns and the Relationship between them.
® 2Entties

O 3 Entities

O Open a Saved Import

O New Entity Type Entity Type

Relationship 1

Entity From: Entity 1
Entity To: Entity 2
Relationship Type

Layout
@ Horizontal
O Vertical

Leave Type blank to assign by column name.

o || omo
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b Import Wizard - O >

Import Options
O 1Entity Import 2 Entities from columns and the Relationship between them.

@ 2 Entities

O 3 Entities

O Open a Saved Import
O New Entity Type

| Relationship 1

Entity From: Entity 1
Entity To: Entity 2
Relationship Type

Entity Type

Layout
O Horizontal

® Vertical Leave Type blank to assign by column name.

o || o

Import Wizard, Relationship

3 Entities and 2 Relationships

The 3 Entities option creates three entities with two relationships between them. They can be
displayed horizontally or vertically:

b Import Wizard — O *
Import Options
O 1Entity Import 3 Entities from columns and the 2 Relationships between them.
O 2Entities
@® 3 Entities
| Relationship 1
O Open a Saved Import Entity Type
P P vy Typ Entity From:  Enftity 1
O New | Entity To: Entity 2
Relationship Type
Entity Type
| | Relationship 2
Entity From:  Entity 2
| Entity To: Entity 3
Relationship Type
Entity Type
Layout |
O Horizontal
@® vertical
o | oo
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b Import Wizard

Import Options

O 1 Entity

O 2 Entities

@® 3 Entities

O Open a Saved Import

O New

Layout
® Horizontal
O Vertical

Import 3 Entities from columns and the 2 Relationships between them.

Entity 1 Entity 2 Entity 3

Entity Type Entity Type Entity Type

Relationship 1 Relationship 2

Entity From:
Entity To:

Entity 1
Entity 2

Entity From:
Entity To:

Entity 2
Entity 3

Relationship Type Relationship Type

Leave Type blank to assign by column name.

OK ‘ ‘ Cancel

Open a Saved Import

Select a saved import file
for this database.

New

(*.SVIX or *.SVI3) from disk or pick from previously opened Import files

Create a blank Import Designer.

Import Designer

. o

0 H > a E . W 5% ) g 2 W &) - @&

Clear Open Save Undo Redo Source Data Edit SourceData  Add Entity  Add Relationship  Preview  Import Import Settings  Refresh Lookups Lines Zoom
Getting started B

Source Data
Excel Spreadsheet
Access Database
SQL Server
Text File

Add
Entity
Relationship
Tips
Map the fields by dragging one port to

another.

Link two entities to a relation using the

JData Source|Import Status

right port of the entity name.

Select and use the Delete key to

UIN APPT MADE DATE | APPT STARTDATE | APPTEND DATE | Total People | visitee namelast | visitee namefirst | Visite * raiea s
U02630 | 4/30/2010 5/2/2010 5/2/2010 5 TAYLOR ADAM TAYLO]
U02630  4/30/2010 5/2/2010 5/2/2010 5 TAYLOR ADAM TAYLO
U02630  4/30/2010 5/2/2010 5/2/2010 5 TAYLOR ADAM TAYLO The preview is limited to the first 500
U02630  4/30/2010 5/2/2010 5/2/2010 5 TAYLOR ADAM TAYLO | records. All data will be imported.
Record @[ 1or so0 [HIRI < o i >
Empty Import Form
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The Import Designer has these areas:

o Toolbar: Access common tasks.

e Main Pane: Visually design your data import.

e Bottom Panel: Data Source tab to view the first 500 records of the source data, and
Import Status tab with details of the source data.

e Right Panel: Quick tips and shortcuts for the import process.

Import Toolbar

The toolbar across the top performs the actions and is organized into three parts.

These are on the far left:

O B M » =~

Clear Open Save Undo Redo

o Clear: Clears the form (same as New).

e Open: Opens a previously saved import file.

e Save: Saves your current import specifications.
e Undo and Redo: Undo and redo changes.

The middle of the toolbar has the main buttons:

. ' 23 o Co 2 |

Source Data Edit Source Data  Add Entity  Add Relationship  Preview  Import

e Source Data: Import data from a variety of common formats.

e Edit Source Data: Change the current data source settings.

e Add Entity: Add an entity to the main pane.

e Add Relationship: Add a relationship to the main pane.

e Preview: See what would be imported with the current specifications.
e Import: Import information into the database.

The right side has Import and user interface settings:

e © -. @

L4 -

Import Settings  Refresh Lookups Lines Zoorm

e Import Settings: Options for import definitions.

o Refresh Lookups: Reload the lists on the boxes if the lookup data changed.
e Lines: Move lines to the front or back; hide secondary lines.

e Zoom: Change the zoom level and fit to page.

Select Source Data

From the [Source Data] button on the toolbar, choose the type of data to import:

Page 240

Chapter 22: Importing Data



- -
Source Data

i
&
;}a~

Excel Spreadsheet
Access Database
SCL Server

Text File

After choosing Excel, Access, or Text File, a file dialog appears to select it.

@ o fxcel Speeadinent O %
Eacel File

RADMS sets\White Mouse ViStors alsx

Sheet Rang

) - Customize

Sheet) Columns...
1 First row contains feld names

NAMELASY NAMES IRST NAMEMID Lt Fargt Last, Furst Middle ~
TAYLOR CHRISTOPMER TAYLOR, CHRISTOPMER TAYLOR, CHRISTOPHER J
MOXENDIE JOvCE L] MCOCENDIE, JOYCE MOXENZIE, JOYCED

TAYLOR SAUNDRA TAYLOR, SAUNDRA TAYLOR, SAUNDRA L

MCKENDIE SHAREE B MOXENDIE, SMAREE MOXENDZIE, SMAREE A

MOKENDIE VANDYKE MOCENDIE, VANDYRE MOKENDE, VANDYRE L

BROOKS DAVID £ BROOKS, DAVID BROOKS, DAVID £

SXOTHEIM TSRS A SKOTHE. TERE SEOTHEIM. TERUE A

JIEMBA THOMAS DIEMBA, THOMAS DEMBA, THOMAS

GARDOOUI BEATRIZ GARDOQUI, BEATRIZ GARDOQUL, BEATRIZ L

HOUBEN HIDDO HOUREN, HIDOO HOUBEN, MIDDO

ViGA JOSE VEGA, JOSE VEGA, 055 L

WRINSTEIN MARC WEINSTEIN, MARC WRINSTEIN, MARC

ot 4 4 alr 0 ) ,,-4 = 20t »
© WHERE clause examples: [Test Column) = Value', [Numernc Column] = 123, [Date Column) > 52022-12-318

Ox Cancel

Import Excel Spreadsheet

A different form is associated with each data source to let you select the Excel worksheet/range,
Access table/query, or text file. For Excel and Text files, a checkbox lets you specify if the First
Row contains field names:

First row contains field names
A preview of the data is displayed for the first 500 rows. Blank rows are excluded.
Excel Sheets

When an Excel spreadsheet is selected for import, the Sheet dropdown list includes worksheets,
named ranges, and tables. You can also specify an explicit range of cells, but using the named
range or table replaces that. This is extremely helpful when processing files from sources that
export their data into Excel files with these definitions.
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i’ Import Excel Spreadsheet

Source

PASentinel\visitors.x|sx

Sheet Range
VisitorLog w
VisitorLog

Details

VisitorSheetRange
Range:Datasheet3

Table:Tablel13 [Details5Q26:AB85]
Table:Table3 [Details506:AB22]
Table:Tablel [Details5C6:ME5]

Sheet dropdown includes worksheet names, named ranges, and tables

If the import settings are saved, the next time you import the spreadsheet, the selected named
range or table automatically adjusts to the current location and size.

Access Databases
For an Access database, select the table or query from the dropdown list:

Table/Query
v @Both O TablesoOnly O Queries Only

Access Database Selections for Tables and/or Queries

Text File

For a text file, there are options to specify the type of delimiters between columns for comma,
semicolon, tab, space, and your own Other character:

Delimiter between columns
@® Comma O semicolon O Tab O space O other

Text File Delimiter Options
Open SQL Server Database

If you select SQL Server as your Source Data, the Open SQL Server Database dialog lets you
select the server, enter the SQL credentials, pick the database, then select the table or view.

Use My Databases for your local server.
S5QL Server

My Database w

For another SQL Server host, you may need to specify the server login before selecting your
database.
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S5QL Server
Sentineldb w

Database Connection
O Use Windows Authentication
O] Use SQL Server Authentication

User Name

Password

Open SQL Server Database

Customize Columns

Click the [Customize Columns...] button to open its form. The ]
Customize Column feature lets you: Customize
Columns...

e Select the columns to import (especially if the source has many
columns you won’t import).

e Reorder the columns.

e (Create Custom Columns such as combining existing columns and/or applying functions.

e Use a search box to filter your column names.

" Customize Columns O X
Available Columns Selected Columns
Middle
UIMN = LastName

Appt Made Date Appt Start Date

Total People Appt End Date

Visitee LastName
Visitee FirstName
Meeting Location &
Meeting Room

==

O & Q0

e

Available Columns on the Left, Selected Columns on the Right

From the Available Columns on the left, double click on an item to move it to the Selected
Columns list on the right. Use the >, >>, <, and << buttons to move one or all to either list.

After selecting item(s) on Selected Columns list, use the buttons on the right to reorder them by
moving them up or down.
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Calculated Columns

Calculated columns create new values from existing data during the import process. This can be
used to create new columns, transform existing values, or derive information such as dates,
times, durations, and concatenated text. Note that with Excel spreadsheets, this feature
supports the same formula syntax used in Excel.

For example, if you have a list of phone calls that took place, and you already have the columns
for the Begin Time and the End Time for each phone call made, you can store the total number
of seconds for each phone call within a new column called “Duration”.

" Customize Columns O *
Available Columns Selected Columns
From
- To
StartTime
EndTime
Date
Direction
<
<<
@ calculated Column @ > @
Column Name -
Formula
| 1|
| | &8 (o] 4 Cancel

From here, add custom formulas by clicking the add [+] button.

For example, add a calculated column named Duration with a DateDiff formula to subtract the
Start Time from the End Time for the length of the call in seconds.

Calculated Column Lo Y e
W 11
Column Name

Duration x

Formula

DateDiff("s", [StartTime], [EndTime]) H

Example of a Calculated Column using the DateDiff formula on two existing columns

The Save button verifies the column name does not conflict with an existing one and the
formula is valid. It is added to the list of Selected Columns with the column name and formula
separated by | |.
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Selected Columns

From

To
StartTime
EndTime
Date
Direction

Duration || DateDiff("s", [StartTime], [EndTime])

ol (@ [0 D

Calculated Column @ S =
v 0

Column Name

Duration x

Formula
= = : 1
DateDiff("s", [StartTime], [EndTime]) H

OK Cancel

Finally, when the [OK] button is clicked to save all the custom column selections, a preview of
the data shows the duration of each phone call. The Customize Columns button is now orange
to signify that columns were customized.

u Import Excel Spreadsheet = O

Source

| C:\NetLocal\Sentinel Import Templates\Excel Data Sources\Master_Import.xlsx

Sheet Range Customize

Call Records ~ I:l Columns...

First row contains field names

From To StartTime EndTime Date Direction | Duration
555-1100 555-2100 5/9/2025 9:38:00 PM 5/9/2025 9:38:00 PM 5/9/202512:00:00 AM  Outgoing 0
555-7100 555-2111 5/10/202512:29:00 PM  5/10/2025 12:30:00 PM  5/10/2025 12:00:00 AM Incoming 60
555-2100 555-2111 5/29/202512:31:00 AM  5/29/202512:32:00 AM  5/29/2025 12:00:00 AM  Outgoing 60
555-1011  555-5100 5/15/20253:21:00 AM  5/15/20253:23:00 AM  5/15/2025 12:00:00 AM  Outgoing 120
555-1000 555-6011 5/15/20259:36:00 AM  5/15/20259:39:00 AM  5/15/2025 12:00:00 AM  Outgoing 180
555-6011  555-4000  5/24/20253:59:00 AM  5/24/20254:02:00 AM  5/24/2025 12:00:00 AM  Incoming 180
555-4000 555-1011 5/14/20254:35:00 PM  5/14/20254:39:00 PM  5/14/2025 12:00:00 AM  Outgoing 240

Record: |[4 | 4 10f 8| b |

€ WHERE clause examples: [Text Column] = 'Value', [Numeric Column] =123, [Date Column] > #2026-12-31#

| OK Cancel
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WHERE Clause

By default, the WHERE clause is blank and all the records are imported. Use the WHERE clause
to select a subset of rows based on values in the columns, including calculated column names:

© WHERE clause examples: [Text Column] = "Value', [Numeric Column] =123,

[Direction] ='OUT'

Import WHERE Clause

For instance, with call data records you may want to import Incoming versus Outgoing calls
differently. If there’s a column that defines the difference, you can filter on that like the
example above for records with ‘OUT’ in the Direction column. After entering the criteria, the
preview is updated to the records that pass your WHERE clause.

For more information on the WHERE clause syntax which varies by data type, click the help e
button to open a webpage. Click [OK] to add the source data on the import form.

Import Form with Source Data

The Import Data screen shows a box representing the source data with its list of columns.

D File “isualizer Search AddData ‘iew Tools Window Help -5 X
1 .
O B M » I =3} > s 2
Clear Open Save Undo Redo Source Data Edit Source Data  Add Entity  Add Relationship  Preview  Import =
Getting Started a
Source Data | Source Data
NAMELAST » Excel Spreadsheet
MNAMEFIRST b
ATIETE ® Access Database
Last, First » SQL Server
Last, First Middle b i
O » Text File
[APPT_MADE_DATE »
4PPT_START_DATE | ] Add
ZPPT_EMND_DATE » Entity
Total_Peaple »
visitee_namelast » Relationship
visitee_narnefirst »
[\/isitee Last, First ] Tips
MEETING_LOC »
MEETING ROCM b Map the fields by dragging one port to
CALLER_MAME_LAST "3 another.
CALLER_NAME_FIRST »
Description | ] Link two entities to a relation using the
RELEASE_DATE b right port of the entity name.
? Select and use the Delete key to
Data Source |lmport Status remove a link.
NAMELAST NAMEFIRST NAMEMID | Last, First ~
WEINSTEIN MARC WEINSTEIN, MARC
CHEN MICHAELA M CHEN, MICHAELA
LOPEZ MOISES 1 LOPEZ, MOISES The preview is limited to the first 500
NAGY NIKOLETTA NAGY, NIKOLETTA records. All data will be imported.
v
Record: [[4 | 4 10of 500 | p |l < >
#Home | @ Import Data © 4k x

Source Data Added to Import Form
To modify the Source Data, click the [Edit Source Data] button.
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Add Entity

Define which data from the Source Data is to be used to create entity records. Click on the [Add
Entity] button to add an entity box to map the columns.

55

Acld Entity

D File “isualizer Search AddData “iew Tools Window Help

O B B » E . @ =3 > 2 2

Clear  Open Save  Undo  Redo Source Data Edit Source Data Add Entity  Add Relationship Preview  Imp

Source Data

MNAMELAST
MNAMEFIRST
MAMERID

Last, First

Last, First Middle
UIn
APPT_MADE_DATE
APPT_START_DATE
APPT_EMD_DATE
Taotal_People
visitee_narnelast
visitee_nam efirst
Wisitee Last, First
MEETING_LOC
MEETING_ROOM
CALLER_MNAME_L&ST
CALLER_MNAME_FIRST
Description
RELEASE_DATE

Entity 1

Add Metadata

Classification:
Dissemination: -

LI X AEEIERNI S22 Z X IO

Entity Box

Each row in the entity box represents a columnin 5
the Entity table. For more details, visit General e

Entity 1

Entity Fields on page 41. The rows in Red are
required and must be assigned. Some items
(Entity Type, Status, Classification and
Dissemination) are assigned from the dropdown
box next to it. The others can be left blank.

Fill any of the columns with data from a column
in your Source Data by dragging the column from
the Source Data to the Entity column. For
instance, using a column for Entity Type from
your Source Data lets you import multiple types
of entities at one time.

Optional columns can be blank or a value for all
the entities without having to assign a Source
Data column to it.
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Latitude : 38.9166
Longitude -FR2217
Start Date 10/10/2022
End Date : 123172023
Weight a0

ialue 214545

Set Specific Values for All Entities without a Source Data Column Assignment

The [-] button in the top right shrinks the height of the box by hiding all the unassigned rows at
the bottom of the box. After clicking [-], it becomes [+] to restore it:

Entity 1

Add Metadata

Entity

Mame:

Entity Type:
Status:
Classification
Diszemination

You can rename the entity box by clicking on the text “Entity 1” and typing the new name. The
width of the box can also be adjusted.

Draw Assignment Lines

Notice the connection circles to the left and right of the rows in the entity box. The Source Data
has similar circles for each of its columns. Click your mouse on a circle and with your mouse
button pressed down, drag it to another to create a link.

Source Data |

Entity 1
Last, First Widde Add Metadata
StartDate
EndDate | Entity
Total_People Marme [Last, FirstMiddle]
MEETIMG_LOC

Entity Type:

Status: Active
Classification :
Dissemination: -

MEETING_ROCH
CALLER_MAME_LAST
CALLER_MAME_FIRST
RELEASE_DATE

OO EDOON

Latitude

Longitude :
Start Date:
End Date:

Source Data Column Assigned to Entity Name

This assigns a column from the Source Data to the Entity Name column. The name of the Source
Data column appears in the Entity Name row.
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Add Metadata

Click the [Add Metadata] button in the Entity box to create a grid to assign values to the
Metadata table. For more details on metadata, visit Metadata Lookups on page 266.

Source Data | -] Entity 1

Last, First Middle
StartDate
EndDate
Total_FPecople

»
»
»
WMEETING_LOC »
»
»
°

Entity

[Last, First Middle]

MEETING_ROOM
CALLER_NAME_LAST
CALLER_NAME_FIRST
RELEASE_DATE

hMetadata
Metadata Type
Metadata wWalue [MEETING_ROOR]

The Metadata Type is specified from the dropdown list next to it. The Metadata value is
assigned from one of your Source Data columns.

To remove a Metadata grid, click on it to highlight it (green border), then click [Delete].

Metadata
hletadata Type:
hMetadata Walue [MEETING_ROOR]

Metadata Grid Selected

Add Relationship

Relationships tie entities together. To import relationships, the two entities
need to be defined, then connected to a relationship box. Make sure there :):'a
are at least two entity boxes, then click the [Add Relationship] button: Add Relationship

Assuming the entity boxes already have assignments from the Source Data, add lines to define
the relationship.

e Create a line from Entity 1's name to the Relationship’s Entity From row.
e Create a line from Entity 2’s name to the Relationship’s Entity To row.

With the Entity boxes’ height shrunk by pressing their [-] key in their top right, their relationship
is defined:
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Source Data

Person

Meeting

Add Metadata

NAMELAST

Add hMetadata

NAMEFIRST

Entity

MNANERID

Relationship

[Last, First Middle]

Last, First

Entity From :  [Last, First Middle]

Person

Last, First hiddle

Entity To: [MEETING_ROOM]

Active

UIT

Relationship Type :  Attended Meeting

None

APPT_NADE_DATE

Classification: None

APPT_START_DATE

Credibility : 1- Confirmed by other sources

£PPT_END_DATE

Dissemination . Everyone

Total_People

A (Completely reliable)

visitee_namelast

[APPT_START_DATE]

visitee namefirst

[APPT_END_DATE]

Location

Wisitee Last, First

MEETING_LOC

MEETING_ROOM

[Description]

Entity

CALLER_MAME_LAST

[MEETING_ROOM]

CALLER_MAME_FIRST

Location

Description

Active

RELEASE_DATE

None

[MEETING_LOC]

The Relationship Type is required. It can be selected from its dropdown list or assigned a column
from the Source Data. Other relationship columns can be defined similar to entity columns.

Import Sett

ings

From the toolbar on the right side, click [Import Settings] to specify import

options. A form with three tabs appears.

General Tab

L=

Import Settings

The General tab sets the format of Date/Time columns if the source data is a text field rather
than a date/time field. Click the [...] button to select the Date/Time format:

Import Settings

General [ Matching [ Replace l

Date/Time Format

Expected source data format (only applies to date fields formatted as text):

E yyyy-MM-dd

Assign this Topic to entities and relationships:
Default

You can also specify which topic the entities and relationships are assigned to. If an existing
entity or relationship exists and it does not have this topic, the topic is assigned to it.

During import, if the specified date/time format fails to import the date column, the default
date/time format of the source data is applied before the data is considered invalid.
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Matching Tab

When entities and relationships are imported, they are compared against existing ones in your
database. If it already exists, the existing one is used to avoid adding a duplicate.

Generg/ Matching [ Feplace l

The Unigue ID field differentiates entities with the same name.
Choose the combination of Entity fields to determine an Entity's uniqueness:
® Entity Type and Name (Unigue ID is ignored)

(O Entity Type and Unigue ID (name is from the first time the Unigue ID is imported)

To save ignored Entity names for the Unigue ID, choose a Metadata field to store them:

(not specified)

(O Entity Type, Name and Unigue ID (combination of all three fields define each entity)

Choose the combination of Relationship fields to determine a Relationships uniqueness:
(® Entity From, Entity To, Relationship Type, Start Date, End Date, and Value.
(O Relationship Type and Unigue ID

(O Entity From, Entity To, Relationship Type, Start Date, End Date, Value and Unigue ID.

Matching Tab to define Unique Entities and Relationships

Unique Entities

Prior to version 10, entities were defined as having a unique combination of Entity Type and
Name. While that prevented duplicate names, there may be situations where there are two or
more entities with the same name (and type), or lots of different names for the same person.

A Unique ID field can now be used to disambiguate them. The Matching tab lets you define how
unique entities are determined:

The first option is the default Type and Name uniqueness.

The second option defines an entity based on the combination of Type and Unique ID. For
instance, a Unique ID could be a social security number, serial number, passport ID, etc. The
name of the entity is based on the first record encountered with the Type and Unique ID. If
additional records are encountered, they are considered the same entity regardless of the
name. There’s an option to save those additional names to a metadata field you specify.

(® Entity Type and Unique ID (name is from the first time the Unigue ID is imported)

To save ignored Entity names for the Unigue ID, choose a Metadata field to store them:

Alias Name w

The third option defines an entity based on its Type, Name and Unique ID columns.

If an entity isn’t assigned a Unique ID value, selecting option 2 or 3 doesn’t matter as the entity
uniqueness will be defined using option 1.
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Unique Relationships

For relationships, the combination of the two entities, relationship type, start date, end date
and value are considered unique.

If a Unique ID (UUID) column is specified, that can be used to define unique relationships from a
simple combination with relationship type or more detailed option with other columns.

Replace Tab

The Replace option controls how existing data is updated if a duplicate is encountered. If your
import data matches an existing record (as defined on the Matching tab), the data in the existing
record may be updated. For instance, you’re importing latitude and longitude data for entities
that were previously imported with bad or no location data.

% Import Settings X

General ]- Matchin;/ Replace l

Mew records are created when there is no match.
If there is a match
(O Don't replace any data in existing records
® Replace fields
Entities Relationships
Status Classification
Classification Credibility
Dissemination Dissemination
Latitude Reliability
Longitude Value
Start Date Brief
End Date Unigue ID
Weight
Value
Brief
Image File
Unigue ID
O U

Replacement Options for Matching Entities and Relationships

The first option avoids changing existing entities, so only new records are imported and existing
ones ignored.

The second option updates existing entity and relationship records. You can choose all the fields
or specific ones. The checkbox below the list selects or deselects all. If the import data has a
blank value for a field, the existing value is not replaced.

How Import Settings are Saved and Restored

Import Settings are saved in the Import SVIX file. When opened later, the saved settings are
used. When you create a new import, the Import Settings are the last values you used (not
specific to the current database).
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Preview Import

The Preview feature lets you review the data before updating your database. It’s an
opportunity to confirm your import specifications are correct. The [Preview] button 5,
opens a form with the list of Entities and Relationships to be added from the first Preview
500 rows of your source data. Don’t worry, the actual import processes all the rows.

Preview is Local

The Preview data is local and not in your database. The Preview shows the entities and
relationships as if there were no existing entities and relationships. They could duplicate data in
your database. Matching occurs when the data is actually imported, and not during Preview.

Next Steps

If you don’t like the preview, go back to the Import form, modify your specifications and preview
it again. The Preview form remains open until you close it, so you can have multiple copies open
to see how your import choices change. After confirming the Preview, you are ready to run the
Import to add the data to your database.

Run Import
Click the [Import] button to run the import process. This form appears for final confirmation:
@ Import Options *

Make Checkpoint

Checkpoint Name

Before Import

Settings
Date/Time Format: MMddyyyy hhmmss

Matching:
Entity Type, Name and Unique ID (combination of all three fields define each entity)

Replace:
Don't replace any data in existing records

Import Confirmation Form

e Optionally make a database checkpoint so you can rollback to the current database
(undo) if you do not like the import. You can customize the name. For more details, visit
Create a Checkpoint on page 232.

e A summary of the Import Settings is shown. Click the [...] if you want to change them.

Click the [OK] button to start the import. Validation confirms there are no data problems before
the data is added to your database. If an existing entity or relationship is found, it is either
skipped or updated according to the options on the Replace tab. The time to import your data
depends on the size of your Source Data, hardware, and network/Internet connectivity speed if
your data is remote.
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Save Import Settings to File

To save the Import settings, click the [Save] button on the toolbar. The import 1
specifications, including Source Data, are saved in an encrypted *.SVIX file. That file can | I
be used by you for this and other databases, plus shared with other users. Save

If you close the Import form without saving it, a dialog box prompts to save it.

Open an Import File

Opening a saved SVIX file loads the boxes, connections between them, assigned values, and
import settings. If the Source Data existed when it was saved, a prompt asks to load it.

If a saved import file assigns lookup values on dropdown lists (like Entity Type) which doesn’t
exist in the current database’s lookup table, a prompt asks to add it.

Lines and Zoom Menus

Lines Menu

The Lines toolbar menu offers three options adjusting the
connector lines between the boxes.

You can move all the lines to the front or back, so they are

above or below the Entity and Relationship boxes.

Hide Secondary Lines

The Primary lines are for the Entity Name. The secondary

lines are the other lines which can be hidden.

N

Lines

Q} Bring &/l to Front
EE Send All to Badk

~ | Hide Secondary Lines

[Hide Secondary Lines] is a one-time action to hide the lines. If you create new secondary lines
after this, they are not hidden. This menu item is a toggle. Selecting it again displays all the lines

and unchecks it.

Source Data

CemeterylD

Cerneteryhemorisl

Maplocation

cCountry

City5tate

URL

Latitude

Longitude

Memorial Site

Add Metadata
Entity

[Cemeteryidemorial]
Location
Active

[Latitude]
[Longitude]

[URL]

[CemeterylD]

hetadata
IMetadata Type : Country
IMetadata walue [Country]

All Lines Shown
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Source Data | Mem orial Site
CemeteryD b Add WMetadata
Cerneteryhdermorial -
- Entity
[AaRCosstion p [Cemeteryiemorial]
Caountry b i
: Location
CityState b —
URL b i ve
[[Latitude » =
|L0ngitude P [Latitude]
[Longitude]
[URL]
[CemeterylD]
hMetadata
Metadata Type  Country
Metadata value [Country]
Secondary Lines Hidden
Zoom Menu @
The Zoom menu offers different magnification levels including [Fit to _
Page] Fit to Page with Trim
FittoFage
The [Fit to Page with Trim] removes the whitespace around it. -
50%
75%
100%
125%
150%
s
K
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Chapter 23: Configuring Your Database

The databases offer a great deal of flexibility for customization to manage your unique dataset.
This chapter describes how to define, modify, and add your own Lookup values and Metadata to
support your dataset, and how to specify type information for various database fields and create
new fields. It also provides information about maintaining your database, backing it up, and
moving it, along with the running of custom queries directly against your database.

Configuration Introduction

After you create your database, you should configure it to match the type of data you are going
to be managing. You can perform this configuration at any time, even after the database is in
use—but it is best to review the existing Lookup and Metadata configurations before you start
entering or importing data.

Lookups

Many of the fields in a database are implemented as drop-downs—this allows you to select a
field value from a pre-defined list called a Lookup. Lookups perform several important functions
as opposed to free-form text fields:

e Lookups make data entry easier. Instead of typing in a value, simply select it from a list.
e Lookups prevent data issues. By requiring the selection of a value from a pre-defined
list, all records have consistent values.

When a new database is created, it automatically includes default values for the Lookup Field
lists. These defaults cover the basic types of data that you can edit and change.

Metadata

The databases are designed to be flexible. Add new data fields as you need them. This feature is
known as Metadata. Metadata fields are fields that are available in entity and relationship
records and allow users to add additional descriptive information. You can add new metadata
fields to store information that is specific to your database needs.

As with Lookups, a list of Metadata types is included in each new database that you can edit.
Printing Lookup Table Reports

Many reports allow you to preview, print, and export data. They include reports for each of the
Lookup tables. For more details about running reports, visit Report Selection on page 95.
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Configuration in a Multiuser Environment

A shared database allows multiple users to view, edit and update the data simultaneously. As
data is changed, other users see the data when they refresh their data.

Changes Appear upon Refresh

Data is not updated instantaneously across users. If you are looking at the details of an Entity,
and someone else modifies it (changes a value, adds a note or metadata, etc.), you will not see it
until your data refreshes. If the entity level changes (name, type, date range, latitude, longitude,
lookup values, etc.), the entity view needs to be closed and reopened to refresh it. The tabs with
grids (metadata, notes, relationships, and topics) are updated when the tab is clicked.

Deleting Values

You can delete values from the lookup lists but they cannot be deleted if they are being used. If
for some reason you want to delete a lookup value that’s being used instead of editing it, you
must change all the entities and/or relationships that use the value. The advanced entity and
relationship searches let you find the records using a specific value.

Manage Database Form

Once you create your new database, use the Manage
Database Form to perform configuration operations.

Open your database and select [Manage Database] from the

Home Page or from the Tools menu.

Overview of Editing Lookup Tables

Maintain data integrity, accuracy, and consistency by using
lookup tables (lists of acceptable values) for many of the fields
related to entities and relationships. For example, when a
user adds a new entity to the system, the user can specify the
type of the entity by selecting a value from a list. This makes
data entry and editing easier, and results in data that is

validated.

Every Lookup table starts with a set of default values. You can
edit these lists, delete items, and add your own. Standard
users cannot add to these lists—only administrative users can

manage Lookups.

Lookup Tables
This is the list of the Lookup tables:

Manage Lookups

[ classification

[ credibility
\_]Disseminatiun
[JEntity Status
\_]Entity Type

[ Relationship Category
] Relationship Type

[ Reliability

Manage Metadata
DIMetadata Category
DIMetadata Type

Manage Security

W Database Settings
8l Topic

8 User

Maintenance

[ take checkpoirt

Restore Checkpoint

Export / Import Tables

:=|,‘,. Export Lookup Takles

g Import Lookup Tables

[m Delete Unused Lookup Walues
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Lookup Table Description Typical Values

Classification Security classification level that can be Confidential, Secret, Top
assigned to entities and relationships Secret, etc.

Credibility Rating the credibility of information of a Confirmed by other sources,
relationship Probably true, Doubtful, etc.

Dissemination Dissemination rule for an entity or Private, Public
relationship

Entity Status Disposition of an entity Alive, Dead, Incarcerated,

Unknown, etc.

Entity Type Type of an entity Person, Organization,
Location, etc.

Relationship Category for a relationship type Familial, Organizational,
Category Transactional, etc.
Relationship Type of relationship Phone called, Brother of,
Type Member of, etc.
Reliability Rating the reliability of the source Completely reliable, Fairly
providing the relationship data reliable, Unreliable, etc.

Editing Lookup Lists

The lookup editor offers these options on the toolbar:

- - =,
© S 1 & 5
Add Edit Delete  OutputtoBExcel  Output fo XL

o Search —enter text and filter the rows.

e Add - Add a new item to the lookup list.

e Edit - Modify the selected row.

o Delete - Remove the selected row or rows if they are not used.

e  Output to Excel - Export the lookup values to an Excel spreadsheet.
e Output to XML - Export the lookup values to an XML file.

Grid Features

Like other grids, the Lookup grids let you click the column headers to toggle the sort order and
adjust column widths.

Adding Multiple Values at One Time

When adding lookup values, multiple values can be added by entering them separated by
commas or semicolons, or as rows (pasted from Excel). If there are other values like Weight or
Description, they are applied to each of the new items.

Chapter 23: Configuring Your Database Page 259



[ Credibility x

Name

First Value, Second One, Third

For multiple values, separate them with a, or;

Weight
56 =

-

Credibility levels are ranked based on this numeric value.

Description

Shared description

Add One or More Lookup Values with Additional Values

Click [OK] to save. If there are commas or semicolons, a prompt asks if they are multiple values.

0 Do you want to add individual values separated by commas?

Yes No Cancel

Confirm Adding Multiple Values

e [Yes] processes them as multiple values.
o [No] adds it as one value with the separators.
e [Cancel] goes back to the previous screen without saving anything.

Basic Lookup Tables

Classification Lookups

Classification is used by entities and relationships to denote the classification level of the item.
This can be used to search and filter your entities and relationships.

_ Classification E=R =R
a © / @ x| B

Add Edit Delete  CQutputtoExcel  Output to XL

MName Created Date Created By

High 5/20/2023 1:17:13 PM Admin

Low 5/20/2023 1:17:13 PM Admin

Medium 5/20/2023 1:17:13 PM Admin

None 10/6/2020 5:47:54 PM Admin

Record: [ [4 |14 1of 4 [ |[pl] < >
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Credibility of Information Lookups

Credibility is used for relationships to denote the credibility of the information.

2- Probably true
3 - Possibly true
4 - Doubtful

5- Improbable

Record:

4] 4

) Credibilty =N e =
- - 3 1
a © v/ 1 & E
o
Add Edit Delete  OutputtoExcel  Output to XML
Name Description

1- Confirmed by other sources

6 - Truth cannot be judged

1 OF

Used when it can be stated with certainty that the information or#
Used when no proof of the above can be established, and no reas
Used when investigation reveals that the reported facts are compi
Used when reported but unconfirmed information contradicts the
Used when reported information is not confirmed by available daf

Used when an investigation or a report reveals that a basis for allo

& ||kl < >

Each Credibility record has a Weight field that identifies its position relative to others to rank
them. When you add new relationships, the Credibility defaults to the lowest weight. This value
is used when performing analyses on a network. For more details, visit Calculating Network

Values on page 176.

Dissemination Lookups

Dissemination is used in entities and relationships to denote how the information may be
passed on to external users or systems. Each value can also have a description.

|_] Dissemination

(=] e |
-~ - b 1
a © v 1] | B
N
Add Edlit Delete  OutputtoExcel  Output to XML

Name

Description

Record: | [4 | 4

Pl <

10F 1

>

Entity Status Lookups

Entities are assigned a status value. Each Entity Status has a Weight that sets its priority. For
example, an Entity Status of “Alive” has a higher weight than “Deceased.” This value is used
when performing various analyses on a network. For more details, visit Calculating Network

Values on page 176.

] Entity Status [=]-E sal
a © / 1 i B
h Add Edit Delete  OutputtoExcel  Output to XML
MName Weight Created Date Created By Modi
Active 100 3/17/2023 12:35:42 PM Admin
Alive 100 3/17/2023 12:35:42 PM Admin
Deceased 20 3/17/2023 12:35:42 PM Admin
Inactive 1 3/17/2023 12:35:42 PM Admin
Incarcerated 50 3/17/2023 12:35:42 PM Admin
Nane 1 3/17/2023 12:35:42 PM Admin
Unknown 100 3/17/2023 12:35:42 PM Admin
Record: | [4 | 4 10f 7 b | pl| < >
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Relationship Category Lookups

Relationship Types use the Relationship Category to group the many types.

\_] Relationship Category

o ]

Communication

- - [~ 1
a O 7 1) | D
=y
Add Edit Delete  CutputtoExcel  Output to XKL
Name Created Date Created By

3/17/2023 12:35:42 PM

Crime 3/17/2023 12:35:42 PM Admin
Family 3/17/2023 12:35:42 PM Admin
Location 3/17/2023 12:35:42 PM Admin
Organization 3/17/2023 12:35:42 PM Admin
Other 3/17/2023 12:35:42 PM Admin
Social 3/17/2023 12:35:42 PM Admin
Transactions 3/17/2023 12:35:42 PM Admin
Record: [[4 ][4 1of & [ [Bl] < >

Reliability Lookups

Reliability is used by relationships to denote the reliability of the source of the information.

A (Completely reliable)
B (Usually reliable)
C (Fairly reliable)

D (Mot usually reliable)
E (Unreliable)
F (Reliability cannot be judged)

Record: | 4 | 4 10f &

_] Reliability =N =N
—. 5 . .
a © / U ™ B
=
Al Edit Delete  OutputtoExcel  Output to XL
MName Description

bkl < >

Only assigned under the most unusual circumstances

Indicates a source or agency of known integrity
Indicates a source or agency that is fairly reliable
Indicates a source or agency not usually reliable
Indicates a source or agency usually unreliable

Assigned when there is no adequate basis for estimating the

Each Reliability item has a Weight field to rank them. This value is used when performing various

analyses on a network. For more details, visit Calculating Network Values on page 176.

Entity Type Lookups

Entity Type is used by entity records to denote its type. For example, an entity could be a
person, phone number, bank account, etc. To manage Entity Type lookups, click the [Entity

Type] link on the left sidebar:
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L Entity Type l= |2 )
= b s 1
a © v 1] ] B
S
Add Edit Delete  OutputtoExcel  Output to XL
Ll
Icon Ent'ity Type Weight Location Metadata Category Properl'ies Created |

-_\;2' Airline Flight O None O 1!4}'2011
#Fay Apple Pay 50 O None O 5/26/202
! Attendee 50 O Other | 1/4/2011
& Bank Account 50 d MNone O 1/4/2011
’ Buyer 50 ™ Merchandise O 1/4/2011
,H? Class 50 O None O 5/26/202
i Club 50 O None | 5/26/202 y
Record: [[4 ][4 1of 63 [p [pl] < b3

Add and Edit Entity Types

To add a new Entity Type, click the [Add] button. Click [Edit] to modify the current row:

\_] Entity Type

@

Preview

MName

|Person ‘

Metadata Category

None -

[] Properties

Calibri 1

BIQSE

-y

L3

(W - % x 100 =

Weight

B s

[] Location

Cancel

Entity Type Editor

Enter a name, select an icon, and set its weight. Check Properties to specify how entities of this
entity type appear on the Visualizer diagram if the entity doesn’t have its own image.

Icons

An icon visually represents the type of entity on the Visualizer if the entity doesn’t have its own
picture. Use the [...] button to select an icon file. The program includes more than 9,500 high-
resolution 128x128 PNG icons in the Icon Library folder in the program’s installation folder. This

folder is selected by default when you browse.
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One way to find an icon matching the entity type is to use the search and view feature in the
selection dialog. For example, if you are looking for a bank icon, type “bank” in the upper right
search of the select icon dialog:

] Open X
L v 4 « |con Library » Electronics » Elect R
Organize » New folder - - N | e
~
# Quick access
= 8V =
& Downloads ¢ ’ €3
:| Documents J
high-resolution adaptor adaptor 2 am_compressor  air_compressor 2
= Pictures
Music
J‘ \ . \ - -
B Videos > . r.
) - & ¢ <=
@ OneDrive
@ This PC dir_conditioner air_conditioner_2 air_purifies air_purifier 2 answering_mach:
ne
o Network
’ .’I
\/ T ll
v
File name: | battery_charging 2 v| Image Files

Weight

Each Entity Type has a Weight field that can prioritize it versus other Entity Types. This allows
you the flexibility to enter your Entity Type levels and their ranking—the higher the value, the
higher the importance of that Entity Type in relation to other types.

This value is used when performing various analyses on a network. For more details, visit
Calculating Network Values on page 176.

Metadata Category

Select the Metadata Category for this entity type. When an entity is created under Add Entity,
the metadata for the Metadata Category are automatically added. Click [OK] to save your
changes, or [Cancel] to discard them.

Properties

Similar to setting entity properties on the Visualizer diagram, the entity type can also have
custom properties so that entities of the type without their own image or properties use the
entity type’s settings. Click the [Properties] checkbox and set the appearance. The Preview
updates with your selection.

From the Visualizer, if an entity’s properties are customized, right click on the entity to save
those settings for the entity type.

Relationship Type Lookups

Relationship Type is used by relationship records to denote its type. To manage Relationship
Type lookups, click the [Relationship Type] link on the left sidebar:
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Add and Edit Relationship Types

\_] Relaticnship Type EI@

» © b x ™ o

b Add Edit Delete  OutputtoExcel  Output to XhL
Name Category Weight Metadata Category Properties | Crea ~
Accomplice of Crime 50 MNone O 1/4f.
e Moo oo m oy
Address of ocation 50 Location | 1/4/.
Arrested by Crime 50 Other | 1/4/:
Associate of Social 50 Other O 1/4/.
Attended Social 50 Location | 1/4/.
Attended a meeting Social 50 Location O 1/4/.
Attended an event Social 50 Location O 1/4f.
Recard: [[4 [ 4 2of 134 [ [p]] < >

To add a new Relationship Type, click the [Add] button. Click [Edit] to modify the current row.

Enter the Relationship Type name and select a Relationship Category. The categories are from
the Relationship Category lookup table—use that lookup table to add or edit categories.

._] Relationship Type

Name Preview
‘Address of

Relationship Category Weight

Location ~ | |50 =

Metadata Category

Location ~

Properties

Text Q

|Ca|ibri v| 1 -~
o] [u]s B wW=E=

Line

-.|E v | [sotid | €=

Cancel

Weight

Each Relationship Type lookup record has a Weight field that identifies its importance to all
other Relationship Types. For example, a Relationship Type of “Brother” would have a higher

weight than “Acquaintance.”

This value is used when performing various analyses on a network. For more details, visit

Calculating Network Values on page 176.
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Properties

Similar to setting relationship properties on the Visualizer diagram, the relationship type can
also have custom properties so that relationships of the type without their own properties use
the relationship type’s settings. Click the [Properties] checkbox and set the appearance. The
Preview updates with your selection.

From the Visualizer, if a relationship’s properties are customized, right clicking on the line lets
you save those settings for the relationship type.

Metadata Lookups

Metadata allows you to define additional data fields for entities and relationships.

Categories and Types

Metadata Types are the additional “fields” you add to your database. Metadata Categories are

groupings of these types that facilitate the automatic addition of Metadata Types to new

entities and relationships. You can create an unlimited number of Metadata categories and link

them to entity and relationship types.
Metadata Categories

Metadata Categories are groupings of Metadata Types. For Manage Metadata

example, for an Entity Type Person, you can have Metadata

types such as “Alias Name”, or “Hair Color”. When you create I D iEtaeet CateEory

a new person entity, these metadata types are automatically Q) tetadata Type
added for you. You can create any number of metadata

categories and link them to entity types.

To manage Metadata Categories, click the [Manage Database] link on the left sidebar. Then,
under the section labeled ‘Manage Metadata’, click the [Metadata Category] link.

._] Metadata Categories EI@

, @ /1 0 i B

: Add Edit Delete  OutputtoExcel  Output to XL
Metadata Category Created Date Created By
Communications 3/17/2023 12:35:42 PM Admin
Employer 3/17/2023 12:35:42 PM Admin
Financial 3/17/2023 12:35:42 PM Admin
Location 3/17/2023 12:35:42 PM Admin
Medical 3/17/2023 12:35:42 PM Admin
Merchandise 3/17/2023 12:35:42 PM Admin
Miscellaneous 3/17/2023 12:35:42 PM Admin
None 3/17/2023 12:35:42 PM Admin
Other 3/17/2023 12:35:42 PM Admin
Personal Characteristics 3/17/2023 12:35:42 PM Admin
Transportation 3/17/2023 12:35:42 PM Admin
Record: |4 | 4 gof 11 [ M|« >
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Metadata Types

To manage Metadata lookups, click the [Manage Database]

link on the left sidebar. Then, under the section labeled

‘Manage Metadata’, click the [Metadata Types] link.

Entity Metadata vs. Relationship Metadata

entities or relationships.

lManage hetadata
D)tetadata Categary

mr‘-ﬂetadata Type I

Entities and relationships each have their own list of Metadata types. Each built-in Metadata
type that is installed with a new database is identified as being applicable to either entities or
relationships. Similarly, when you create a new Metadata type, you specify whether it applies to

If you have a Metadata type that applies to both entities and relationships, create two new
Metadata types—one for entities, and another for relationships.

_ Metadata Type

O 1@ =]

Add Edkt Delete Output to XML
Metadata Type Lookup Similar Search
Account - = %
Address O %)
Airline Carrier O %
Alias Name | %)
Cellular Number O O
City d &
Eye Color O 0
Gender 1% O
Halr Color O O
Train a %]
secors. [ J4 4 1or 10 [pIM ¢

Metadata Type Form

Category

] Financial

Location

Transportation

Personal Characteristics
Communications
Location

Personal Characteristics
Personal Characteristics
Communications
Transportation

. 1|
=y

Created Date

1 9/16/2020 2:21:32 PM

9/16/2020 2:21:45 PM
9/16/2020 2:21:59 PM
1/4/2011 4:29:34 PM
9/16/2020 2:22:21 PM
9/16/2020 2:22:38 PM
1/4/2011 4:29:34 PM
1/4/2011 4:29:34 PM
10/13/2011 3:06:10 PM
9/16/2020 2:22:09 PM

Click the Add or Edit Button to open the Metadata Type form.

D Metadata Type

Metadata Type Name

|us State

Category

Location

[~ support Similar Search

s

Use lookup list of values for data entry and colors

Lookup List Values

Color

Value
CA
DC
MD
VA

Cancel

e Metadata Type Name: Select a name for the Metadata Type. Although the same
Metadata Type name can exist for entities and relationships, you cannot duplicate a
name within entities, or within relationships.
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e Category: Choose the Metadata Category for this type.

e Support Similar Search: Select this option to include Metadata values to use metaphone
for searching as explained below. Note that this setting only applies to entity Metadata
types. This option does not affect relationship searches.

e Use Lookup List: As previously noted, Metadata types can accept any value or be
restricted to a list of values. Select the appropriate option for the Metadata type.

o Lookup List Values: If you select the lookup value option, use the Lookup List values
section to add and sort the values.

When finished, click [OK] to save your changes, or [Cancel] to discard them.
Support Similar Search

Find entities based on various spellings of entity names. It does this by creating a metaphone
index on name variations when you add or edit the entity record.

Phonetic variations can also be applied to Metadata types. For example, finding an entity named
“Robert” with a Metadata alias for “Bobby,” and you want to find the entity when you search for
“Bobby.” To do this, check the [Support Similar Search] check box for the Alias Metadata type.
This includes the Metadata value (“Bobby”) and all similar spellings (e.g. “Boby,” “Bobbi,”
“Bobbie,” etc.).

When you select the “Support Similar Search” option for a Metadata type, you are opting to
include Metadata values with that type in basic entity searches. In general, only use this option
for Metadata types where name variations are a potential problem when searching.

Lookup List Metadata

When you create a new Metadata type, specify whether users can enter any value or select
from a list of acceptable values by checking [Use lookup list of values for data entry and colors]:

Use lookup list of values for data entry and colors
For example, this would not be used for a Metadata type of Alias that would be an
unconstrained text value (string and/or number).

A Metadata type of Eye Color could be limited to black, blue, brown, green, etc. This would
require the user to select only from a pre-determined list that you, as the System Administrator,
define and eliminate their need to spell the colors.

The lookup values are only used to simplify the assignment of metadata values to entities and
relationships. If you change a lookup value, it does not update the previously assigned values.

Manage Lookup List Values

The list of lookup values is displayed with their colors that can be used on the Visualizer diagram
to color entities with that metadata type value:
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|:'| Metadata Type x

Metadata Type Name Use lookup list of values for data entry and colors

‘CUUV‘TW | Lookup List Values

Category Value Color

Location v B
[] Support Similar Search France v |

Germany

Mexico

United States

Record: |4 |[ 4 10f 6 | | ||
= > = - -
O /T Q¢

Click the Add button to add items. A form appears to add values and specify a color: @
D Metadata Type Lookup Value *
Value Color
Spain .
Portugal
Italy

To add multiple values, enter them on individual lines or
separate them with a comma (,) or semicolon (;).

Add One or More Metadata Type Value

To add multiple values at one time, separate them with a comma or semicolon. If that’s
detected, you are prompted to split it into separate values. You can decline and have a
metadata value with commas or semicolons.

Click the Edit button or double click to edit. Note that changing the value does not change >
the values assigned to entities. This is just the lookup list for selecting values. -

The Delete button prompts to delete the selected item or items.

The Refresh button looks for values in the current entity and relationship metadata tables :
for this metadata type. If values are not in the lookup list, you can add it with a color. This (&)
makes it easy for your lookup list to have all the values in your database.

Reorder Lookup Values

Use the Up and Down buttons to change the order of the current value in the list. The
values are displayed in the order you set for this metadata type’s combo box.

&

o

4

Use the alphabetical sort buttons to sort the values in ascending and descending order.
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Metadata Type Colors

The color option allows you to specify the color to use when coloring Entities by metadata in the
Visualizer, such as Blue for Male, Red for Female, and Green for Unknown, etc.

[} Metadata Type Lookup Color Helper )4

Specify the colors to apply a gradient over your lookup values.

Low Value Color High Value Color

0] Cancel

x |

Color Gradient

If there are many values, it may be too cumbersome to set their colors individually. Sort e
the list to the order you want and use the Color button to assign all of them with a color
gradient. Pressing [OK] applies the gradient to the values:

Lookup List Values

Value Caolor

Canada
France

Germany

Mexico
United Kingdom
United States

Record: |[4 || 4 10f & | |kl
Q /W Q€

oK Cancel

Color Gradient Applied to Lookup Values

Security Lookups

Manage Database Settings Manage Security
Database settings allow an Administrator to specify || % Database Settings
database security options. 8 Topic

81 cer
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%+ Database Settings Ed

Database Settings

] Automatically create user names for users connected via Windows Authentication

Allow Changing Password Allow Imports
Allow Editing Entities and Relationships Allow Checkpoints
Allow Saving User Work External Options

For Visualizer, Advanced Dataset Builder, Query Builder
Query Allow Export to Reader

® Allow Saving for Everyone and Privately

Allow Google Earth
(O Only Allow Saving Private {only for personal use)

] Allow Web Search
(O Do Not Allow Saving

Database Settings
Automatically create username for users connected via Windows Authentication

This enables automatic user creation for databases using Windows Authentication. When
enabled, users do not enter a username or password when connecting to the database.

Allow Changing Password

Disabling this option prevents users from changing their password.
Allow Editing Entities and Relationships

Disabling this option makes the database read-only.

Allow Imports

Disabling this option prevents users from importing data.

Allow Checkpoints

Disabling this option prevents users from making checkpoints. This option is always enabled
when Allow Imports is enabled.

Allow Saving User Work

o Allow Saving for Everyone and Privately — Users can save private diagrams and
diagrams accessible to all other users.

e Only Allow Saving Private (only for personal use) — Users can only save private
diagrams. No other users can see their saved diagrams.

o Do Not Allow Saving — Do not allow any Diagrams to be saved.

External Options

e Allow Export to Reader - Disabling this prevents users exporting data to Reader files.
e Allow Google Earth - Disabling this prevents users from exporting data to Google Earth.
o Allow Web Search - Disabling this option prevents users from performing web searches.
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Manage Topics

Topics are categories of information that allow you to
categorize entity and relationship information. To manage
Topics, click the [Manage Database] link on the left sidebar.

Manage Security
% Database Settings

Then, under the section labeled ‘Manage Security’, click the E%Tup“:
[Topic] link. 8 User
_] Topics L=
=, - =
a © / 1 x| &
==
Add Edit Delete  OutputtoExcel  Output to XL

Topic Name

Default

Record: 10f 1

4] 4 b <

Created Date
3/17/2023 12:3

Manage Users

Each user who accesses a Shared Database must have a
user account. From the Manage Database form, select
[Users] under Manage Security.

hManage Security
e Database Settings
&1 Topic

User accounts are stored per database.

| 84 Users

- .
© 0 4
Add Edit Delete Activate
| Active Admin  Login Name First Name
|
: % | & |Admin | system
I & 0 Jpoe John
Record: §4 o 100 2 p I p) <
User Types

There are two types of users:

lookup values with the Manage Database form.

IE.{LJser I

oo

Middle Name  Last Name
] | Administrat
Adam Doe

Standard: Can view and edit entity and relationship data but cannot make changes to

Administrative: All rights of Standard users plus running Manage Database.

To add a new user, click the [Add] toolbar button and the Add New Users form appears:
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& User >

System identification

Login name User ID

|Sc0tt | Change Password 1002

Person information

First name Department:
Middle name MNotes:
Last name

Access control

[ Administrator mode .

You can designate any user as either type or change the user type at any time. To manage the
list of users, click the [Users] link on the left sidebar:

e Login Name: A unique login name for the user, typically a combination of the user’s last
and first name.

e Change Password: Click this button to set the user’s password, and re-type the
password to confirm. Follow your organization’s existing password policy determining
length, complexity, etc., and be sure to note the password in a safe place. The user
needs this password to log into the system.

e User ID: The User ID field is a unique numeric identifier for the user. This field is system-
maintained and cannot be changed.

e Personal Information: Enter basic information about the person. These fields are for
informational purposes only—they are not used by the system. Note that First name
and Last name are required, but all other personal information fields are optional.

e Access Control: Check the [Administrator mode] check box to make the user an
administrative user, or leave it unchecked to make the user a standard user.

After entering the user information, click [OK] to save, or [Cancel] to return to the Manage Users
form without saving changes.

Editing an Existing User

To make changes to an existing user, double click on the user on the Manage Users form or
select the user and click the [Edit] toolbar button. Make the appropriate changes on the Manage
Users form, then click [OK] to save your changes.

Deleting and Deactivating Users

Easily delete existing users, but only if that user has not created or edited any records. An audit
trail of all database records stores the ID of the user who created and last edited it. You cannot
delete a user who is associated with any existing records.

To delete a user, select the user in the list and click the [Delete] button on the toolbar. The
system checks to ensure the user is not linked to any records. If the user is linked to any record,
a notification message appears, and the user is not deleted.

If the user cannot be deleted but should no longer have access to the system, Deactivate them.
This retains the user information but does not allow that user to access the system.
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Export and Import Lookup Tables, and Delete Unused Values

Export Lookup Tables

All the values in your lookup tables can be exported
to a Lookup file (*.SVL) that can be imported by
another database. This is a quick way to update the
lookup values across databases or create new
databases with a custom set of lookup values.

Import Lookup Tables

Export / Import Tables

==;f Export Lookup Tables

g I part Lookup Takles

[m Delete Unused Lookup Ywalues

Import the lookup tables exported from another database.

B Import Lookup Tables

Import File Name

New records are always imported.

Import Lookup tables exported from another Sentinel Visualizer database.

Decide how modified and missing records are handled:
Update modified records with the import file's values

[ Delete lookup records that are not used and not in the import file

OK Cancel

New values are always added with options to update existing records and delete unused items.
Updates would reflect changes in lookup value descriptions and other fields.

If the Delete option is selected, the existing lookup values that are not used are deleted before

the new lookup values are imported.

Delete Unused Lookup Values

Delete all the lookup values in the current database that are not used. For instance, an Entity

Type that is not used by any Entity is deleted.
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Chapter 24: Compare, Merge and Clone Entities

As you work with entities, you may find similar or duplicate data. This chapter describes how to
compare, merge, and clone entities.

Compare Entities

The Entity Compare tool allows you to see the metadata

=
)
=l
L

records for two or more entities side by side. This is useful
when you are looking for similarity between entities or
trying to find potential duplicate entities. By looking at
metadata side by side, you can see patterns such as two
entities with the same driver’s license or phone number.

Manage Databaze

Database Maintenanoe »

compare Entities
Choose the Entities to Compare

herge Entities
From the Tools menu, select [Compare Entities]. The Entity B

Picker lets you select the entities to compare. Click on the [+]
button to add the entities to compare. It uses the search
features described in View Entity Information on page 40.

© i[RI ¥

Reset Default Settings

E8 Entity Compare =] B s

Compare Entities

Select multiple entities to compare their properties

Select two or more entities to compare.

Entity Name

Thomas

Mary

Record: |4 | 4 100 3 | (M| <

=
m Clear all < >

|E| Use the Delete button to remove the selected entity from the list, or [Clear All] button to
remove all entities. After selecting the entities to compare, click the [>] button.

Comparison Results

The properties and metadata values for the entities are compared and displayed in a grid.
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Scroll through

All values Identical

Values Not Identical

3 Entity Compare E"EI
Filters
Show all w
Metadata Type Thomas Mary
Alias Name Tommy |
Classification MNone None
Dissemination
End Date
Entity Type Person Person
Eye Color Brown Brown
Gender Male Female
Hair Color Blonde Black
Latitude il Li]
Longitude 0 0
Start Date
Status Active Active
uuip 1 218
Value
Wight 50 50
Record: |4 | 4 1o 1% b B
Claze
the list to find similarities and differences. Filters easily change the data to view:
Filters
Show All s

Show All: Shows all metadata values for each entity.

All Values Identical: Shows only the metadata values that are identical.
Values Not Identical: Shows only the metadata values that do not match.

Merge Entities

Entity Merge allows you to select two entities and merge them
into one record. This is useful when you find duplicate entities
that contain different data or relationships, and you want
them merged into a single record.

To run Entity Merge from the Home Page, click the [Tools]
drop-down on the menu toolbar and select [Merge Entities].

Select Entities to Merge

Click the [+] button to add an entity to merge. This opens the
standard Entity Picker form that uses the search features
described in View Entity Information on page 40. After

Tools

IManage Database

Database Maintenance  »

compare Entities

Merge Entities

© |aBlsP @ » g

Reset Default Settings

locating the first entity to merge, click [OK] and then use the [Select Entity] button again to add
the second entity. You can add an unlimited number of entities to merge into one.
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P

S Entity Merge (= [® s

Merge Entities

Select the Entities to merge.

@ select two or more entities to merge.

MName

Brian
Thomas

Mary

Record: | vof 3 [ bl

| -ﬁ | Clear all < &

Select Entities to Merge
After selecting two or more entities, click the [>] button. The Select Entity Data form appears.
Select Field Values to Merge

Select the property from each column for the merged entity. This lets you pick the information
from the entities to keep in the merged entity.

£5 Entity Merge ==

Select Entity Information

Select the data for the new merged entity.

Entities to Merge

> | Name > > | Picture > |UUID |> |StartDate |> |EndDate | > |Value >  Weight > | latitude | > |Llongity
O [ srian [ Person - 119
—
O O mary [0 person [J Ez [ 218 O O O O so O O
Record: 4 of 2 [ |[Bl] < >

| < ‘ | > ‘

Select the Entity Property in Each Column for the Merged Entity

The first checkbox allows you to select or de-select all fields in that row. Each field also has a
checkbox that allows you to select that specific field for that row. Once you select the value for
each property, click the Next [>] button.
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Select Document and Metadata Data

All the documents and metadata values for the entities are listed and selected for your merged
entity. After selections, click the Next [>] button.

ES Entity Merge i i i

Select Documents and Metadata

Select the data for the merged entity. Unselected items are deleted.

Documents

= Description ~ | Notes Path Size Embedded | Entity Name
install notes and match text | P:\Access\AccessShared\activation.txt O Brian
C:\install.exe O Thomas
C:\install.res.1028.dll 75K =] Thomas

Record: 4 lof 3 [p [B]

Metadata

> Metadata Type  Metadata Value | Motes Entity Name

Alias Name Bryan Brian

Alias Name Tommy Thomas

Eye Color Blue Brian

Eye Color Brown Test Notes  Thomas

] Eye Color Brown Mary

Gender Female Mary

Gender Male Brian v

Record: 4 1of 11 [ [

| < ‘ | i

Select the Documents and Metadata Values for the Merged Entity

Select Note and Topic Data

All the Notes and Topics for the entities are listed and selected for the merged entity. After
selections, click the Next [>] button.

S Entity Merge - - .L.

Select Notes and Topics

Select the data for the merged entity. Unselected items are deleted.

Notes

= Title Motes Entity Name

My Submission | note text  Brian

Record: 4 Df 1|

Topics
= Topic
Default

Record: 4 Df 1

Select the Notes and Topics for the Merged Entity

Page 278 Chapter 24: Compare, Merge and Clone Entities



Entity Merge Confirmation

Confirm the merge by clicking the [Merge Entities] button.

5 Entity Merge (=5 =]

Merge Entities

Complete the Entity Merge process.

Once you complete this action, all the selected entities are merged into a new
entity, and the selected entities are permanently deleted.

Merge Entities

Confirm the Entity Merge

The original entities are deleted from the database and a new Entity created. All relationships
for the merged entities are moved to the new entity. After merging the entities, the new entity
has the data you selected, along with a new Note record titled “Merge Information.”

iﬂun » _-_;@_ .
- ) o ')
s M 5. 0 [ o B R =2 8
Ede X Visualiner Repot  Googletarth  WebSearch Compam  Merge Jore Delete
Name Start date | EnsRy10
Thomas pee0 0
Type Classification End date | Created
Petsan None pdmin |
M
Status Desseminanon Lamude ‘Wu\/}ou 346 |
Active ° ‘ Modifed
Admin
Value Weight (1-100)  LUID Longnude bocacrice
T ] %0 3 h i b R/31/2000 1:56 PM

(=] (%) (w] ()

i pod I Roouments I‘ gm.zgi}gu [ 2 el ationships IB Topics ]
3:.:;. Created Date Created By Moditied Date Modified By ]

| Locations 8/28/2020 1:01:59PM  Admin
The locations where the giftcards were used

Stores - Returned R/28/2020 1:00:59PM  Admin
The stoees were the stolen products returned to,

Clone Entities

Entity Clone makes a copy of an Entity with all its data except relationships. That means its
documents, metadata, notes, and topics are in the new entity.

This is useful to duplicate an entity, or if a single entity is two entities. For example, you discover
an entity is really two different people. Use Clone to make another entity and clean them up.

To use Entity Clone, open the Entity on the entity you want to copy. Once the entity is open,
click the [Clone] button on the Entity Viewer toolbar.
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Z7H v . B € o B [|=|w
Edit w0 Maaloe Report  Google Earth  ‘Web Sewdh Compare  Merge Cone D-lcn :
T = =3 -
Name Stan cdate, : \jﬂmyo
‘;n?e'em . {1860 \
Type Classificanion nd date r?-"“d
Porsen None % ;‘.‘:ﬁ
States Olssemination Latitude [16/13/2013 3:46 P8 |
Acove f | Modtes
vatos Weight (1-100) Um0 Lomgtude e M
'  FEp o B | Eiemse )|
| (e EE)E] | |

When you click [Yes] to confirm, the new copy is opened with the Entity View. The new entity is
named “Clone of ” the original name. A Note is added with the clone information and time.

S H % \ ¢ B K @ B
Edit Save Visualie Report Googie Earth Wweb Seard Compare Merge Jore Delete
Name Start date Entrty 1D —
:’clonc of Thomas - 2278 ]
Type Classification End date Created
Person v None v = n
-4

Status Dissemination Lstude fi/xs/zozs 10:41 PM
Alive ~ ~ o | Modified

Admin
value Weight (1-100)  Unique ID ) Longitude A | e—
| 50 = |0AEFC880-959C-40FD-¢ o = ‘ Image A][e] || 12/21/2022 3:46 P

£ Properties

@ Metadata.

100 30 M <

[EDEERE0

tecors (|14

> Relationships | [ Topics |

Created Date

Created By

The clone is already in your database. Make more changes and click the [Save] button.
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Appendix 1: Features Added in Prior Versions

Features added in the previous version.

Enhancements in Version 10

Import Enhancements with a new Wizard.

Import data from SQL Server database tables and views.

Filter source data records with customizable WHERE clause.

Import additional entity and relationship columns.

Use Unique IDs to differentiate duplicate entity names.

Assign values directly to columns instead of assigning a value from source data.
New saved file format includes source data to be optionally loaded when opened.
When Source Data Changes, Column Assignments are Preserved.

Preview data before import.

New menu items, undo and redo, user interface enhancements, and much more.
Online Maps in the Visualizer

Visualizer Diagram Enhancements

Entities and Relationships with custom properties and labels.

Entity Replace to consolidate entities.

Curved relationship lines.

New 9500+ high-resolution icon file library.

Layout grouped by Entity Type.

Directional Get Links only add links FROM or TO entities.

Refresh button to update the diagram when data changes.

Timeline Enhancements with new Month and Year views.

Social Network Analysis calculation limit removed.

Search Enhancements

o Redesigned and enhanced Query Builder with results in separate forms

o Combine Multiple Searches to find all, common, and most common entities.

o Entity Distance Search from central location.

o Metadata Search for any Metadata Type assignment and/or wildcard searching.
Lookup Table Management with text search and adding multiple values at once.
User Interface Enhancements

o Home Page with images on MRU list and improved toolbar and left panel.

o Reorganized Menus with more options; Text Filter added to many forms.

O 0O 0O O O O O O O

O O O O O O O O O
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Import Enhancements
The Import feature is faster with a significantly improved and redesigned user interface.
New Import Wizard

The Add Data menu offers a new Import Wizard. Use the Wizard to create a new import for one
entity, two entities with a relationship, or three entities with two relationships.

Import SQL Server Data
Import data directly from a SQL Server database by choosing among its tables and views.
WHERE clause to Limit Source Data

Apply a WHERE clause on your Source Data to limit the records to import.

& WHERE clause examples: [Text Column] = 'Value', [Numeric Column] = 123, [Date Column] > #2022-12-31#
|[Direcﬁ0n] ='ouT’ | 4 L

The WHERE clause can be for exact values, ranges, and wildcard matching using the LIKE
statement with % sign. This simplifies the process of designing different imports for subsets of

your Source Data. It eliminates the previous need to create separate copies of your import file
with different records.

Define Entities by Unique ID [ imperseings x
Choose among 3 options for the Geners” Matching | Replace
columns that deflne a unlque The Unique ID field differentiates entities with the same name.

Choose the combination of Entity fields to determine an Entity's uniqueness:

entity. This lets you have entities

@® Entity Type and Name (Unique ID is ignored)

W|th the same name but d'ffere nt O Entity Type and Unique ID (name is from the first time the Unique ID is imported)
U n|q ue | D . To save ignored Entity names for the Unigue ID, choose a Metadata field to store them:
(not specified)

Import Additional Columns

O Entity Type, Name and Unigue ID (combination of all three fields define each entity)
A” the Ent|ty and Relat|0n5h|p Relationships match on Entity From, Entity To, Relationship Type, Start Date, End Date, and Value.

level columns can be imported by
assigning a source data column to them or specifying a value.

Entity 1 Relationship 1

Add Metadata - Acd Metadata

Entity

Relationship

Mame:

Relationship Type
Classification: | -
Credihility : 1 - Confirmed by other sources
Dissemination:

Longitude sl - ]
Start Date ! ; A (Completely reliable)

e 5 for Entity: Classification, Dissemination, Brief, Image File, and Unique ID.
e 6 for Relationship: Classification, Credibility, Dissemination, Reliability, Brief, Unique ID.
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Choose which Fields to Update

If an imported entity or relationship exists in the database, the Import Settings let you control if
the existing records are updated and if so, which columns.

W Import Settings X

Genersl [ Matchin}v/ Replace ]

MNew records are created when there is no match.
If there is a match
) Don't replace any data in existing records
@® Replace fields
Entities Relationships
Status Classification
Classification Credibility
Dissemination Dissemination
Latitude Reliability
Longitude Value
Start Date Brief
End Date Unigue ID
Weight
Value
Brief
Image File
Unigue ID
O |

Replacement Options for Matching Entities and Relationships
Assign Values Directly to Columns

In addition to assigning a column based on a field from the Source Data, you can now assign a
value directly for all your imported records:

Latitude: 38.9166
Longitude -FR22717
Start Date ! 10f10/2022
End Date 123172023
YWeight : 90

"alue 2145.45

When Source Data Changes, Column Assignments are Preserved

When updating an existing source data, the new one may have different columns from the
current one. Previously, all the columns needed to match to preserve assignments. Now,
assignments for matching columns are preserved and only unmatched ones deleted.

New Saved Import File Format Includes Source Data

Import files are saved in a new encrypted format (*.SVIX) with source data specifications to offer
the option to load the data when opened. It also has improved support for localized versions.
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Open Saved Import File with MRU List and Options to Load Source Data

When opening a saved import file, a new form lists the previously opened files for selection. If
the SVIX file has Source Data, a prompt asks to load it. If it has lookup values that don’t exist in
the database, a list of the missing values is shown with a prompt to add them to the lookup lists.

Preview Data Before Import

Preview the entity and relationship import records (first 500) before 5. 3
importing it. Quickly ensure your column assignments are correct —
before updating your database. Preview  Import

New Toolbar Buttons

e [Undo] and [Redo] changes to your actions.

D N

Undo  Redo

e [Edit Source Data] to change the data options such as its WHERE clause or database table.

v
Edit Source Data

e These buttons are on the right side of the toolbar:

L & -, @ .
Import Settings  Refresh Lookups Lines Zoarm

o [Import Settings] centralizes the options for Data Format, matching, and replace.

o Ifthe lookup data changes (e.g. Entity Type, Metadata Type, etc.), click the [Refresh
Lookups] button to update the lookup lists in the entity and relationship boxes.

o Line options to move lines to the front/ back and hide secondary field assignments.

—

-

Lines

% Bring All to Frort
@ Send all to Back

v | Hide Secondary Lines

o Zoom to different levels and fit to page.

User Interface Enhancements
The user experience is improved with many new features.

e Adding a relationship box automatically adds two entity boxes connected to the
relationship.
e New entity and relationship boxes are placed in empty spots and not over existing boxes.
e Line and port enhancements.
o Thicker lines and arrows to simplify assignments and selections.
o Larger ports moved to the edge of the boxes.

o Lines between boxes are cleaner without labels =
on lines |-—{Cnpv DB Umque}—)ui
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e Required columns are red until they are assigned.
o Assigned column names or values are bold.

Entity 1 Relationship 1

Add Metadata - Add Metadata

Entity | Relationship
Entity From:

Entity Type: Entity To:

Status: Active

Marme:

Relationship Type :
Latitude : Start Date:

o “Drag col here” text on Relationship boxes is eliminated.
e Entity and relationship boxes collapse their heights to declutter complex imports.

Entity 1

Entity

Box widths are resizable including the metadata grid.

Boxes are opaque.

Bottom panel displays Source Data record columns and import status better.

Opening a saved import addresses some Ul issues with the layout of the boxes and lines.

Visualizer: Online Maps

Entities with latitude and longitude can be plotted on the Visualizer map. With an Internet
connection, online maps offer high resolution topography and road styles.

Online Maps with Imagery Style

Zoom in and out of your map. Fit to Page automatically adjusts the map to show all your
mapped items. Perform Geo-Query in a circle or rectangle to add entities in that region.
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Visualizer: Custom Properties and Labels

On the Visualizer, Entity and Relationship lines can be customized individually or by type with
different fonts, colors, size, line widths, etc. Labels can also be customized to display
information like Metadata value, metrics, dates, etc. Custom properties can also be saved.

Entity Properties

Individual entities can be customized with a label overriding the name, font, size and color. The

background color can also be set.

Properties x
Text Preview
|calibri NS
]/ [u s (W= ==
Fill Scale (Percent)

RS s00 |-

Label
0 Use Default

Custom Name

® override

Custom Name

Custom Entity Properties: Yellow Background, Larger Red Bold Text with Custom Name

Restore Defaults

Properties can be saved to the entity to become its appearance on future diagrams.

Entity Label Options

By default, Entity Labels show the Entity Name. In version 10, other values such as Entity Type,
Status, Start and End Dates, Metadata Values and Metrics can also be shown.

For the Start and End Dates, you can set their Date/Time format. Metadata Types and Metrics
can optionally show their names.

Relationship Line Properties

Lines can be customized with a label overriding the name, font, and color. The line thickness,
style and color can also be set. Single relationship properties can be saved to the relationship to
become the default appearance when it appears in future diagrams.

Relationship Label Options

By default, labels on single relationship lines show the Relationship Type. In earlier versions, if a
line has more than one relationship, the number of relationships is shown (e.g. “5
Relationships"). In Version 10, if all the relationships are the same relationship type, the line
says the number with the Relationship Type. There are also options to list the count of multiple
relationship types, Start and End Dates, and Metadata Values.

Entity and Relationship Type Properties

Entity Types can have custom properties. All entities of that type without its own custom
properties, use the type’s custom properties. The same exists for Relationship Types.
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Visualizer: Curved Relationship Lines

Relationship connections can now be a curve rather than a line. This
relationships in both directions to show the two lines with arrows:

is particularly useful for

_ Called
ﬂ s

301-555-6620 Called

240-555-2155

Relationship Lines with Style as a Curve

Called

Called

S

301-555-6620

240-555-2155

Relationship Lines with Style as a Line

This is set on the Relationships panel’s Style option.

Visualizer: Entity Replace

Entity Replace lets you keep and hide entities based on their types a
powerful way to create higher-level views of your network and elimi

nd relationships. This is a
nate clutter. For instance,

you may have telephone call data showing calls between phone numbers and the owner of each
phone. Entity Replace lets you replace the phones with their owners to show the connection

between the people rather than phones.

&

Jane Rowe

S

Has/ownhs H

Called
a})

555-393-2155

>

'8

Edward Sims

555-393-2156

as/owns

Original Diagram Before Replace

Called

&

Jane Rowe

"

Edward Sims

Diagram After Replacing Phones with Owners

Appendix 1: Features Added in Prior Versions

Page 287



Replace Added to Visualizer Entities Menu

The Replace Entities Settings form lets you specify the entity types to keep and replace:

% a% Entity Replace x
-

h = M A3
Entities Open Save Comhbine Replacements
% Add CHrl+E The Entity Replace feature simplifies the diagram by removing entities based on their relationship
to other entities.

Ea Find  Ctrl+F oo e

. Person ~ ii Phone Number ~
E ey =

8 3 3 8

Before

AY Replace
%a Campare
% Merge After

8 g

Advanced... oK Cancel

Replace Entity Type Phone Number with Person

The [Advanced...] button opens a Wizard to select multiple Entity and Relationship. Selections
can be saved for future use. Multiple saved replacements can be combined.

Entity Replace acts like a filter. Once it is set, if you add new entities to your diagram, like Get
Links, the replacement is applied to the new entities. Turn off the Entity Replace to see all your
entities again.

New Library of More than 9,500 High Resolution Icons

A collection of 9,500+ high resolution images are included for your use on Entity Types and
individual entities.

The new icons are 128x128 pixel PNG files and replace a much smaller collection of 32-pixel ICO
files. For new databases, the default list of Entity Types has higher resolution graphics.

The Visualizer diagram and other forms support the higher resolution graphics for a richer and
more visually appealing appearance.

Visualizer: Limit Entity Types to Database

When adding entities to the Visualizer diagram, o
the Add Items panel has a new [Show All Entity :':"
Types] checkbox to limit the icons to your most - %
likely selections. Uncheck the box to only show ?r? m ;
the icons of entity types in your database. Cll:eisg club ]
If checked, all the entity type lookup table values o Uﬂg,

are shown, including those with no entities.
[]Show All Entity Types

t
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Visualizer: Layout Group by Entity Type

Layout automatically reorganizes the ‘e

entities on the diagram. A new feature lets = T

you easily see all the entities by entity type. |,

Under Layout, a new [Group by Entity Type] | «* Increment ’
item moves your entities into a variety of QO circular v
shapes for each entity type: O Eliptica R
Each entity type is treated as a separate ] Rectangular v

network arranged from largest to smallest, D
. Sguare
sorted by name within each type.
A Triangular »

+ + Hierarchical 3
LLLL] _

E Group by Entity Type »

© additionsl 8

Circular Cancentric
Circular Spiral

$Fi g Elliptical Concentric
Uy Layout Options =

PEEORO®

% Setlast as Default Elliptical spiral
For example, three entity types Rectangular
(transactions, stores, people) in concentric square
circles: -
Triangular
Diagram Timeline 'Map
s 2 2 @ = a -]
s » =, ] B -]
5 - 2 28 e I ] 2
» ® = % ® ] S a -] @ &
® » . =
® N p & Y & » . . P( _ = 2 nz =
" » » | 4 2 a8 = j-
Roe L, 222 e r * A a3 g™p & on &
n » 5
L4 ] > s ® & ® -2 2 2 = = a2 = = =n
B & B & % ®» > »
. > , . LR
' » » E » - & » B > - 2 - .is A & - A 2
= 2 " e n B A =
2 o2 s = 2 2 @ ® n A g
. - . A " .
o ] =
% » ® > B - 4 & % > » N B
B » # » ® s L » > 2 o =
. L
® » & - 2 L s s . A
» » 2 > g B ® » >
® .4 ® s e »
5 2 s 2= >
» ® ™ s
® = o8
4 B B I A :
- - -
> ® » =

Layout by Entity Type in Concentric Circles and Hidden Relationship Lines

Easily select the entity types you don’t want and remove them or select the ones you want and
send them to a New Visualizer under Output.
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Visualizer: Directional Get Links

In the Visualizer, using Get Links 1 o
Degree adds all the entities with e
relationships to an entity. Version 10 L L e sh——————
adds new options to just add links with 1 Degrae v all
relationships FROM or TO the entity. This 2Degrees Only Direct Links
is useful if you want to see flows like G A

. . . . Custom Degrees Only TO Ertity
money in a particular direction.

Between Seleded

e [All] adds all linked entities plus
links among the linked entities.
e [Only Direct Links] only adds the linked entities without links among them.
e [Only FROM Entity] only adds entities with relationships FROM the selected entities.
e [Only TO Entity] only adds the entities with relationships TO the selected entities.

From the Diagram, the right click menu for an entity also offers the Get Links: 1 Degree options:
£

Iary
View (Mary Smith)

Get Links: Only Add Direct Links (no new entities)
Get Links: 1 Degree, All

Get Links: 1 Degree, Only Direct Links

Get Links: 1 Degree, Only FROM Entity

Get Links: 1 Degree, Only TO Entity

Get Links: Entire Metwork

Right click context sensitive menu for an Entity offers Get Links 1 Degree options

Visualizer: Refresh and Panels Buttons

A new [Refresh] button updates the data for the entities and

relationships on the Visualizer. This appears on the far right U Ej L * 2
of the toolbar with the Panels and Options buttons. Refresh  Panels  Options

Refresh is helpful if you or someone else updates the database. Refresh retrieves the latest data
such as entity name image, properties, metadata, relationship type, etc. and updates your
screen accordingly. Any filters, gradients or replace settings are applied against the new data.

The new [Panels] button toggles the right and bottom panels.

Visualizer Timeline

The Visualizer’s Timeline tab has S| Z = .L = -
new toolbar options for Month Hourview Day View Week View | Month\iew | | Yearview
View and Year View to better weekly Annual
control the width of time Daily Semi-Annual
periods. Month has a new Daily Quarterly
option which is wider than the ElneHt g
weekly option. Year has new DALl

wider options for semi-annual, quarterly, bimonthly, and monthly.
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Start and End Dates

By default, the Start and End Dates are the earliest and latest dates among your entities and
relationships. A new End Date button sets the right edge. If an item has a missing start or end
date, the label starts with an * if the Start Date is blank, and at the end for a missing End Date.

Visualizer: Social Network Analysis Entity Limit Removed

Previously, SNA metrics were calculated for networks with fewer than 10,000 entities. The limit
is removed. It may take a while to calculate SNA metrics, but it is no longer limited.

Query Builder Redesign and Enhancements

The Query Builder is revamped to be more powerful and easier to use.

More Advanced Queries

Relationships can be searched on their own without entities.

Relationships can have entity criteria on one or both sides of the relationship.
Relationships can now search on Relationship ID, and like Entities, Created Date,
Created By, Modified Date, Modified By, and Brief.

Treat multiple, disconnected entity and relationship boxes as UNION queries.
Search multiple values and wildcards on entity name and metadata values.

Search for Blank and Not Blank values.

Search for all values of a metadata type or all metadata types with a specified value.

Enhanced User Interface

Adding a new Relationship automatically adds two entities.

For Relationships, a new [Edit Links] button to reassign entity boxes and optionally
include or exclude TO/FROM entities.

Lines between entities and relationships are thicker, at top instead of middle, and have
arrows indicating TO/FROM direction.

Criteria entries are validated for their column to be a date, number, integer, etc.
Reordered columns for entities and relationship boxes for easier use and consistency.
Collapse boxes to reduce their height to the last specified column value.

Improved user interface for managing metadata criteria.

Save and open retain the layout more accurately.

Query Results

Each Run Query result is displayed on a separate form (instead of the bottom of the
screen) so more data on a full screen can be shown and multiple results compared.
Results form has text filters and options to send items to the Visualizer and Excel.
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User Interface Examples
Version 10

More columns for criteria, thicker lines with arrows between boxes, Edit Links button for
relationships, collapsible boxes, cleaner layouts.

Entity 1 Relationship 1 Entity 2

Add Metadata - Edit Links - Add Metadata

Entity Relationship Entity
Relationship Type Entity Type
Start Date MName

End Date Start Date
walue End Date
Weight “alue
Classification ‘i eight
Credibility Status
Dissemination Classification
Reliability
erief
Relationship ID
Unique ID
Created By
Created Date
Modified By
modified Date

Entity Type
MName

Start Date
End Date
Value

Weight

Status
Classification
Dizsemination
Latitude
Longitude
Brief

Enttity 1D
Unique ID
Created By
Created Date
Modified By
Modified Date

Dissemination
Latitucle
Longituds
Brief

Entity ID
Unigue 1D
Created By
Created Date
Modified By
Modified Date

[a]
o
]
=
=
=)
W

Ie)
=
5
2
@
z
I}
=)
2
a
z

.
Version 9
Entity Criteria 0 Relation Criteria 0 Entity Criteria 1
Add Metadata Relation Add Metadata

Entity = Entity
Entity Mame =
Brief Contains

Containg

Entity Type
Entity Status
Classification

Classification
Credibility
Dissemination

Entity Status

Created Date
hodified Date

0
a
=4
[}
o
3
LU 1 U L U O T A U

Entity Distance Search

: ‘ 795, AbEr
The entity search screen now lets you select S . @ quso_rl_ 7o
entities based on its distance from a location. saw) Frederici i Gityld e 1k
'y B : Baltime
Distance from Location -t . C:'f’lznb'a
Leesburg™ o i AL o2 [N
Distance 10 Washington
‘ .o 3 Annapolis
. Arlington=s
Units Miles ~ = ) o
springfieldy™ A oy andria
Latitude 38.91648 ” g
Woodbridge
=4 Camb
Longitude -77.22663 9
Hartwood ;&momx,—“
Entity Distance Search j River
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Specify the distance in miles or kilometers, and the center point based on the latitude and
longitude. All the entities with latitude and longitude in the circle are selected.

Combine Multiple Searches

Searches for entities and relationships can be saved. Under Search

Search, the new [Combine Multiple Searches] item lets you

select and perform analysis among them. l':-_@! LR I
Unlike saved Visualizer Diagrams which save specific items, :Eé advanced Dataset Builder
saved searches are applied against your current database,
so its results change with your data. Combine multiple filters Ea Entity Search
to show their Entities and Relationships. ., o
Relationship Search

td

For instance, you may have saved a search for each crime
scene selecting entities around a particular location and - Combine Multiple Searches
time. As your database is updated, each search retrieves

new results. Wouldn’t it be interesting to find entities that

ML

7 CQwery Builder

[x

appeared at all or most of the crime scenes? -
@ web search
After selecting the saved searches, choose the Common J
Data options:
| |
e Every Search: Find Entities and Relationships that E E .
are in every selected search. These are the highest .| 2 eermon oo

value targets.

e Two or More Searches: Entities that are in at least
two of the searches.

e Most Searches: Determine the maximum number
of selected filters that an entity is found and show them. For instance, 10 filters are
selected, but no Entities are in all 10. Sentinel Visualizer finds that the most filters an entity
appears is 7, so it shows the entities (and relationships) that are in 7.

Every Search i
host Searches

Twio orklore Searches

Metadata Search Improvements

Entity and relationship metadata search for metadata is enhanced to find items with a metadata
type regardless of value and wildcard searching on values.

All Items with a Metadata Type

For the entity and relationship metadata search, you can select a Metadata Type and leave the
Value blank to find all the items that have that Metadata Type regardless of its value.

Genergl/- MetadatafLookups l

Metadata Type Entity Type Value

Alias Name « | |[not specified) w

Find Entities or Relationships with a Metadata Type

Previously, a value was required which did not support searching for any value for the type.
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Metadata Wildcard Search

Wildcard searches support finding values that start with a letter(s), contain letters, and/or end
with letters. The percent sign (%) is the wildcard character which symbolizes any characters. For
instance, enter:

o A% for all values that start with the letter “A”.

o US% for all values that start with “US”.

o %a% for all values that contain the letter A (the search is case insensitive).
o %N for all values ending with the letter N.

Lookup Tables: Add Multiple Values at Once

Under Tools, Manage Database, T Y— %
you can set the values of the
Lookup tables. Lookup tables are
lists of values for some entity
and relationship fields such as
type, classification, p—
dissemination, credibility, - z
reliability, users, topics, etc. -

Name

First Value, Second One, Third

For multiple values, separate them witha, or;

Credibility levels are ranked based on this numeric value.

Previously, each lookup value
was added one at a time. For
most of the lookups, you can
now enter multiple values at
once. Multiple values can be
added by entering them Cancel
separated by commas or

semicolons, or as rows (pasted from Excel). If there are other values like Weight or Description,
they are applied to each of the new items.

Description

Shared description

Larger Images for Entity Types

In addition to text searches for lookup tables, Entity Type supports larger image files which also
appear as larger icons on the Entity Type grid.

Home Page Enhancements

Images on Most Recently Used (MRU) Entities and Relationships

When you select an entity or relationship to add to the Visualizer or view its details, it is added
to the MRU list. The list is prominently displayed on the Home Page and search forms to easily
perform actions on your most frequently accessed items.
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%% Sentinel Visualizer - [Home]

# File ‘isualizer Search AddData Wiew Tools ‘Window Help -8 x
Aisualizer # |Recent data access
I35 Mew visualizer Name Last Viewed @
B33 Al Data to Visualizer George S. Patton, Jr. (Person) 4/4/2023 2:57 PM

B Open Saved visualizer

Virginia Military Institute (University) 4/4/2023 12:16 PM

'n(: Multiple Visualizer Analysis

Search H Us military Academy (West Point) (University)
Ed Dataset Builder
Ri Entity Search

b-‘ Relationship Searcth

4/4/2023 12:16 PM
4/4/2023 12:14 M

Manila American Cemetery (Cemetary)

Millard F. Harmon (Person) 4742023 12:11 PM

3

Add Data

Luxembourg American Cemetery (Cemetary) 4/4/2023 12:11 PM

g Import Wi zard

ER entity Acd

b‘} Relationship &dd

Relationship

]

p= W 3/11/2023 1:04 Am

N 3
View 2 1T
[

Kenneth N Walker (Person) Buried at Manila American Cemetery (Cem...

George S. Patton, Jr. (Person) Attended US Military Academy (West Poi... 3/11/2023 1:04 AM

E &l Entities and Rel ationships

D Bepaits George S. Patton, Jr. (Person) Attended Virginia Military Institute (Univ... 3/11/2023 1:04 AM

Database 2 ) ) .
Maurice Rose (Person) Buried at Netherlands American Cemetery (Ce... 3/9/2023 10:41 PM v
’\ Manage Database Record: [ 4|14 of 13 [ bl
} Open Database

g a ++ B . B | -

Eg) Wew Datab: -

£ mew Database ‘isualize Selected  Selected+l Degree  View Ertity  EntitytoExcel  iew Relstionship  Relationship o Excel
PhHome & 4bx

Home Page with MRU List showing Entity Images
Enhanced MRU List with Images

In version 10, a picture is displayed for each entity using its picture or its entity type icon.
Relationships show the images of both entities in the relationship. This makes it easier to
identify the entities and relationships.

George 5. Patton, Jr. (Person)

Virginia Military Institute (University)

Us Military Academy (West Point) (University)

Manila American Cemetery (Cemetary)

Millard F. Harmon [Person)

MRU Entity List with some Images
For Relationships, the pictures of the FROM and TO entities are displayed.
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Relationship

Kenneth N Walker (Person) Buried at Manila American Cemetery (Cem...
a?
: L

i

George S. Patton, Jr. (Person) Attended US Military Academy (West Poi...

George 5. Patton, Jr. (Person) Attended Virginia Military Institute (Univ...

MRU Relationship List with Entity Images
Select one or more entities and relationships to perform tasks on them from the toolbar.

Toolbar

The toolbar at the bottom lets you perform actions on your selected MRU items.

o B . B B8 @

“isualize Seleded Selected +1 Degree “iew Entity  Entity to Excel

Home Page Toolbar

e Type afew letters in the new filter feature to reduce the MRU list by their names.
e [Visualize Selected] sends the selected items to the Visualizer.

e [f you select more than one entity, there is also an option to include the relationships
between them:

~- SN

“isualize Seleded

‘ m &dd Direct Links &maong Seleded

[Selected + 1 Degree] lets you send the selected items to the Visualizer and add their
connections to other entities (one degree links). Includes the new Directional links.

| 2] o

Selected +1 Degree

Al
only Direct Links

only FROMERGity

£ 4 4 &8

only TO Entity
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Reorganized Left Panel

Left panel options are the most common items from the top menu.

Version 10 Version 9
Visualizer « Visualizer
B Mevw visualizer _ m Mew Wisualizer
m &)1 Data to Wisualizer m Al Data to visualizer
E? Cpen Saved YWisualizer E} Dpen Saved Wisualizer
t{'. Multiple Wisualizer Analysis t: rAulti-wisualizer 2nalysis

Search
H Dataset Builder
Eﬂ Entity Search

:1" Relationship Search

*»

Search
H Dataset Builder
Eﬁ Entity Search

:?F‘ Relationship Search
la-\ Cambine hMultiple Searches

]
——— =Ll
Add Data 2 & import
& Import Wizard BR Entity add
B8 Entity add :!a Relationship Add
:,!’ Relationship 2dd _
- HERDIS:

View

*»

Reports
E A&ll Entities and Relationships

Reports Database

* hWanage Databasze

g.l Dpen Database

Eg, Mew Local Database

Database

»

* Manage Database
g‘! Dpen Database

Eé Mew Datakbase

% Mew Shared Database

e Search has [Combine Multiple Searches] to find common items across your saved searches.

Add Data has the new [Import Wizard] replacing [Import]. For the old feature to open a
blank import form, use the menu and select [New Import] under Add Data.

View has a new [All Entities and Relationships] to see the list of all of them. [New Database]
combines separate items for local and shared databases.

Each section can be minimized by clicking 2 in their top right corner.
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Menu Enhancements
The top menu is reorganized to match left border of the Home Page:
Version 10 Menus

File wisualizer

@ 7
g} Open Datahase
2

Search dd Data

|
|

Mew vVisualizer Dataset Builder ‘ Import Wizard

|
) 2
\l Switch User All Data to Visualizer w Advanced Dataset Builder a Mew [mport
e
&
J Close Database Open Saved Wisualizer ?6\ Entity Search E Entity Add
A MNew Database Multiple Visualizer Analysis :‘ Relationship Searth a’ Relationship &dd
A3
S

¥

P

L\ O 4

Comhine Multiple Searches

@

Exit Layout Options

Query Builder

o &

YWeb Search

wiew | IDD|S| i ndaw Help
' 7

! All Entities and Relationships * IManage Database '=i|j Arrange Al Help File F1
Activate
! Entities Only g Database Maintenance » || === Minimize &l =
] ; IU Check forUpdate

! Linked Entities %: iti 0 Closs all e

L a Compare Entities ! @ weh site
! unlinked Entities % Merge Entities #f  Home % Ahout

aD
—

Reports Reset Default Settings

File Wisualizer Search Add Data

g; Open Database W New visualizer '@ Dataset Builder g Impart

{l Switch User Ig All tovisuslizer E‘é Advanced Dataset Builder % Entity Add

_T Close Database % Layout Options % Entity Search a’ Relationship Add
\S,_'Z. Mew Local Database :H\ Relationship Search

&% MNew Shared Database j f Query Builder

E’ Exit \;j‘ Weh Search
Reports Wincdaw w

Reports IManage Database L Arrange &l @ HelpFile  F1
Sctivate
Database Maintenanoe b | === Minimize All
: Shout
Compare Entities + Close &l F@ web site

Werge Entities # | Home

Reset Default Settings

© P 5P (T % g
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Menu Changes
File
o [New Database] combines [New Local Database] and [New Shared Database] into one.
Visualizer

e [Open Saved Visualizer] opens a saved diagram without opening the Visualizer first.
e [Multiple Visualizer Analysis] combines and compares multiple saved diagrams.

Search

e [Combine Multiple Searches] selects multiple saved entity and relationship searches to show
all or only common items among them.

Add Data

e [Import Wizard] simplifies creating a new import with a Wizard.
e [New Import] is the button that opens an empty Import form.

View (replaces Reports)
e New items to view lists of entities and relationships without using the dataset builder.
Help

e [Check for Update] to see if you are running the latest version of the program.

Open Database Wizard

When opening a database, a dialog appears with your most recently opened databases. If your
database is not on the list, add it with a new Wizard that simplifies the selection process. Enter
your server and credentials, if any, then see the list of databases to select.

| ™ Open 50L Server Database Y

Databases

Arson_scenario -
Arsons_and_Towers_1
Arsons_and_Towers_2
Call_records_with_targeted_numbers
CallRecordsSampleVersion

CDR

CDR_with_names
Chain_link_call_records
Chain_link_phone_call
Companies_and_People
Covid_Scenario

Credit_Card_Fraud

Crime_scenario

Cyber_Threats

phone_calls

Database Mame
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Select a database from the list or type letters in the Database Name box to filter it before
selecting one and pressing [OK].

Text Filter on Many Forms

In addition to the Home Page, a search box makes it easy to filter the records in several grids by
typing in a few letters.

pErson

Text Search

This exists on the entity and relationship search pages, dataset builder results, query builder
results, lookup table management, import preview, and other forms.

Enhancements in Earlier Versions

For lists of enhancements in version 9 and earlier, visit our web site:

Version Enhancements
9 http://SentinelVisualizer.com/go.aspx?id=9
8 http://SentinelVisualizer.com/go.aspx?id=8
7 http://SentinelVisualizer.com/go.aspx?id=7
6 http://SentinelVisualizer.com/go.aspx?id=6
5 http://SentinelVisualizer.com/go.aspx?id=5
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Appendix 2: Command Line Options

This Appendix is not necessary if you only run the program interactively. The Appendix shows
how to perform features by launching the program from a command line in a BAT file or another
program to specify a particular task, server, database, user, entity, import, etc.

Launching Sentinel Visualizer from Other Applications

Sentinel Visualizer allows other Windows applications to launch it. The commands are executed
via Command Prompt, a BAT file, or within another application.

Use Case Scenario

Another application may reference an entity and want to view its information and/or link chart
without having to re-enter the entity name in the search form. If that program “knows” the
entity’s identification number in the database, it can perform a variety of functions.

An entity’s identification number can be found in two places:

e ID field of the Entity record in the database.
e EntitylD field in the dbo.Entity table in the database.

Program Path and Name (ProgramEXE)

Unless the folder was changed during installation, the program is in this folder:
C:\Program Files\FMS\Sentinel Visualizer\

Confirm the location of the EXE program before using the command line options.

To launch the program, use this command:
"C:\Program Files\FMS\Sentinel Visualizer\SentinelVisualizer.exe"

This starts the program with its most recent database. We'll refer to this command, including
the double quotes at the beginning and end, as ProgramEXE.

You can put ProgramEXE in a *.BAT file and run it to launch the program and open the most
recent database.

Command Line Options

Command line options follow ProgramEXE to offer additional features. They are a slash (/)
followed by a word, space, and value. These options are available:

Option Followed by This Value
/database Database name
/server Server name (. \SENT4EXPRESS is the local server)
/user SQL Server username — not the username in the database
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Option Followed by This Value
/pwd SQL Server password — not the password in the database
/es Search value (to find an entity with this name)
/ev Entity ID (to open the Entity View for that entity)
/ve Entity ID (to open the Visualizer for that entity)
/1la Language Code
/filename Reader file to open (*.SVX)
/importfile | |mport specification file (*.SVIX) to import; includes source data file
/checkpoint | Name of a Checkpoint to restore

The order you specify the commands does not matter.

Command Line Examples

To ensure that the correct server and database are opened, you should include the server and
database names, but it uses the last one opened if they are not provided.

Database Name Examples

Open the last database:
ProgramiEXE

Open a specific database on the last server that was opened:

ProgramEXE /database DatabaseName
Open a specific database on your computer’s local (not shared) server:
ProgramEXE /database DatabaseName /server .\SENT4EXPRESS
Server Name Examples
Open the most recent database on a server:
ProgramiEXE /server ServerName
To open a specific database on a specific server:
ProgramkEXE /server ServerName /database DatabaseName
Log into a Shared Database

ProgramEXE /server ServerName /database DatabaseName /user username
/pwd password

or

ProgramEXE /server SentinelDB /database MyDB /user sa /pwd
S3ntinE1LOgin:7@FMS

where SentinelDB is the name of the server, MyDB is the name of the database, sa is the SQL
Server username, and S3ntinEILOgin:7@FMS is the SQL Server password.

Security Note

Specifying /pwd places the SQL Server password on the command line. Avoid storing credentials
in shared or unsecured BAT files, scripts, or other locations accessible to unauthorized users.

Open Entity View for an Entity

Open the Entity View for an entity. This opens Entity ID 1920 in the last opened database:
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ProgramEXE /ev 1920

Open Visualizer for an Entity

Open a new visualizer for the specified Entity ID.
ProgramEXE /ve 1920

Open Search Form for an Entity Name

Open the Entity Search form with the search term in quotes. For example, search for Brian:
ProgramEXE /es "Brian"

Search for an entity name in a specific server and database:
ProgramEXE /server .\SENT4EXPRESS /database MyDB /es "Brian"

where \SENT4EXPRESS is the local server, MyDB is the database, and the entity name is Brian.
Open a Reader File

Reader files (*.SVX) let you distribute your Visualizer link charts and data to users not connected
to your database. Use double quotes around the full path to the file:

ProgramEXE /filename "C:\Sentinel\Analysis.SVX"

Run an Import File

Import files (*.SVIX) define data import from an external data source to your database. The data
must exist. The program closes after finishing the import. Use double quotes around the full
path to the file:

ProgramEXE /importfile "C:\Sentinel\Import.SVIX"
Restore a Checkpoint

Restore a database checkpoint. Use double quotes around the checkpoint name:
ProgramEXE /checkpoint "Checkpoint 1"

Specify Language Version

Localized versions in several languages are available. If one is installed, open it with the
language command line flag, /1a, followed by the language abbreviation:

en English fr  French
es Spanish ru Russian
kr Korean tr  Turkish

For example, this launches the Spanish version:
ProgramEXE /la es
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import, 249
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clone entities, 279
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cloud, 228
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combine multiple search, 209, 293
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commas, 159
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context menu, 100
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criteria search, 219

cursor, 168

curved lines, 287

curves, 160
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data refinement, 15, 122
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end date, 42, 61, 68, 180, 291
enterprise, 31
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brief, 43, 63
check for similar, 48
classification, 42
clone, 41, 279
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created by, 43, 69
created date, 43, 69
delete, 49
dissemination, 42
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documents, 40, 44
edit, 41
end date, 42
fields, 41
image, 42
merge, 41, 276
metadata, 40, 43, 44, 63
modified by, 43, 69
modified date, 43, 69
new, 47
notes, 40
properties, 286
relationships, 45
report, 41
reports, 95
save, 41, 46
start date, 42
status, 42
toolbar, 41
topics, 40, 43, 46, 63
type, 42, 294
unique id, 42
value, 43
view, 40
weight, 43

entity advanced search, 55

entity and relationship type search, 86

entity basic search, 53
entity data refinement, 156
entity label options, 154
entity labels, 286
entity metrics, 102, 173, 177
calculate, 177
degree centrality, 173
social network analysis, 173
entity name, 42
label, 15
search, 55
entity range filter, 155
entity relationships, 43
entity replace, 114, 287
entity search, 18, 51, 74
accuracy, 54
advanced, 55
extended, 53
form, 52
normal, 53
results, 54
toolbar, 52
entity status, 259, 261
entity tabs, 43
entity type, 259, 288, 289
icon, 263
icons, 22
layout, 143
lookup, 262
search, 55
show all, 169
weight, 264
entity view, 22
error handing, 24
every search, 211
Excel, 28, 73, 93, 131
export, 23
import, 12

export and import lookup tables, 274

export report, 96
export to reader, 132
exports, 23

extended search, 53

external data, 235

F

fields
entity, 41
relationship, 62
fill tools, 168
filter entities, 88
filter relationships, 88
filtered, 109
find entities, 113
flip, 149
force directed layout, 145
formula, 243

G

geospatial tools, 185

GeoTIFF, 198

get entity, 107

get links, 101, 107, 118, 290
between selected, 17

get links icon, 154

Google Earth, 28, 41, 110, 199

gradient metrics, 102, 163

group by entity type, 289

groups, 182

H

hide secondary lines, 254
hierarchical layout, 142
high resolution, 288
home page, 32, 294
hour view, 182

hub, 176

icon files, 288
icons, 263
ID, 69
image, 42
image file, 131

map, 191
images, 294, 295, 296
import

enhancements, 282
import columns, 11
import enhancements, 11
import form, 239
import matching, 251
import preview, 253
import replace, 252
import settings, 250
import source data, 240
import validation, 14
import wizard, 13, 236, 282
importing data, 235
incremental layout, 136
initial use, 10
installation, 25

optional, 28
inter-pupillary distance, 207

J

jump lines, 161

L

label options, 154

labels, 286

last changed, 21, 60

latitude, 42, 57, 292

launch, 28

layers, 194

layout, 16, 108, 135, 289
circular, 138
default, 147
elliptical, 139
force directed, 145
group by entity type, 143
hierarchical, 142
incremental, 136
options, 146
orthogonal, 145
rectangular, 140
square, 141
triangular, 142

left panel, 38

library, 288

limit, 291

limit by entity type, 58

line style, 159

line tools, 168

lines, 157, 160

linked entities, 90, 154

links panel, 164

local database, 227

longitude, 42, 57, 292

lookup reports, 95

lookup tables, 258, 294

lookups, 58, 75
classification, 259, 260

credibility of information, 259, 261

dissemination, 259, 261
entity status, 259, 261
entity type, 259, 262
metadata type, 266

relationship category, 259, 262

relationship type, 259, 264
reliability of source, 259, 262

M

manage database, 258
manage topics, 272
manage users, 272
map

print, 191
map image file, 191
map online, 188
map options, 111
map report, 190
maps offline, 17
matching, 251
menu, 36, 298, 299
merge diagram, 128
merge entities, 276

metadata, 20, 40, 43, 44, 62, 63, 75,

221
lookup list, 58, 268

Page 306

Index



metadata search, 58, 293
metadata type, 293

coloring, 164

lookup, 266
Microsoft SQL Server Express, 28
modified by, 43, 69
modified date, 20, 43, 60, 69
month view, 181
most searches, 211
mouse wheel, 150
MRU, 294
MRU List, 33
multi-monitor, 105
multiple metadata search, 222
multiple name search, 220
multiple relationships types, 157
multiple values, 18, 56, 58
multiple visualizer analysis, 211
multiuser, 31, 258
multiuser conflicts, 46

N

named ranges, 12

navigator panel, 171

network cells, 164

network metrics
authority, 176
betweenness centrality, 174

calculate, 176, 261, 262, 264, 265

closeness, 175

eigenvalue, 175

gradient metrics, 163

hub, 176

weight, 174
networks, 166
new database, 228
normal search, 53
notes, 40, 43, 45, 62, 63, 77, 78

add, 79

edit, 79

export, 80

print, 81

search, 81
notes search, 57
numeric format, 159
numeric range, 156

(0

offline maps, 17
one network, 137
online maps, 285
open database, 10, 230, 299
open diagram, 128
open import file, 254
open saved visualizer, 17
OpenGL, 204
OpenStreetMap, 17, 193
orthogonal layout, 145
output, 110

map, 190

visualizer, 130

P

panels button, 110, 290
paths between 2 entities, 164

pdf, 23
PDF, 131
performance, 11
phonetic search, 53
pick entity, 100
prefix, 159
preview import, 253
print

report, 96
print map, 191
ProgramEXE, 301
projection, 208
properties, 111, 264, 266, 286

Q

query builder, 217, 291

R

reader, 31, 132
reader export, 23
rectangular layout, 140
refresh button, 41, 110, 290
relationship, 12, 45, 61

check for similar, 65

classification, 68

credibility of information, 61, 68

delete, 63, 69, 73

directionality, 62

documents, 62

edit, 63, 66

end date, 68

end date, 61

entity, 64, 67

fields, 62

ID, 69

inverse, 62

metadata, 62

notes, 62

reliability of source, 61

report, 63

reports, 95

save, 63, 69

search, 62

start date, 61, 68

toolbar, 63

topics, 62

unique id, 68

value, 61

view, 62

weight, 68
relationship category, 259, 262
relationship criteria, 224
relationship data refinement, 162
relationship labels, 286
relationship line properties, 286
relationship lines, 156
relationship range filter, 161
relationship search, 62, 71

advanced, 73

results, 72

toolbar, 73
relationship style, 156
relationship type, 61, 65, 67, 259

lookup, 264

weight, 265
relationships, 61
relationships panel, 156

reliability of source, 61, 259, 262
remove, 109
remove uncommon, 130
renderer, 208
replace, 252
replace entities, 114
report, 41, 63
map, 190
viewer, 96
report viewer, 96
report viewer toolbar, 96
reports, 95, 132
administrative, 95
entity, 95
export, 96
lookup, 95
print, 96
relationship, 95
system, 95
toolbar, 96
reset default settings, 38
resize, 149
restore database, 10, 234
restrict new entities, 156
restrict new links, 162
results options, 92
retrieve ranges, 57
rich text editor, 77
right angle, 161
right-click menu, 100
rotations, 148
run import, 253

S

save, 41, 46, 63, 69
save diagram, 103
save queries, 225
saved diagram, 128
saved search type, 210
saved visualizer, 128
search
entity, 51
relationship, 62, 71
search by type, 86
search modes, 53
search results, 21, 54
secondary lines, 254
security lookups, 270
select columns, 11
select filtered, 156, 162
selected 1 degree, 35
selected and connected, 153
selected only, 153
selection filter, 153
shape file, 195
shapes, 168
shared database, 227
shared SQL Server, 228
shortcut, 27
shortest path, 164, 165
show all, 154
show all entity types, 169
show arrows, 156
show labels, 154
show labels options, 157
show lines, 156
shrink to fit, 150
single user, 31
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small icons, 111
SNA, 291
social network analysis, 173
sorting, 55
source data, 240
SQL Server, 282
sql server database, 242
SQL Server Express, 28
square layout, 141
squelch, 155
start, 28
start date, 42, 61, 68, 180, 291
startup, 10
status, 42
stereo, 207
stretch, 16
style
line, 159
styles, 111, 124
suffix, 159
sum, 158
summary, 158
SVX File, 133
swap eyes, 207
switch user, 36, 231
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